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Automating vulnerability checks based on the IoT Security Checklist
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Abstract: In recent years, loT devices are rapidly spreading, but there are many vulnerable devices among them, and attacks
targeting loT devices are increasing. In order to protect it from such attacks, it is necessary to conduct vulnerability assessment and
remove the vulnerability. However, in order to conduct vulnerability assessment, it is difficult for all developers and users to
conduct vulnerability assessment because it requires detailed knowledge about the system and security of IoT devices, and it takes
time. Therefore, in this paper, we propose and prototype an automated method of vulnerability assessment using JPCERT/CC IoT
SECURITY CHECKLIST as a vulnerability assessment specialized for IoT devices. As a result of performing vulnerability
assessment on multiple 10T devices, we quantitatively grasped the security measures of the devices compared with the case of

performing the assessment manually.
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Overview of the proposed mechanism.
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table 2 Inspection result of printer.
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Not Before: Jan 1 @0:00:88 2012 GMT

Not After : Dec 31 23:59:50 2037 GMT

New, TLSv1/SSLv3, Cipher is ECDHE-RSA-AES256-GCM-SHA334
88 open

443 open

BB D E AR VI-4
BEREAT VI-3

515
%y kD—Df— ORI V-1 e

(631 open
8618 open
9108 open
O P kEi0tE w2310 -2, W-3, -4 |#HttpOnly_192.168.100.120 FALSE / FALSE @ view normal
O PO r#OtE Y3210 W-2, M-3, -4 #HttpOnly_192.168.100.120 FALSE / FALSE @ view normal
UPnPOIERE V-2

MR RS E 1-6

I 7 A PO — L I-2

2 —DEfERR VI-1

[ [ --- 192.168.180.128 ping statistics ---

e ] I-6 . n -
10080 packets transmitted, 661 received, 93% packet loss, time 1732ms
rrrrr BEGIN CERTIFICATE-----

MIICuTCC AwIBAGIBATANBgkghkiGIwOBAQSF xVDYNSY
[biBJbWFnaW5nIFByb2RTY3QwHhCNMTIWMTAxMDAWMDAWNhCHMz CxMMxMM10TUS
[Wj AGR4WHAYDVOQDEX VDN mB.lbWFna'vlSanByth‘\V!ngquMneGESqGSlh!
Q! BAQDWGgK1a g 70k 1Hk 6+ 12wFe
EP[hmFFVg /6y 2+yyDnZEUTne XK +r 32 1i5xrgue+TSR3a502YC565+9XBapLxtS
kct/EjsnukYBkIvsy6LOmYwwGwCwIYgsnce13HpiOyXAgm+uuTKOwigDXyWc+HCP
[0G30ebe4Lo+4157dndckETFLSNFYSUTHWSh62e /3VeTiz6150+KV7INIQPjzuT+
SSLATAA M m-9,VI-1 WAIbSduwC OADY tRH5Q1LuRATaGLQBsq IMyuzuim10YVZhUfG2edGS6VmGSM2iXgTX

[nCtEzk Im7VVzKUoaKGAeNAd 16/ g+E CQTqYXYvCx TuMEpSSBVAGHBAAERD]Y JKoZT
[hvcKAQELBQADGQEBAHCHNBY DWTH 1 dWTGpv LoXr 7525 /BRLiK3Xz/eU9]CuplpnA
Y /0AgkoCHj LF+4Br t7ow+BC LerEb5Bxu/yQraAc1FeMsPIXFWISSETs6+FmzzLL
[hisABTD+pd@BAEk/yN+Abi50ZCagtr DTMhs zCx64K10eBLB3SHPUTS/QRD+YKT
EQFs7jhX7XEmTZ802/F71eFm1qpUgVNI]tzAjXSd9d3bmbolLdeZKNB1bU/9HjxM
[BWCUgNeUKF rYniY22dF sD096¢95116 01 LyOTIAd) znHf +KZUUi zFdFxwVYsPLz
[KTLxPkx4sNacpeymd8AT juNQKbICLmKon7 31 1BA=

----- END CERTIFICATE-----
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Could not verify this certificate because the issuer is unknown.

Issued To

Common Name (CN)  Canon Imaging Product
Organization (O) <Not Part Of Certificate>
Organizational Unit (OU) <Not Part Of Certificate>
Serial Number 01

Issued By

Common Name (CN)  Canon Imaging Product
Organization (O) <Not Part Of Certificate>
Organizational Unit (OU) <Not Part Of Certificate>
Period of Validity

Begins On January 1, 2012

Expires On January 1, 2038
Fingerprints

SHA-256 Fingerprint ~ 48:CD:BC:20:60:1B:38:BA:2F:25:97:6C:EF :DE:E5:EA:
14:22:BF:01:E1:(9:70:F1:CC:BA:96:E1:30:89:DE: DB

18B:88:7D:3E:13:3C:97:63:DC:C0:B9:52:BF:97:84:6B:E5:A0:C8:56
X 2FEBHEO AR (F8))

Figure 2 Certificate expiration (manual).

SHA1 Fingerprint

Certificate Hierarchy
Canon Imaging Product

Certificate Fields
Serial Number
Issuer
 Validity
Not Before
Not After
Subject
~ Subject Public Key Info
Subject Public Key Algorithm
Subject's Public Key
Field Value

PKCS #1 SHA-256 With RSA Encryption

3:E AT (FE)
Figure 3 Encryption method (manual).

[root@localhost html]# nmap -p 1-10000 192.168.100.120

Starting Nmap 6.40 ( http://nmap.org ) at 2019-08-082 83:11 JST
Nmap scan report for 192.168.100.120
Host is up (1.1s latency).

Not shown: 9994 closed ports

PORT STATE SERVICE

80/tcp open http

443/tcp open https

515/tcp open printer

631/tcp open ipp

8618/tcp open unknown

9100/tcp open jetdirect

Nmap done: 1 IP address (1 host up) scanned in 584.46 seconds

B 4%y b T—2 K= ~OBM (FH)
Figure 4 Open / close network port (manual).

Lroot@localhost htmL]# telnet 192.7b68.100.1208 80
Trying 192.168.100.120...

Connected to 192.168.100.120.

Escape character is 'A]'.

GET / HTTP/1.1

host: 192.168.100.120

HTTP/1.1 200 OK

Expires: Thu, 1 Jan 1998 00:00:00 GMT
Content-Type: text/html

Content-Length: 3543

Pragma: no-cache

Cache-Control: no-store, no-cache, max-age=0
Connection: close

Set-Cookie: view=normal;Version=;HttpOnly

5t v g IDDEM (FE)

Figure 5 Session ID attribute (manual).

https://192.168.100.120/
Peer’ s Certificate issuer is not recognized.

HTTP Strict Transport Security: false
HTTP Public Key Pinning: false

Certificate chain:

----- BEGIN CERTIFICATE-----

MIICuTCC i

biBIbNFnaWSnTFByb2R1Y3QuHhCHHT IWNTAXHDAWMDARNRCNNZCxMMxMHIOTUS

WjAgMRAWHAYDVQQDEXVDYN5vbiBIbNFnalSnIFByb2R1Y3QuggE iMABGCSqESTb3
1Hk6+120F e

SPChaFFYgu/6y2+yyDnZEUTnsXKKsr321i5xrgu+ +TSR3aSQ2YCS6s+9XBapLxtS

KCt/EjsnukYBKOysy6LOmYwwGHCuIVgsncel3HpiOyXAgmsuu1KOn igDXyNC+HCP

0G30cbe4Lo+4157dndckETFLSHFYSUTHMShG2e /3Vc i26150+KVTINOQPLjzu7+

WAIbS it AT

nCtEzk % JKoZl

hvcNAQEL £7525/BRLIK3X2/eU9)CupTonk

Y/0AgkoCWj 1F+4Br t 7bw+BClerEbSBxu/yQraAc1IFeNsPIXFUISSET1sb+FmzzLL

hstSlDondOfS!Ek/yH~Bb:Sol(ao!rD7Nhsz(lSle0eBL855bPrUIS/OND#Vk?

EQFs7{hXTXENTZ802/F71eFi

6QWCwgNeUKfrYniY2zdFs0096¢95116f8ILy0ITAd] anhKZI.II.IanvaVVsPLx

K1LxPkxdsNacpeyn48AI jwNQKbICLuKon731 1A=

----- END CERTIFICATE-----

Copy text to clipboard

M 6:FEHIEDONE (FE))

Figure 6  Certificate contents (manual).
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