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An Implementation of Chain Code Applications with Data Encryption
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Abstract: In a few years, Hyperledger Fabric as a platform of the smart contract is getting spread in the
world to deploy many types of services. The type of its default data base is a key-value store. Stored data is
plain texts in a default setting. In this case, stored data is easily taken from data base by any user. However,
there are some types of data which only limited users can treat due to privacy, business secret, and so on. In
this paper, we propose a method to conceal stored data by encrypting these stored data in chain code. At
first, we indicate three types of data encryption for stored data. Then, we implement the proposed method
to apply it to a sample code included by fabric-sample. Finally, we evaluate performance of the proposed
method comparing with the sample code.
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l:async initLedger(ctx) {

2: const cars = |

: for (let i = 0; i < cars.length; i++) {
cars[i].docType = ’car’;

5

6

7: let ¢ = crypto.createCipher(’aes-192-cbc’, password);
8: let encText = c.update(cars[i].owner, "utf8’, ’hex’);

9

encText += c.final(’hex’);
10:  cars[i].owner=encText;
11:  await ctx.stub.putState(CCAR’ + i,
Buffer.from(JSON.stringify(cars[i])));

14: }
15:}
1 initLedger TOME= 1L
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const crypto = require(’crypto’);

const password=’encrypted’;
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1:async queryCarDec(ctx, carNumber){
2: let carAsBytes = await ctx.stub.getState(carNumber);

let car = JSON.parse(carAsBytes.toString());

let d = crypto.createDecipher(’aes-192-cbc’, password);
let decText = d.update(car.owner, ’hex’, 'utf8’);
decText += d.final(’utf8’);

car.owner=decText;

10: carAsBytes=Buffer.from(JSON.stringify(car));

11: console.log(carAsBytes.toString());

12: return carAsBytes.toString();
13:}
2 HBPET—-2%22[T2527T) OESLHE

1:async createCar(ctx,
carNumber, make, model, color, owner) {
let ¢ = crypto.createCipher(’aes-192-cbc’, password);
let encText = c.update(owner, "utf8’, "hex’);
encText += c.final("hex’);
const car ={
color,docType: ’car’,
make,model,
owner:encText,
b
await ctx.stub.putState(carNumber,
Buffer.from(JSON.stringify(car)));
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11:}
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[ ] I javascript — root@42092484b5ec: /opt/gopath/src/github.com/chaincode/encfabcar/javascript/lib — -bash — 154x13

...42092484b5ec: /opt/gopath/src/github.com/chaincode/encfabcarf/javascript/lib — -bash

javascript: $ node query.js
Wallet path: /Users/hal/workspace/hyperledger/fabr:
Transaction has been evaluated, result is: {"color
Transaction has been evaluated, result is: {"color
javascript: $ node invoke.js

4f9195a36038: /opt/gopath/src/github.com/chaincode/encfabcar/javascript — -bash

", "model":"Mustang", "owner":"8915d60dd4bceb74ae8f832847596338"}
","model":"Mustang", "owner":"Brad"}

Wallet path: /Users/hal/workspace/hyperledger/fabric-samples/encfabcar/javascript/wallet

Transaction has been submitted
javascript: $ node query.js

Wallet path: /Users/hal/workspace/hyperledger/fabric-samples/encfabcar/javascript/wallet

Transaction has been evaluated, result is: {"color":"Black","docType":"car",
Transaction has been evaluated, result is: {"color":"Black","docType":"car"

javascript: $

"make":"Honda", "model":"Accord", "owner":"@c7f1df85eldbff@le290a9b733ad7be"}
,"make": "Honda", "model" : "Accord", "owner":"Tom"}
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OS: MacOS X Mojave
CPU: Core i5

MEM: 16GB
Hyperledger Fabric ver. 1.4

Node.js ver. 12.8.1
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