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RA: Symbolic Execution Tool
Toward Security Analysis of Smart Contracts
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Abstract: Smart contracts are programs that run on blockchains and are used to develop decentralized
applications. While attacks against smart contracts involving complex operations such as contract creation
and calling external contract have been reported, existing inspection tools only focus on operations within
a single contract and thus cannot analyze such attacks. In this paper, we introduce a new symbolic exe-
cution tool, named RA, to analyze Ethereum smart contracts including the complex operations described
above. RA is able to express a program behavior even against attacks based on the complex operations
through generating a control flow graph. Consequently, as well as improving a code coverage in comparison
with the existing tools, RA can be potentially used to analyze inspecting attacks based on vulnerabilities to
complicated attack methods.
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*1 https://solidity.readthedocs.io/en/v0.5.11/
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TULED. Fund BEET 2BENET Attacker I[ZESR X
nan, NIV rTarviEET S gas EHHIRISET
% £ T OFRIFOH U ISk s 5.

contract Fund {
mapping (address => uint) shares;
function withdraw() public {
(bool success,) = msg.sender.call.value(

shares [msg.sender]) ("");

if (success)
shares[msg.sender] = 0;
}
}
Y—RA—RK1 VIV Iy —28La—-FO—

contract Attacker {
function attack(address target) public
payabled{
fund = Fund(target);
fund.deposit.value (address (this).balance

AON

fund.withdraw();
}
function() external payable{
fund.withdraw ();
}
}
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95, £7-5a32 72 bD CREATE - CALL Z¥&im Dy
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4.4 EFRIE

PRI Y ME— VT T TDERL =R R EMADY VR
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CALL & Z D Hfifficd 5 CALLCODE, DELEGATECALL,
g1 R@maTdH D STOP, RETURN, REVERT TH 5.
72 EVM IZREHEDONA b3 — NIZEHET 5 L E1ET 225,
ZNDFINMLED - DIZHW SN GEEN D B7-0, HEH
FJIZ ASSERT & UETRKE 5. CREATE2 X7 RL A
DERGED AP FEIL 5 5 CREATE L RI—HT 5. £/
53V 8T MNAETHRBBUCETRE AT B840
T—Xf&E L UT, call_stack 2f\5. Z7z, CREATE
THERUH72mIV NI N EENT 57— MiEE L
T, contract_queue Zfi\5. INHITL-T, FHIFEH
IZ CALL X CREATE 251735 Z LA AHEIC R 5.

4.4.1 CREATE IC&2##{E3— FADER

FPBEOETREAEAL call stack T 7w ad
5ZrT, RYAEDHEREIRFET 5.

CREATE %, stack fEI&A*5 3 DDMH s0,s1,s2 ZHD H
T.os0 0, FlcEREINEa Y NI MIES NS EE
DEETH 5. sl ld memory FHIHEDA Ty b, s2 IFAEKS
NBZAVIITIINDOT—RY A X%RLTHEH, memory
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N OEFTEREERT D, T LU TEDNA ~ I — DS
DMFNSY VRV Y 7 FETEGT 5. RET—XICE
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RETURN &, BV {EZHEVRPSHITE2IEFEKT T 5.
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contract Fund2 {

Fund [10] funds;

function generateNewFund () public{
funds [funds.length] = new Fund();

}

function withdraw(uint i) public {
int MagicNum = Oxabcdabcdabcd;
funds[i].withdraw () ;
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