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A Consideration of Giving Anonymous Token on Blockchain System
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Abstract: In recent years, cryptocurrencies (crypto-assets) such as Bitcoin and Ethereum have attracted
attention in various aspects, such as the large market capitalization and the use of smart contracts. On the
other hand, it has been used for crimes due to their anonymity and it become a target of cyber attacks as their
value increases. During CoinCheck incident, which recorded the largest amount of damagein cryptocurrency
history in 2018, some volunteers had performed tracking leaked NEM using Mosaic, which is NEM-specific
feature enables to generate and send self-made token on NEM blockchain. By this case, it is demonstrated
that the use of token have a certain effect. In this paper, we propose a method of giving anonymous token
on Blockchain system, which has audit function, by accountable ring signature.
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