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Abstract: With the increase of devices connected to the Internet, the threats caused by cyberattacks are increasing. Besides
observation and analysis of these attacks, notification to the affected users is becoming increasingly important. The most common
way to identify the contact point for notification is using WHOIS. However, direct contact points may be hidden from the viewpoint
of privacy or simply outdated. Moreover, notifications to higher-level organizations such as ISPs and cloud service providers may
be ignored or may not be treated properly. In this research, we investigate how to enrich contact information for given IP addresses
to be notified. In the experiment, from passive DNS we obtained 2,216 domains corresponding to 46,105 to-be-notified IP addresses
observed by honeypot, then crawled the corresponding web pages to obtain possible contact points, namely, e-mail addresses, SNS
accounts, and web contact forms. Moreover we used existing email address databases to obtain email addresses related to these
domains. As a result, we were able to obtain additional 4,665 contact points besides IP-based WHOIS contacts, among which 3,435
are evaluated to be highly relevant to the IP address and thus effective in security notification.
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