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Network Anomaly Detection in Industrial Control Systems based on

Prediction Model with Deep Neural Network

SHOHEI MITANIY'®  NAOKI YOSHINAGA! SATORU YAMANO?

Abstract: Threats to Industrial Control Systems (ICS) are growing larger in terms of malicious control at-
tacks, in contrast to the advancement of those systems. Especially, it’s still difficult to detect the intelligent
approach for malicious control, which is executed from an ordinary equipment with legitimate commands, es-
pecially in real-time. One approach to this threat is to check the consistency between commands and system
state of ICS. However, some state are determined in operational phase. It is problematic to list these system
state. We propose a network anomaly detection method. In our method, simple whitelists are sequentially
generated by the pre-learnt prediction model corresponding to the continuous change of system state in ICS,
then detect the malicious commands by checking each packets. It doesn’t require us to define any system

state explicitly. We report the result of an experiment using real system’s traffic data.
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Fig. 1 A typical structure of ICS.
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Fig. 2 Updating whitelists based on implicit states.
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Fig. 3 Network anomaly detection with our method.
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Table 1 Examples of packet list with parameter to calculate

anomaly score.

Available Period :2019/11/1 10:00:00-10:10:00

IP.src IP.dst Object.ID r m
P1 192.168.1.1 192.168.1.2 5 0.9 30 2
P2 | 192.168.1.1 192.168.1.2 6 0.8 40 20
P3 | 192.168.1.3 192.168.1.2 15 0.7 20 1
P4 | 192.168.1.3 192.168.1.2 16 0.02 50 10

Available Period :2019/11/1 10:10:00-10:20:00

IP.src IP.dst Object.ID r m
P1 | 192.168.1.1 192.168.1.2 5 0.8 30 5
P2 | 192.168.1.1 192.168.1.2 6 0.01 45 10
P3 | 192.168.1.3 192.168.1.2 15 0.04 25 5
P4 | 192.168.1.3 192.168.1.2 16 0.3 50 8
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Table 2 Whitelist Generation.

r.,m. o are outputs of the prediction model.
ai, \; are threshold parameters.
for m in 1 to Number of whitelists to be generated. do
for i in 1 to Number of packets in packetlist. do
if log7!™™ > a; then
it" packet is not included in m*" whitelist.
else (logr! ™™ < a;)
Put i*" packet into m*" whitelist.
And set the range of value as follows.
Range < m! T + 2517 \/i—T
end if
end do
end do

03 ODhoooooooooooog
Table 3 Examples of whitelist with available periods.

Available Period :2019/11/1 10:00:00-10:10:00

IP.src IP.dst Object.ID  Range
P1 | 192.168.1.1 192.168.1.2 5 24-36
P2 | 192.168.1.1 192.168.1.2 6 0-100
P3 | 192.168.1.3 192.168.1.2 15 17-23
Available Period :2019/11/1 10:10:00-10:20:00

IP.src IP.dst Object.ID  Range
P1 | 192.168.1.1 192.168.1.2 5 15-45
P4 | 192.168.1.3 192.168.1.2 16 26-74
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Fig. 4 Setting values of room temperature in write packet

under the normal operation..
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