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A Machine Learning-based Method for Detecting Malicious JavaScript
using Nested Structure based on Abstract Syntax Tree
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Abstract: Damage caused by drive-by download has been getting worse year by year. One of the main
causes of the attack is that malicious scripts embedded in web sites force visitors to access malicious web
sites. Also, many of the scripts use obfuscation to prevent detection. Therefore, it is required to detect such
attacks with high accuracy. In this study, in order to detect malicious JavaScript code with high accuracy,
we propose a machine learning method using not only statistical features, i.e. the number of keywords in the
code and their attributes, such as variables and functions, but also structural features (nest depth) based on
abstract syntax tree. In addition, the accuracies of the methods with different combinations of the features
and machine learning algorithms, SVM, Native Bayes and Random Forest, are evaluated.
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Fig. 1 Examples of drive-by download attacks
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B LTW5. #Fib X 17z JavaScript (21X FF] D E
MR L2 kD, HEFEMBRLZOBFETEITI 12D,
HHALDHEINTRVED L IR LT, XFHBBEEIZE
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var a = 6 * T;
2 JavaScript 32— K
Fig. 2 JavaScript code
{
"type": "Program",
"body": [
{
"type": "VariableDeclaration",
"declarations": [
{
"type": "VariableDeclarator",
"id": {
"type": "Identifier",
"name": "a"
},
"init": {
"type": "BinaryExpression",
"left": {
"type": "Literal",
"value": 6,
"raw": "6"
1,
"operator": "x",
"right": {
"type": "Literal",
"value": 7,
"raw": "7"
}
}
}
1,
"kind": "var"
}
1,
"sourceType": "script"
}

3 JavaScript DKM IR
Fig. 3 Abstract syntax tree of the JavaScript code

AST ¥ — )L (Babylon)[8] 2l L T, JavaScript Dl
SHESUR (JSONJER) Z/ERKT 5. Z® JavaScript O
HFRECKR (JSON X)) 226, HiBxF—7—F, B, A
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% fE & S,

3.1.1 HEF—7—K

HElF—7— K& LT, JavaScript DiEE XK (Ja-
son JEZ) D”name”, "operator”, "raw” F— D % fliH
5. M3 OMTIE, a7, 7, 67, "D 4 D F —
J—ReLTHEINS. AT, JavaScript DS
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Table 1 Keyword for the value of ”type”

"type” Ol [*—v—F
VariableDeclaration var
FunctionDeclaration function

NewExpression new
ReturnStatement return
BreakStatement break

ContinueStatement continue
IfStatement if
ForStatement, ForInStatement, ForOfStatement for

WhileStatement While
SwitchStatement Switch
ThrowStatement throw

TryStatement try

CatchClause catch

+ 2 "type’ Dff (Poperator”, "params”, "arguments”) (ZXf 3
B REER S
Table 2 Attribute number for the value of "type”, and ”oper-

(IT)

ator”, "params” and ”arguments”

9

’ "type” Dfi (" operator”, ”params”, JEES
# 1 D" type” Dffi 1

VariableDeclarator, SwitchStatement

arguments” )

ReturnStatement, IfStatement
AssignmentExpression, ConditionalExpression
LogicalExpression, BinaryExpression 2
UnaryExpression, UpdateExpression
ObjectExpression, ArrayExpression
ThisExpression, ObjectPattern
AssignmentPattern, ArrayPattern

FunctionExpression, CallExpression 3

FunctionDeclaration

NewExpression

Literal, operator

params, arguments
ThrowStatement, CatchClause
Z DAt

o||o|o| e
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* 3 WREHEHIY Y NI S5 type” DIE
Table 3 The value of "type” for couting the number of layers

‘ ”type” O ‘
WhileStatement
DoWhileStatement

ForStatement

ForInStatement
ForOfStatement
IfStatement

SwitchStatement

FunctionDeclaration

ThrowStatement

TryStatement
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L, REULEINV—-TORAMEEZFEHE TETEL,
ZORKELIORDODONDEEEZFHE T 52FED2 D%
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{0,0,0,0,0,0,0,1,1,1} DFHER T ML &7 5.

3.2.2 RAMNDRSDHDHE (FE)

I ADNDREZ DR TH B data_series % FEED 5
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95, TORKEIrSEEZREHBL, ZhZ2RHET
5. FELIX, DEORENERDE» S EORE, EA
WHEMEIDERTIBIETHD, EIZEADND BIGEI
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AT AL TR, EBED TEADE] THAEESIERAD
DENEHFAR T 0 5 L OB E N DA ZE, TIE
D] THBEE IR A NDOBEWEFRH® T 17T LOHRE
Wl N L E %2 RT.

EEOFHENE FEliRT.

@g:(n&nmi(%;xf

k=1

BB, n WYY TN A R, s SRS, TIRET— X
x; DFEIETH 5.
B 5 OHITIE, EBEDMHEIE1.035 &725.
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AREZETIE, M JavaScript DMAEE OB SN SIRETF
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4.1 FERBRE

I EER T AT 2MIRIZDOWTIX, vV D = 7 AMX
W= ay Thos i T WS MWS Dataset 2018
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Dataset) Zf#HH L, HM: JavaScript #& & U T 300 fiR
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VIMPWT WA BUFRY A b SIEEE 47\ EAT 300 R
% R JavaScript &9 5. IUEFHIEIZ DWW TIE Google #
RIVVVTOMEA TV ay [ (REBEEFT)] 2V
T, 7u—) I ETVWINEEITS

— 439 —



var a = 6 * T;
while (true) {
a += 1;

}

4 JavaScript I — K
Fig. 4 JavaScript code

{
"type": "Program",
"body": [
{

"type": "VariableDeclaration",
"declarations":
{

"type": "VariableDeclarator",
midv: {

"type": "Identifier",
wpame": "a"
},
"init": {
"type": "BinaryExpression",
"left": {
"type": "Literal",
"yalue": 6,
Wragh: ven
3,
"operator": "x"
"right": {
"type": "Literal",
"value": 7
Wragt: wTw
}
}
¥
1,
"kind": "var"
{
"type": "WhileStatement",
"test":
"type": "Literal",
"value": true,
"raw": "true"

},
"body": {
"type": "BlockStatement",

"type": "ExpressionStatement",
"expression":
"type": "AssignmentExpression",
"operator": "+=",
"left": {
"type": "Identifier",
wpame": "a"
},
"right": {
"type": "Literal",
"value": 1,
Wrawh: Min

}
}
]
}
}

"sourceType": "module"

5 JavaScript D H&E AR
Fig. 5 Abstract syntax tree of the JavaScript code

4.2 FHEHERR

BB OWTIIEWEEY 7 b7 =2 7 TH S [Wekal
ZHWTEHE 217> T\ <. BWFEE7 LT ) XLIZO0W
T ERTRUZFA =T XA X (Naive Bayes), 7V X
L7+ VAN (Random Forests), SVM (Support Vector
Machine) @ 3 D& H\ 5. FAfiEHEICE L T TPR,
TNR, FPR, FNR, F-Measure, MCC, AUC @ 7 f&E¥{%
AWws. TPR, TNR, FRR, FNR, F-Measure, MCC O
FAERXZLIFIZE Y. F-Measure (2B L T, MCC (2B
LT, BEEEICHWA T — 228 W CEE AR
BT —RThHDEE AUCIZDOWTIE, HA 1LIEWEY
FIRMERED <, D05 DTV X LR B5EETHS.
fllx DISTA—=RIZONWTIE , £z, RERGEIZOWNWT
IS EMERRR, HEMERKE £12 10 D EIRZMFEZ 1T D .
M JavaScript MAEEMEE UTHEE L2

(1) TPR = : "
JEME JavaScript MK DFREL

B JavaScript Mtk % Bk & UTHE L 725

2) TNR =
( ) B JavaScript Mk DK%
(3) FPR = SEME JavaScript Mk z Bk & UTHEL 728
B HEME JavaScript MUKDRRE
(4) FNR = B JavaScript k%2 B L UTHBL 728

R JavaScript Mk DK%

2 - Precision - Recall

(5) F - Measure =
Precision 4+ Recall

TP x TN — FP x FN

(6) MCC =
/(TP + FP)(FN +TN)(TP + FN)(FP +TN)
4.3 ERER

B (F—U—F, B, BHE, EBE 2% %
MABDETER L &L (R4) OBREKEEIZDOWT
TN EREIT 72, F/2, BRszBEWMEE 7 LIV XL
(SVM. NBC. RF) ZHWTiHIiEREZIT>72. £5 &
SVM, £63F 1 —TRA X, XTWEIVEZL7x VA b
EHWEZEBRERTH 5.

FRELT, WINOBEMEE T VIV XALITEWT
H, BUHEOREMEMA R WHIKIZART, EBEOREE N
Z 7= (M5, M9 11, M13 16) D APMAKE &<,
F-Measure, MCC, AUC % 10% 20%F2E & W MEZ R L 7=
(%£5,6, 7T TERBNIKEIZR>TWSHE). Thbb
¥—7—RNOEMNZZEL-ZTOHERBHREH NS Z &I
X0, MAKEESKIBIZM LT 5 Z 2RI N,

FHIIRELU A A P OESIZH I EE & D E DR
WL, SVM & NBC 2 W54, M5 (F—
J—K + @) ¥M9 (F—7—FK + Bl + EE) o
HKSEZ2BXZ I TERro7-. LrLAEAS, RF
WG, 2EOAOREEMA 7 M1 (F—7—F
+ @M + 4E) 1%, F-Measure & MCC IZBIL T, #h
FN2%E 3% LTI eNTEH. BEORKBIZOW
T, FEOA%H\W RFIZESL A (M2) @ AUC
2 0.73 TH o727, ZOREEMOREICHAGDLE S
A, M5 % M9 OMREZ X 51 DMAKEEICHF ST 5
Ziidihorz.
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£ 4 Method1~16 TOHH
Table 4 Features of Method 1-16

Method type

M1 e ZA

M2 EE

M3 pan il

M4 EE+SE

M5 F—U—F+Ek

M6 F—7U— R g

M7 F—U— F+EE

M8 F—U—R+5E

M9 F—U— F+EME+EE

M10 F—U— F+EM+EE
MI11 F—U— F+EME+5E
M12 F—T— F+EE+5E
M13 F—7— N+EtE+ R+
M14 F—7— F+EtE+ R+ E
M15 F—7— F+EME+EE+2E
M16 F—U— F+EME+BEE+EE+ 24

£ 5 SVM TOMAKEE
Table 5 Detection results using SVM

Method | TPR | TNR | FPR | FNR | F-Measure | MCC | AUC
M1 0.8 | 0.813 | 0.187 0.2 0.805 | 0.613 | 0.807
M2 0.41 | 0.723 | 0.277 0.59 0.486 0.14 | 0.567
M3 0.693 | 0.573 | 0.427 | 0.307 0.654 | 0.269 | 0.633
M4 0.703 | 0.577 | 0.423 | 0.297 0.661 | 0.282 | 0.64
M5 0.913 | 0.947 | 0.053 | 0.087 0.929 0.86 | 0.93
M6 0.803 | 0.817 | 0.183 | 0.197 0.809 0.62 | 0.81
M7 0.803 | 0.837 | 0.163 | 0.197 0.817 0.64 | 0.82
M8 0.77 | 0.807 | 0.193 | 0.23 0.784 | 0.577 | 0.788
M9 0.913 | 0.947 | 0.053 | 0.087 0.929 0.86 | 0.93
M10 0.917 | 0.943 | 0.057 | 0.083 0.929 0.86 | 0.93
Mi11 0.91 | 0.937 | 0.063 | 0.09 0.922 | 0.847 | 0.923
M12 0.767 | 0.797 | 0.203 | 0.233 0.778 | 0.564 | 0.782
M13 0.92 | 0.943 | 0.057 | 0.08 0.931 | 0.864 | 0.932
M14 0.91 | 0.937 | 0.063 | 0.09 0.922 | 0.847 | 0.923
M15 0.91 | 0.927 | 0.073 | 0.09 0.918 | 0.837 | 0.918
M16 0.91 | 0.927 | 0.073 | 0.09 0.918 | 0.837 | 0.918

AR TIE, FANDERSOEICERHU-EE L HE|
DR EREL 72

EEIZELUTE, MABEOR EIZHFSARSNLHh-
7. TOHERE LT, EEORHIZIX JavaScript I — F
DA MEEE 1 ODORHE LTRLTULE S 728, EA
P TEHEREIZRSE Z 2I2E D, BITHEDORH & X
THRAKEE DM EIZASNBR P T2D TRV NREEZS
na.

SENZBALTIE, 120 LTRTEEDME EAD,
IAMEEDOHRERBME UTHES Z 2B TE 5720, #E
ReUT, RF CIIETHEDORED S 3 %D EAXR S
N7z, ULHULAEAS, SVM, NBC TIIMFIREE DM _EIX
ARONED > 7z,

& 6 NB TOMAKER
Table 6 Detection results using NB

Method | TPR | TNR | FPR | FNR | F-Measure | MCC | AUC
M1 0.513 | 0.873 | 0.127 | 0.487 0.626 | 0.414 | 0.727
M2 0.43 | 0.693 | 0.307 0.57 0.495 | 0.128 | 0.557
M3 0.783 | 0.447 | 0.553 | 0.217 0.67 | 0.244 | 0.625
M4 0.777 | 0.447 | 0.553 | 0.223 0.667 | 0.237 | 0.636
M5 0.71 1 0 0.29 0.83 | 0.742 | 0.916
M6 0.513 | 0.873 | 0.127 | 0.487 0.626 | 0.414 | 0.727
M7 0.513 | 0.873 | 0.127 | 0.487 0.626 | 0.414 | 0.727
M8 0.513 | 0.873 | 0.127 | 0.487 0.626 | 0.414 | 0.728
M9 0.707 1 0| 0.293 0.828 | 0.739 | 0.916
M10 0.71 1 0 0.29 0.83 | 0.742 | 0.915
M11 0.71 1 0 0.29 0.83 | 0.742 | 0.915
M12 0.513 | 0.873 | 0.127 | 0.487 0.626 | 0.414 | 0.728
M13 0.707 1 0| 0.293 0.828 | 0.739 | 0.915
Mi14 0.71 1 0 0.29 0.83 | 0.742 | 0.915
M15 0.71 1 0 0.29 0.83 | 0.742 | 0.915
M16 0.71 1 0 0.29 0.83 | 0.742 | 0.915

& 7 RF TORAHR
Table 7 Detection results using RF

Method | TPR | TNR | FPR | FNR | F-Measure | MCC | AUC
M1 0.7 | 0.813 | 0.187 0.3 0.742 | 0.517 | 0.844
M2 062 | 076 | 024 | 0.38 0.667 | 0.384 | 0.726
M3 0.637 | 0.82 | 0.18 | 0.363 0.701 | 0.465 | 0.784
M4 0.647 | 0.81 | 0.19 | 0.353 0.704 | 0.463 | 0.796
M5 092 | 099 | 001 | 0.08 0.953 | 0.912 | 0.993
M6 072 | 079 | 021 | 028 0.746 | 0.511 | 0.832
M7 0.717 | 0.837 | 0.163 | 0.283 0.762 | 0.557 | 0.848
M8 0.727 | 0.82 | 0.18 | 0.273 0.762 | 0.549 | 0.848
M9 0913 | 099 | 0.01 | 0.087 0.95 | 0.906 | 0.994
M10 0.917 | 099 | 0.01 | 0.083 0.952 | 0.909 | 0.992
M11 0.937 | 0.997 | 0.003 | 0.063 0.966 | 0.935 | 0.993
M12 0.727 | 0.827 | 0.173 | 0.273 0.765 | 0.556 | 0.848
M13 0.923 | 099 | 0.01 | 0.077 0.955 | 0.915 | 0.992
M14 0.933 | 0.997 | 0.003 | 0.067 0.964 | 0.932 | 0.994
M15 ©0.933 | 0.993 | 0.007 | 0.067 0.962 | 0.928 | 0.994
M16 094 | 099 | 0.01 | 0.06 0.964 | 0.931 | 0.994
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