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An Efficient Secure Division Protocol Using Approximate Multi-bit
Product and New Constant-Round Building Blocks
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Abstract: Secure division is very complex calculation among the secure multi-party computation (MPC),
and it is a barrier to applications of MPC such as secure machine learning. Bogdanov et al. (Int. J. Inf.
Sec. 2012) and Morita et al. (ISITA 2018) constructed division protocols working in Za». However, they had
difficulties that those protocols needed many communication rounds and they needed to use bigger integers
than in/output. In this paper, we construct a more efficient division protocol. Our new protocol uses only
the same size integers as in/output, and communication rounds are reduced to about 64% in Comparison
with Morita et al.
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FT<, UV NBOHIRIZ SR L 72, BRI
BIZIE 64 €y NERBREICEWTHRERERET VY P
% [12] LU T 64%I1F EHIES 5 Z LTI L 7=,

2. #fE

Z DETIIME 5% F W 72 MPC O B A K 70 J153#% % =
DiRS.

2.1 TBEDE

ZOHITIX, MESBUZDOWTHBIZET. Ktk
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Share
input : & € Zon
output : [z] = ([z]1, [=]2)
s.t. [x]q FE{ZQn, [z]1 + [x]2 = ¢ mod 2"
Reconst
input : ([z]1, [x2])
output : & = [z]; + [z]2 mod 2".
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FEUTHS Z & TEBITE 5. Beaver triplet & %, &
NR=F L DHSRNT VELEa,b¥ c=abZilzy
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Erz, 0PIV & o TIIHBEUEE RS Z & H3H 207,
ARFTIEFREEZE {0,1} € Zon THD*2.
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o RightShift([z], 1) :
YT EENTS.
o ExtractBit([z],7) :
YT ERENTS. ‘
e Comparison([z],[y]) : = < y 2RI FBEDOY =T %
s 5.
e Equal_zero([z]) :
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3.2 % A7 MultBit
R 7a b aviE 2 AT THBD, HRE S ATITHE
BRI BIENTES, D%,

:ryz2_2" = Z

(i,5)€{1,...,n}?
EWIEREFHTZ2OTHS. (ZNiE3 AHOHITH
0, FRRIZLT, —BOANBIZHERTE . ) 2hz
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227yl — i+ 1]z[n — j + 1]

Protocol 3 QGuess

Protocol 1 N_MultBit

Functionality: 2 ~ :?:Hé\;l(g)ﬂ*”)

Input: ﬂi]], ﬂjgl]], ey HQN—I]]

Output: [Z]

1: forie {1,2,...,n—1} do

2:  [#;] < RightShift([£], )

3: end for

4 2] = i in<n—1 [B TTI5 " ExtractBit([g;], n—i;+1)

BB, SEEEZ =gy = - = gy_1 THIEE
WS DT, BTl AR niEE, N MulBit([2], [9]) T,
N_MultBit([z], [3], . .., [9]) #RFT LD LT 3.

3.3 % A7 MultBit B\ 72, Goldschmidt ;DK
EF D N_MultBit % A\ T, Goldschmidt 7% % # % 4
5. 3, N.MultBit Z HH\WT, AHDREFEERD S
Power 7’10 b IV &R T 5. ¥RIZ Power 2\ T, Gold-
schmidt JEDEETH 5, QGuess 7H b TN EEKT 5.
32MfiTk Rk S5, T T, N_MultBit D AT N
AT E LT WA, 72, QGuess DRERKIZY 725 T,
ReciprocalGuess [12] ZffiH L TW2 A%, Zhid [D] & AJ1
izeh, 2nd(d: DOy M) TS ban
THY, Comparison LRI LT VY NETHEHINS.

Protocol 2 Power

Functionality: §; ~ &2-(~Un (;=1,...,m)
Input: [€],m

Output: ([51], ..., [6m])

1: [6:] « [€]

2: fori=1,2,...,[log, m| do

3: for j =1,2,3 do

4 for k=1,2,...,4"! do

5 if 4715 + k > m then break

6 H84i—1j+kﬂ — (] + 1),Mu|tBit([[5k]], [[841‘71]])
7 end for

8 end for

9: end for

Functionality: Q' ~ L%J
Input: [N], [D]
Outp}lt: Q1
1: [D’] + ReciprocalGuess([D])
[é]]f— —[D'l] x [D]
([[61}], ce [[6"]) + Power([€],n)
6] « 1, [61] A
[N] + 2-MultBit([N], [D])
[Q'] « [N] + 2-MultBit([5], [N'])

3.4 FREMMNT
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TULES7%®, QGuess THAINAHEIZ—MIZITEDAE
FODENILZ>TLED. LML, FOREDKE I
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v, y &2 2EHRELUAEZEE, EECY MW ali] (I, <
i < ug), ylil Iy < J < uw) TRONBET S, (T
DN T RTIEFEL Y M EIFRS RV, ) T DR,
z < N_MultBit(z,y) (ZBIL T,

z(y2 ")V e <z <a(y2T)N

2027° — (g > 3),

(I IN—1)
e{ly ~~~~~ uy}N !
N-1
s = Z(n—lj —1), xg =24 — b1
j=1

BEALT 5. (72720, > RACY bY 7 b EERT 5. )
%72,  OFBEC Y ML

L=l +(N-1l,—(N-1)(n+1)
Uy = Uy + (N — Duy —n(N —1)

YUT, 2fi|(l. <i<u) ZBSH3B.

SIEFR

3, N.MultBit IZIF5l EHEMEHNLVWDOT, 1 -2 =

7 mod8 W7 vy X —7uo—iF#I s5x\n. £oT,

N-1

z= Z (x>1) H yln—i;+1] £ LT, 547%
i1+ tin—1<n—1 j=1

RERLTWLS, fla,i) =227 — (@ >1), i=3 1 i;

rLT,

x(yz—n)N—l = Z

THY, z DIFE Y POMEDEN S, f(x,i)ld e =z
DEEHEK, c=0D&EHUNELD. 7z, yDIEFLY

6 BEAREXRMRERENIE, N_MultBit ZBWTA—N—T7u—bid
I5BRNWEDLNEDT, z BNHIEE —T 5.
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EFNEN L, .. u,} CE-TEV. Zhs &Y, 58%
ADE RN 5.

Wiz, zDIBEY N LTHOEIAEEEZD. —
BTFMOIEBELYY Mz D—FBTMOIEZEL Y b2 &b
A7 FERAEAEIZHD, A7 hOY Y M IERK
T, n+1-1,)(N-1)TH3DT, I, =1, +(N-1)l, -
(N-1)(n+1) 2 TE3. £/, ~HFEMOIEHL Y b
BILTIE, <2, y<2% kb, z < 2uet(N-D(uy—n)
THB1D, @% uy+(N—-Du, —n(N-1) v bEZE
TUMNERIZRD 2. O
fiRE 3.2
FEDOE a,b,z,y ITH LT,

N e {2, 3, 4},
max{0,z —a} <z’ <z, max{0,y — b} <y <,
y = m(y27n)N71’ Z/ _ .I}I(y/27n)N71
DR
max{z —¢,0} <2 <z
c= (N _ 1)$yN7227(N71)nb 4 (y27’n)N71a
AL
SIEEA

Z<z20>Z3X0wDT, z—c<Z ERT. £7,
z—a>0,y—b>00DL &,

YNz (@ - a)y - )

xy —ay — bx + ab N =2
- ry? -2z —a)yb+ (x —a)b®> —ay? N =3
zy® — 3(x — a)y?b
+3(z —a)yb? — (x —a)b® —ay>® N =4
xy — ay — bx N =2
> S zy? —2zyb—ay? N =3
xy® — 3zy?b —ay? N =4
— gyN—1 — cp(N-D)n

X0, 5RIIEITSE. BB, 27H»S 3THOEFIC
Fa<z, b<yZzHWTWVWS. z—a<0ory—>b<0D
LR, oV 20U <0 THY, >0 EbES
&, BRI T 5. O

LRl E B L1Z, QGuess DI L & ] D% % Kfil
HEIZL>THEBMEEZEMNTES. BiZ, n=32, 64D
RFIE, FEDRE SN 2n THALND Z L 2R TE 5.

3.5 ErrorCorrect

[12] TENBRBEOALDIZE > THEL BZ#EZ,

VDN WS IEHZ RS I L THBHML, BN
ZHAELTWS. UL, MultBit 2 W26, I
FoTHUAEAEIF 12 DEDEDAEL, MEETDL
M &S RMEEHZERICER TS Z 2 IRNEETH 5.
SNk, 34MICBVWTHES o282 E2S 212, EDOfH
KRBT 1 ka3l ErrorCorrect ZREET 5 Z & T, 1Y
MEHERT 5.

ErrorCorrect DEEARN 727 4 T 7%, BOMED Q', Q" +
1,...,Q + ADHHIZH B Z B bhoTWVWd L X,
Q'D,(Q +1)D,....(Q + A)D & N OKR/NEBZIT\,
True 225 False IZZ{LT 252 252 RHETEL2 VWS EHDT
H5.

Lirl, ZOFETHE, [BID<N<2" < ([E]+1)D
DFEIZIELSRIETE RN, 22 TIE, UTFD &S 2k

EEPWT, ZOMBENEZ NS .
hE: Q HoneE, [X|=00r1Tdh5.
ZOREDEH ETIED, 2D, ..., AD ¥ N - QD DK

INER, D & N & ORNERZ FIRF 2T, Q=007
MERTWAMEZ 2T THNT S LT, ELWHARE
55,

Protocol 4 ErrorCorrect
Functionality: JELUH Q' LFREHME A 2d LI Q = \_%J %

H
Input: [N],[D],[Q'],A
Output: [Q]

1: [N'] [N - [@] x [D]
: [6] < Equal_zero([Q])
:fori=1,2,...,Ado
[b:] < Comparison([N'],% x [D])
end for
: [b] <~ MSNZB([b1],. .-, [bal])
lal + 32it1 (G — 1) x [bd]]
: (@I « [6] x ([1] — [b1]) + ([1] — [6D) x ([Q' + [a])

3.6 MEZOMNILOEK

QGuess & ErrorCorrect 2 &bE5 Z 212k D, BHKRE
78k 3V Divide 505, 4B, THFANFDIRT
A—=RAENn=32, 64IZBVWTIZ A=2n & LTE\.

Protocol 5 Divide

Functionality: Q = | %] i}

Input: [N],[D]

Output: [Q]

1: [Q'] + QGuess([N], [D])

2: [Q] « ErrorCorrect([N], [D], [Q'], A)

4. EAZO M 3JL Overflow ORI

ZDETIE, RightShift ¥ ExtractBit, Comparison O A

T ZORGEIE QGuess D HITIZRT U THEMNIZHSLT 5.
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WCMHHT 2HABETH S, Overflow DEH T 7 VK
Zu bk aNVEHEET 5. Overflow X ([z],t) Z AJ1& U,
[z]aft.. 1) + [z]ft... 1] > 2t 2RI REED S = 7 % H
Heds. 2EL, [aift.. 1] RAS—F 1 idVITDL
vy NHETOETH 5.

AR Overflow 2R 212 H 7= > CTHEMATZ Y770
FaIND—ETHB. ZAS5DTTMIIIE, n<p< V2
72 FE p I T BRIRIKZ, LTOTO bANTH
L. p< NV THENS, ZhsDTahaliFEa ¥y b
DN TREIEH I LN TE D,

o Mult([z],t): 2 DY =T Z2HEITT 5.

e Equalone([z]) : 0 <2 <nTHIEVIREDTF,

r=10EIeRTMBMEOY =T 2HNT 5.
e assump_Overflow([z]) : 2 < § TH B LW IREDT,
[2]y + [z]2 > p 2R THBYED S = 7 2T 5.

4.1 Mult

HEOEEZ R T 2B OHBIAJIT®H % Beaver triplet
& c = ab %3729 ([a], [b], [c]) PMTH 7. T T, fli
BIADE LT ([a],[0?],--.,[a']) 2T 2L, UTFDL
DU Mult DFHEMN 1 IV Y FTEBTES. 7, £/3—
T4 D [z] — [a] ZFHEL, Reconst iZ&V y=z—a%fF
5. Wz, 2t = (y+a)t ZEBLZRE, [d, [e?],...,[a’]
CELTRIETHE0T, [ 2BEELTHETS I,
MNTES,

4.2 Equal_one

1 =1
f(z) =
0 =0,2,3,...,n

Zi7zTHDOPEFET L. f(z) DEMREIF 2t =1,2,...,n
DEtENTENE L, ZhiE Mult([z],¢) It&>T1 5
7V RTEHETE 3.

4.3 assump_Overflow

< BEWHIREDD & T, [z]i+[z]: <p e [z]: <
EAz]e < ETHB. FHLIZEHZN—T 4 30— )V Tit
RTE2MMEDOETHEDT, 1 77V NTHHEAABET
H5.

4.4 OQverflow
B 70 » IV &AL T, Overflow 2K L TW\<.
FT, ZNN—T 1OV TE2EBERLZLEDI Y
FEHOMEE [2][i] £ EL.
22T, BREnofiddly %

ylil = [=]1[d] + [=]2[7]

TEDD. £z, yt...1]] T1HH»S t BHETOHERE
2RT. HIZE, n=3, =5, [z]1 =6, [zl =T, L%
L&, y=(2,2,1) %5, 2QH#EHRILITEDLET, yH—
Bz 1BHELTWS. )

5L, 2Dz THtEY bHT Overflow LT3,
2% 0, [zht... 1)+ [x]a]t... 1] > 2t 2B REFHE
1,

ylt... 1] o2& EN, y 2t HFEE»S 1 HF

HECIEHIZR7ZE &2, 0 X bkiz228Nhd
LEITB. BT, ZORMFEZEHET S0 b2l 2K
T 5.

ZZTHHEITREE, yOKEREIIOorlor2THY,
IR HEN—T 1DV z7 (2F0, [z] DEEY M) &
Oor 1 THDd, % i lZNUT ([z]i[d], [z]a[d]) 1Z yli] D
Z, EOMEBELREE BRIZARTIENTELILTHS.
DrCclZoFEFEEzd LI, Z, LOEREEEZS.
4.4.1 1B

FT, yIlBITB0L2D0BEEHSHTT ST, 1
02, 0L 2% 1ICEMT2ER%Z y OXRBERITEHX
5. D0,

2i] = (yli] - 1)?

mAHEH 2 #FHETEH. ZOFHEIZIX1 TV Rpnd,
72, WATLT, 02 1%012, 2% 112488 L =05 2
EHELTHL. 2%,
i = YO =
2

TH5.
4.4.2 %2 B

Wz, 1BV THRLNZES] 2 DEZEOHFT 1
THH2EDODI>E, ~HBLEIHZED (DFH, —&, t &K
HIZEWE D) ZHiE L7z,

9,  OWEEEMNEHET S, DD,

wli] = 2[k]
k=i

RAEG w EEHETS. ZOHBEIT—HNTHHETH S
DTOTIVYRTH5.
RIZ, w DEEFEIZ Equalone Z/EHI®S. 2D,

w'[i] < Equal_one(w[i])

95, 22T, wi] i F1 U Et AN TH 2728, Equal_one
EHWBZ N TES. 22T, Equaloone DFHEIZD
ABEEDRBETHD, BEIFVVRERE1L IV RTHS.
72U, ZZTHRONIES w ZHEFERSD 1 DT
FERS 2V, RER61E, wiZhWT, 1IZHELUWEEN
WL THNDZ WD ENSTHS. ZIT, v ilbn
THBEOHLPD>H, —FL (PF0—FtHHIZEWVD
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D) YA DOEH R ZHIET B y DERIL 1 THDZ LIZiE
T5.
4.4.3 % 3 BB

BT, FH2BRETRD: W ODEBHELD y1I2BNT
2B L TWE D E S D EERT XL V. ZOERD
72Dz, w & ONFEs EHET 5.

5= Zw’[i] x 2'[i]

T2L, ZOsBHEPIZRLWHEIE R ->TWS,
L, TDsEZ, LY 2T THEDT, TN Zon
LDV TIZERTBENHE. TI T2 XHD LR
CastUp 2175 BELRH 5. CastUp IZBWT, EENFBLE
RHBER KON HINDATHS. Sl siE0or 1 TH
5728, assump_Overflow ZHHT 5 LN TE, 17TV
RCHETLZLNTES,
444 FORNILDEED
ExEFEDZTONANVEUTDI DI
BETEDZHEDET 5.

B5. ylER

Protocol 6 Overflow

Functionality: s=[z]i[t...1]+[z]2[t... 1]£2t
Input: [z],¢

Output: [s]

¢ 2]+ ([yld]] - 1)?

[2'[i] « w

[wlil] + i, [=IK]]

[w'[i]] + Equal_one([w]:]])

[s'] « i [w'ld] x [[4]]

[s] < CastUp([s'])

Z @ Overflow IZD025% 57 > REE, step 1, 2 ZUF
AT MMAT1I I VR, stepd6TH1LIVYRDE
HFA45Y U RTHE, 22T, SHITHMBALELT,
(Tal, - -, [a'], [0], [ba], . . ., [ba']) Z AT 2 &, 4.14i& R
FRIZEHA T 528 Tstep 45 2FDT1 7YY RTEHE
THIENTES. £koT, 377 KT Overflow % FH5
TEHLbnb

Z D Overflow D EH 7 7 > K 7w b a3z &
v, RightShift, ExtractBit, Equal_zero %3 57 > KT,
Comparison 84 57V RTEBTE 5. 7z, MSNZB %
Overflow ¥ L7z & 5> kT3 SV Y RTHET S Z A8
ARETH B.

5. MERESTME

ZDETW, 3, 4HZ2MAGOELRE D ba)LoM
AE% 7V Y FEOBRD ST 5.

N _MultBit (% RightShift(Mi4T U T ExtractBit) (21X, N
EADOBDBEMNETL 5D T, &FFT, 3+ [log, N] 77V K
nir%. Power i3 [log, n] [14) 4-MultBit ZIFO'H$ DT,

(3+2)x [logy n] = 5[log,n] 7V ¥ Fdhrb. £72, QGuess
2B 5 step 5 1d step 3 WMifT U TITA B 728, FEHEIIZ S
Y RISV, PAEEFE DB L, QGuess DT T
R 44+1+5[log, n]+3+ [logy 2] = 9+5[log,n] 77~
R&7%. %72, ErrorCorrect I3 step 2 & step 3-6 H3i414k
TE5ZLIZEET 5L, 14 Comparison+MSNZB+1 =9
IOV REib., 51T, Overflow DERFED AT v 7T
7o 7z CastUp #4749, Comparison DFEH & MSNZB I1Z
WSz Z, Lo =7 & $ 5, ErrorCorrect 137 77
RTEAETES. Ihno &b, MERKEZ D b3 Divide
DI VREIER2EY MBI, 64y MEEREESICE
WTH, 3177 NThdrbhrd

—F 12l izBWVTiX, EATE b :ub@% & LT [16]
EZELUTEY, 16| 12803577 NETHET S L,
BRAEZ 0 b 2z hh2ilE 7 7 2 REUE 32 €y MBI
TEI TV VE, 648y MEKTET VY FTH5S.

£oT, 7O baVekoRR, EATD N aLOlR
EWVSTODWRBIZL D, [12] LIERL T, 32 By MR
T 55%, 64 &y MNEET 64%D 7 7 > FEHEIEIZ Y L
TWbrbhrs

HEFE AHEEF L JST CREST JPMJCR19F6 O fifi
B, BEORBEDEL2Z I TEBMLEZLDTHS.

SE X

[1] Mehrdad Aliasgari, Marina Blanton, Yihua Zhang, and
Aaron Steele. Secure computation on floating point num-
bers. In NDSS, 2013.

[2]  Toshinori Araki, Jun Furukawa, Yehuda Lindell, Ariel
Nof, and Kazuma Ohara. High-throughput semi-honest
secure three-party computation with an honest majority.
In Proceedings of the 2016 ACM SIGSAC Conference
on Computer and Communications Security, pp. 805—
817. ACM, 2016.

[3] Donald Beaver. Efficient multiparty protocols using cir-
cuit randomization. In Annual International Cryptology
Conference, pp. 420-432. Springer, 1991.

[4] Dan Bogdanov, Sven Laur, and Jan Willemson. Share-
mind: A framework for fast privacy-preserving compu-
tations. In Furopean Symposium on Research in Com-
puter Security, pp. 192—206. Springer, 2008.

[5] Dan Bogdanov, Margus Niitsoo, Tomas Toft, and Jan
Willemson. High-performance secure multi-party compu-
tation for data mining applications. International Jour-
nal of Information Security, Vol. 11, No. 6, pp. 403—418,
2012.

[6] Octavian Catrina and Amitabh Saxena. Secure compu-
tation with fixed-point numbers. In International Con-
ference on Financial Cryptography and Data Security,
pp. 35-50. Springer, 2010.

[7]  Koji Chida, Daniel Genkin, Koki Hamada, Dai Ikarashi,
Ryo Kikuchi, Yehuda Lindell, and Ariel Nof. Fast large-
scale honest-majority mpc for malicious adversaries. In
Annual International Cryptology Conference, pp. 34—
64. Springer, 2018.

[8] Ivan Damgard, Matthias Fitzi, Eike Kiltz, Jes-
per Buus Nielsen, and Tomas Toft. Unconditionally se-
cure constant-rounds multi-party computation for equal-

—379—



(10]

(1]

(13]

(14]

(16]

(17]

ity, comparison, bits and exponentiation. In Theory of
Cryptography Conference, pp. 285-304. Springer, 2006.
Daniel Demmler, Thomas Schneider, and Michael
Zohner. Aby-a framework for efficient mixed-protocol se-
cure two-party computation. In NDSS, 2015.

Oded Goldreich. Foundations of cryptography: volume
2, basic applications. Cambridge university press, 2009.
Payman Mohassel and Yupeng Zhang. Secureml: A sys-
tem for scalable privacy-preserving machine learning. In
2017 IEEE Symposium on Security and Privacy (SP),
pp. 19-38. IEEE, 2017.

Hiraku Morita, Nuttapong Attrapadung, Satsuya Ohata,
Koji Nuida, Shota Yamada, Kana Shimizu, Goichiro
Hanaoka, and Kiyoshi Asai. Secure division protocol and
applications to privacy-preserving chi-squared tests. In
2018 International Symposium on Information Theory
and Its Applications (ISITA), pp. 530-534. IEEE, 2018.
Hiraku Morita, Nuttapong Attrapadung, Tadanori
Teruya, Satsuya Ohata, Koji Nuida, and Goichiro
Hanaoka. Constant-round client-aided secure compari-
son protocol. In Furopean Symposium on Research in
Computer Security, pp. 395—415. Springer, 2018.
Takashi Nishide and Kazuo Ohta. Constant-round mul-
tiparty computation for interval test, equality test, and
comparison. IEFICE Transactions on Fundamentals of
Electronics, Communications and Computer Sciences,
Vol. 90, No. 5, pp. 960-968, 2007.

Satsuya Ohata and Koji Nuida. Towards high-
throughput  secure mpc  over the internet:
Communication-efficient  two-party  protocols and
its application. arXiv preprint arXiv:1907.03415, 2019.
Sander Siim. A comprehensive protocol suite for secure
two-party computation. Master’s Thesis, 2016.

Andrew Chi-Chih Yao. How to generate and exchange
secrets. In 27th Annual Symposium on Foundations of
Computer Science (sfcs 1986), pp. 162-167. IEEE, 1986.

— 380 —



