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Development of Log Analysis Support Tool for a System
which was invaded illegally from Outside
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Abstract: Malware tries to evade detection by users and anti-malware programs using its functions such as disabling security
services and falsifying traces of its activities. However, it is well known that the malware which creates or modifies files leaves
some trace in the file management table, registry, event log and communication log. In this study, we are analyzing the behavior
pattern of malware based on the trace information left on the system. Also, based on the results of this analysis, we are developing
a tool to analyze the contents of falsification by malware and the purpose of the attacker. In this presentation, we will explain the
criteria of judgement for manually extracting the trace information and the details of the analysis tool which implements it.
Furthermore, we will report the filtering process of the log information recorded even during normal work and the extraction
process of the trace information which extracts logs of unauthorized operations such as falsification.
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Figure 1 System overview of support tool
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