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Abstract: There is a growing tendency for cybercriminals to abuse legitimate tools installed on the target
computers for cyberattacks. In particular, the use of PowerShell provided by Microsoft has been increas-
ing every year and has become a problem. In previous studies, a method to detect malicious PowerShell
commands using character-based deep learning was proposed. The proposed method combines traditional
natural language processing and character-level convolutional neural network. This method, however, re-
quires dynamic analysis for preprocessing, and thereby requires time. This paper proposes a method to
classify unknown PowerShell by using only static analysis. Our method uses feature vectors extracted from
malicious and benign PowerShell scripts using a word-based language model for classification. Datasets were
generated from benign and malicious PowerShell scripts obtained from HybridAnalysis, and benign Pow-
erShell scripts obtained from github. Our experiment shows that the F-measure achieves more than 0.82.
Furthermore, we confirmed that almost 50% of unknown malicious PowerShell script could be detected.
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HEINBFHARETH D, (6) TERIND.

I 2Recall X Precision (6)
-measure =
Recall + Precision

Accuracy =

AfETiE, (1) Fl PowerShell 227 VU 7 b K13 5 &\
5 HMD SOOI D ZIEU AR WA, (2) F-BHEDM
FIZEIT 2500 23T 2BICEH L. ZD7o, M
AEEBR T, FHifEE U T, FHIHE (Recall) BX U F
(F-measure) Z AW 5. ZO7=HFHifEEIZ DWW TIE, (1)
IZDWTIEFEEE (Recall), (2) IZ2WTIEFLEZ AW
A S 5.

6.3 ERAA

MREEFEER DRI EE UL AU, RAIWTRT L B
DTHDB. 72770, REBIZET DR ENE PowerShell
A7) T ML, BRIZHELUWEE LY 2 7289, bk
IREND M PowerShell 22V 7 b & MR REDMRFE S 5
72T =Xty M%E 2018405 2019FE 6 HF TOT—X
ZAET 2 DITHEIL, 2018 % BEKID PowerShell A 2 V)
7' b, 2019 4% RHID PowerShell 227 ) 7' h & LTW5.

6.4 EERER

SRR OKEE DGR 2 R 8, RRF 43 M DS hakE R %
FKOIRT. B, HEMFOEEMEEIZIX 5-Fold ClossVal-
idation %2\ 7z. BEME PowerShell DMANZ DWW TIE, W
THNDEFEETNIIBWTH F 11X 0.96 25 0.97, recall
fE1X 0.96 225 1.00 L HWHETH o7z, D7D, 7
ROKEEOBGEITEMED F 3B & O recall {HIZE S % &
<. DEHOREFRITRTLSIZ, LSIAEMED F
7 0.65, FEMED recall A% 0.57 &, M PowerShell fA1
BWT, REEVWHEEDSHEET NV THo72. E7z, #
TN RDOEROLILRE T B L, MEZLEIDBMEHDH D
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D F W FEREIE DS Doc2Vee & XGBoost, Bag-of-Words &
RandomForest D#lAEHLEZRWT, FEA 0.02 BLE,
recall fE2% 0.03 A LM E U7z, SEEETIVE DHEBOMA
EHHEIZDWTIXLSI & XGBoost DFlAEHED, #Hid
LR D B H DEEI1E F A 0.65, recall fH 0.57, EDEE
i F 1 0.60, recall f 0.50 TH D, FHMEPR NI &35
noiz.

MR AU M1, D PowerShell @ recall B X3 9 12
RIFERE o7z, BEFEE T LD recall D KMHE % HER
35 &, LSI» 0.55 Doc2Vec % 0.36, Bag-of-Words »*
0.22 TH Y, REHDOHEM PowerShell DA 1% LSI 236
THBEZ N Dhrot. F72, Flax R 5L, LSI Z{#
AL, #HHEANED D DHBHEONTHhOSEEE ML 2
56 054 A ETH Y, LSIOAERMEZRLTWS.

= 8 HEROKE (5-Fold ClossValidation)
B . Bk i
- NS |
5 recall | F{l | recall ‘ F
H 098 | 0.96 | 0.46 | 0.56
SVM
it 098 | 0.96 | 0.42 | 0.50
Bag-of- H 098 | 0.97 | 0.54 | 0.63
XGBoost
Words b3 0.99 | 0.97 | 0.49 | 0.60
Random H 0.98 | 0.96 | 0.44 | 0.55
Forest i 0.98 0.97 0.45 0.55
H 0.96 | 0.96 | 0.50 | 0.53
SVM
i3 0.97 | 0.96 | 0.42 0.48
H 0.99 | 0.96 | 0.33 | 0.46
Doc2Vec | XGBoost
il 099 | 0.96 | 0.38 | 0.49
H 1.00 | 0.96 | 0.23 | 0.35
Random
i 0.99 | 0.96 | 0.19 | 0.30
H 0.99 | 0.97 | 0.52 0.62
SVM -
i 0.99 | 0.97 | 0.43 | 0.56
B 0.98 | 0.97 | 0.57 | 0.65
LSI XGBoost
i3 0.99 | 0.97 | 0.50 | 0.60
H 0.99 | 0.97 | 047 | 0.59
Random
i3 0.99 | 0.97 | 0.44 | 0.57
K9 WRERAHTHE R
. MDD R L
SHWEFN Sy =
recall | F {# recall | F {#
SVM 0.00 0.00 | 0.00 0.00
Bag-of-Words | XGBoost 0.10 0.14 0.09 0.09
RandomForest 0.06 0.06 0.22 0.12
SVM 0.36 | 0.40 | 0.35 0.38
Doc2Vec XGBoost 0.32 0.46 0.31 0.46
RandomForest | 0.15 0.25 0.13 0.21
SVM 0.42 0.54 | 0.33 0.46
LSI XGBoost 0.55 | 0.64 | 0.35 0.49
RandomForest | 0.44 0.57 | 0.29 0.43

7. ER

7.1 DERE

DHREE L 6.4 HiOFBRIER B~ K512, LSI 2 H
Wz AR, RS ITRT 51T, BREIDEM: PowerShell
ZXd B KD recall A 0.57, F£ 9 I1ZmRT &SI, KA
DM PowerShell (2519 5 recall fHAY 0.55 TH Y, &b
BWHHEERTH 5 72. Doc2Vec I BEHI D M PowerShell
2 U T recall IED I KA 0.50 TH 5 —F, KREIDEME
PowerShell (25 U Tl recall fED & AAHY 0.36 &7 0, LSI
IEBMERE o7z, F72, Bag-of-Words &, BEEIDEM:
PowerShell IZ% U T recall fHD i KA 0.54 & LSI & K
EhEFRSNER P, UL, KAOEN PowerShell
2R U T recall fED KA 0.22, E 5 IZHAKAEAY 0.00
THY, KHDENE PowerShell DMRHANTIIAEHTH 5 &
WZR 5. AE»MS, AT SEFEETIVIELSI WERT
HBEVWR B, BEETIN L HHEBOMAS OEEDEN
PowerShell DMRAFEE (recall lHBE KO F M) %2277 74k
L7zbD%, M2IRY. M2ImRdesh, SHET
Ve DEBOMAGHLEIZL T, HENPKELERS.
Bl UTEFEETIVTH S Doc2Vec IZ{EHT 5. SVM &
RandomForest # b3 2 &, AUEEETNTHBIZH
h 53, RandomForest DAL, KEEMGE & RS
S HITRABEIZKRERENRNTVWS., DF0, 5
FEBETINEHHEBOMAGSOEIZIZMAERHD O, SHEEE
IWERH25. SEETILVENEBOMAEDEED,
SFEIRDKEE MG DAL R & KR T OFER % LR T 5.
DHRDOREEBIEIZ B W TEWEETH 5 XH, RERH45
WTIXHEEMNME N LUZMAaGbERIZLAETHE. —
H, DERROREMGE & RERFIDHIZ B W T HEREE % i
FL7-HMAGDELH L. HEEEZHRE L Zladb0E
OHT, B EWHEOHAGDLEIE, LSI & XGBoost T
Hb. Inoh s, M PowerShell DMANIHE U 72 5 58
ETINESHEBOMAEDLEIL, LSI & XGBoost DflA
EbEL VW 5.

0.70
0.60
0.50

0.40

Recall, Ff&

Mk B B A R B R B E B E B EREHFAEAREAR

4y4Ese SVM XGB RF SVM XGB RF SVM XGB RF
Bag-of-Words Doc2Vec LSI

A5 E IR -recall 5 25937 -recall YEEIRIL-FE 5 > #r-FE

2 EM: PowerShell OMAIKEE (recall, F )
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7.2 TERFEEDHRE

JATWIZE [4] T, FHfiix AUC X UF TPR (recall) %
AuwThansz. [U Bag-of-Words % F\\ 7z K H D M
PowerShell D 3 HFEE % LT 5 &, LTS TIE TPR
MK 0.87, ARBFZE Tl recall fEAEK 0.22 WS fER &
otz UUZRAS, KiFKIZEIT 5 Bag-of-Words 1%
MEFEET IV E T 27O THREE ST W, %
D7z, WIBEEEL R WVRETHNIE, £ 10 1I2RT
DUZEKRD recall A 0.60 TH 5728, HMIZIARET
EPRITMBEIZREL LI LIS ARV RS-,
Fe, TRy MRS S L, LTI TIREM 6290
fifl, EME 60098 fH D EfF 66388 fHD KB T — X &y b T
HY, KAECTHHELZT—X &y NMIEM 310 [, Bk
5145 fHDFEF 5455 lTH 5. KMETHEALZT—X v
b ORI, TR THAINAZT X2y b OED
10%AWETH D L a2AhDd L, ABBEOT -2y b &
AWBZ e T OEmOWRAIERZRL LN TEHLEEZS
na.

F 10 Wz EE LR WEE D Bag-of-Words D FERRAER (M

(L5 D)
AEE | MiFE PR recall | F il | 2"
c1s1on racy
5CV 0.81 0.45 0.56 0.94
SVM
KEID4 % | 0.80 0.42 0.55 0.96
XG 5CV 0.76 0.57 0.65 0.95
Boost KEID4 % | 0.80 0.60 0.69 0.97
Random | 5CV 0.77 0.57 0.65 0.95
Forest KEID¥E | 0.77 0.50 0.61 0.97

7.3 HRME
AWFZE T U7z gensim, scikit-learn D€ Y a2 —)b
FEEEE SN TEY, a3V Ya—v—MROIVEa—
X CHHARETH . F 7z, PowerShell DY > 7L DIUE
B 2T A VAV T AW TUTo e, T—&ky
FOFEBMEIZOWTHIERTE R L FE X 5. DEDZ ew

, MELUALFIRE, —BULarEa—X T EETR
T%D HHEMEDE wawzé
8. BbHYIC

AR TIE, BT OAZH, HEEX—-ADSFIEE
FIVIZ & - THEES L OCREMED PowerShell 22 1) 7 k7
SRR ML EER L, REID PowerShell 2271 7'k %
DT BFHEERE L2, FROME, SiEETIVIELSL
3 H#R L XGBoost DFlAGHLED, KRV RET 5 Fik
THREEWVRHETH - 72, BIWERZ AW, S\WEE
HEMRTES L0, HWENTZ HWV S REEFEOREE

HESRPoTZ. SBOFEIXIRD 5 DTH 5.

12HIE, YYITNVDOAFTHS. K THALZE
M D PowerShell DY > 7V idH 300 il & H3 -4 Tl iz

Wi, K%

{OY Y TNVDAFHIEOKFHBETH

5. 228, V777 IV)ORESICHEOT
N7 77 IVIIRTIHRMEOFETHS. YL Y=z
777 IVOEEEHSMIZL, HEIE ORMKEFHE
THILTRIMBOWEIZETZ2EDEERD. £7/2, E
HIZET 25D THENMMEET 572012, HEOTILY
7773 RRAITREDMREES A0 ELNH B, 3 DHIZ

HEMEIORROFEM DO Th b, 4 DHIL, %A7x—

XDEOFETH . KWL TI
BlE LUIEP IR TEE Y 2 — IV OYIHARE A E
W5,

¥, EEETFTILOY AL X%
HAXINT
DD, BNTRA—REFEET B THE %M

LRI EeNTEZLEEZXS. 5 DOHIK, ENEITIC X
LHHiLE GO D HIEORFN TH 5.

SE X
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