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Implementation of encryption type ransomware
protection system using dummy file

TANAKA Tomoval'® Koike Kazukl! KOBAYASHI RYOTARO! KATO MASAHIKO?

Abstract: Ransomware damage has been decreasing in recent years, but is still a major threat. In partic-
ular, an encryption type WannaCry raged around the world. However, it has been found that patches for
vulnerabilities that became the infection route had been distributed in advance. Therefore, there is a need
for preventive measures that can handle an encryption type ransomware even before patch application. In
this research, we focus on the encryption order of encryption type ransomware and propose a new method of
notifying existence and blocking encryption due to ransomware by placing a dummy file in the path to be en-
crypted first. In this paper, we actually infect ransomware on a virtual machine and verified the effectiveness
of this method.
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bR D3 HIE, T—XEAETH 57D SR AR D
F—REMORETZCREELW. —HEEDT Y 7 HON4E
i, BB 7O AR PET LI LICEEEZBENTVWS D,
BETF —ZHEZRESLL TWARE SRR, HIHT
EHHREMITE S B,

METI, B85 75 Z 2 AREERRE SRR ER L 2>
TETWD. ZOHRTH, 2017 FIZfME %2 IRS - 7251k
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£® 7. WannaCry [$EEHETH 5 S{LBEREITINZ,
HOMET 27 —LBEEBHMA Tz Z Itk NENE
THHEL, HARZ ORI ENLE - 72, 2k, 7~
VLT ZTEA=NVDRHG 7 7 A NVREEDD % web W
A MEHTREET 52 2% D >72. —F, WannaCry @
2 AT Windows D7 7 1 )& 7o b 2 “SMBv1”
DI ZEH LD TH o 727280, o LI &GS
ZHEARES 3. LHL, ZORBEMECETsEFa
T 4 7%y F & WannaCry O REGHEANA A5 Hi 12 BlARH A
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Ty TTF— N EREREYEHA L TOIISRET S Z L idk
W, UL, EBRIZIES K OWEVFREL 2.
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e WannaCry
o Jigsaw
e Cerber
e TeslaCrypt

der, pfx, key, crt, csr, p12, pem, odt, ott, sxw, stw, uot, 3ds, max, 3dm, ods, ots, sxc, stc, dif,
slk, wb2, odp, otp, sxd, std, uop, odg, otg, sxm, mml, lay, lay6, asc, sqlite3, sqlitedb, sql,
accdb, mdb, db, dbf, odb, frm, myd, myi, ibd, mdf, Idf, sIn, suo, cs, ¢, cpp

, bas, h, asm, js, cmd, bat, , ps1, vbs, vb, pl, dip, dch, , sch, brd, jsp, php, asp, rb, java, jar,
class, sh, mp3, wav, swf, fla, wmv, mpg, vob, mpeg, asf, avi, mov, mp4, 3gp, mkv, 3g2, flv,
wma, mid, m3u, m4u, djvu, svg, ai, psd, nef, tiff, tif, cgm

, raw, gif, png, bmp, jpg, jpeg, vcd, iso, backup, zip, rar, 7z, gz, tgz, tar, bak, thk, bz2, PAQ,
ARG, aes, gpg, vimx, vidk, vdi, sldm, sldx, sti, sxi, 602, hwp, snt, onetoc2, dwg, pdf, wk1,
whks, 123, rtf, csv, txt, vsdx, vsd, edb, eml, msg, ost, pst, potm, potx, ppam, ppsx, ppsm

, pps, pot, pptm, pptx, ppt, xltm, xltx, xIc, xIm, xIt, xIw, xlsb, xIsm, xIsx, xIs, dotx, dotm, dot,
docm, doch, docx, doc

1 WannaCry DB E LT WAILR T — %

Fig. 1 List of extensions WannaCry uses as encryption targets
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% 1 WannaCry OB SALIH
Table 1 WannaCry encryption order

1 | C:\Users\%USERNAME%\Desktop
2 | C:\Users\%USERNAME%\Documents
3 C:\Users\Public\Documents
4 | C:\Users\All Users
5 | C:\Users\Public\Downloads
6 | C:\Users\Public\Favorites
7 C:\Users\Public\Libraries
8 C:\Users\Public\Music
9 | C:\Users\Public\Pictures
10 | C:\Users\Public\Recorded TV
11 | C:\Users\Public\Videos
12 | C:\Users\%USERNAME%
13 | C:\Users\%USERNAME%\AppData
14 | C:\Users\%USERNAME%\Contacts
15 | C:\Users\%USERNAME%\Downloads
16 | C:\Users\%USERNAME%\Favorites
17 | C:\Users\%USERNAME%\Links
18 | C:\Users\%YUSERNAME%\Music
19 | C:\Users\%USERNAME%\Pictures
20 | C:\Users\%USERNAME%\Saved Games
21 | C:\Users\%USERNAME%\Searches

& 2 Jigsaw OIESALIE

Table 2 Jigsaw encryption order

1 | C:\Users\All Users
2 | C:\Users\Public
3 | C:\Users\%USERNAME%
4 | C:\Users\Public\Documents
5 | C:\Users\Public\Downloads
6 C:\Users\Public\Music
7 | C:\Users\Public\Pictures
8 C:\Users\Public\Recorded TV
9 C:\Users\Public\Videos
10 | C:\Users\%USERNAME%\AppData
11 | C:\Users\%USERNAME%\Contacts
12 | C:\Users\%USERNAME%\Desktop
13 | C:\Users\%USERNAME%\Documents
14 | C:\Users\%USERNAME%\Downloads
15 | C:\Users\%USERNAME%\Favorites
16 | C:\Users\%USERNAME%\Links
17 | C:\Users\%USERNAME%\Music
18 | C:\Users\%USERNAME%\Pictures
19 | C:\Users\%USERNAME%\Saved Games
20 | C:\Users\%USERNAME%\Searches
21 | C:\Users\%USERNAME%\Videos

2.3 771 BLAOBESLIE

2.2 T, 74 NV XEA TR SAIEIZ D WTRR, A
HICIREBEEEZZ, R7ANVEHEBD 7 7 AV H -
7B E DIEEALIEIZ DWW TR 3 |

%= 3 Cerber DS SAbIE
Table 3 Cerber encryption order

C:\Users\Public
C:\Users\Public\Documents
C:\Users\Public\Downloads
C:\Users\Public\Music
C:\Users\Public\Pictures
C:\Users\Public\Recorded TV
C:\Users\Public\Videos
C:\Users\ % USERNAME%\Documents
C:\Users\ % USERNAME%\Desktop

OO0 [ | [T WM+

% 4 TeslaCrypt DO EAkIE
Table 4 TeslaCrypt encryption order

1 C:\Users\All Users

2 | C:\Users\Public

3 C:\Users\Public\Documents

4 C:\Users\Public\Downloads

5 | C:\Users\Public\Music

6 | C:\Users\Public\Pictures

7 | C:\Users\Public\Recorded TV

8 C:\Users\Public\Videos

9 C:\Users\ % USERNAME%

10 | C:\Users\%USERNAME%\AppData
11 | C:\Users\%USERNAME%\Contacts
12 | C:\Users\%USERNAME%\Desktop
13 | C:\Users\%USERNAME%\Documents
14 | C:\Users\%USERNAME%\Downloads
15 | C:\Users\%USERNAME%\Favorites
16 | C:\Users\%USERNAME%\Links

17 | C:\Users\%USERNAME%\Music

18 | C:\Users\%USERNAME%\Pictures
19 | C:\Users\%USERNAME%\Saved Games
20 | C:\Users\%USERNAME%\Searches
21 | C:\Users\%USERNAME%\Videos
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Fig. 2 Figure showing the list acquisition order of os.walk ()
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Table 5 List of encryption ranges in file size

FLREIE TR PR

WannaCry 0B ®U
Jigsaw 0B 9.5MB

Cerber 2KB RU
TeslaCrypt 0B 256MB

b5EZ, os.walk AV Y ND7 7 A I)VEAFIEZ FHE L 7.
FEREX 21ZRT.

X2 &0, o0swalk AV RKIZ&B7 74V A ML Uni-
code JECH I NDZ EDHH LK. /oT, T V¥ 4
TETIZBWTH 7 7 A NVAZITE U TS LIZIER 2% %
EIRELT, 602 HEEZ LT

7 7 A 4% Unicode JIBIZ U7z[EY 1 XD T 7 A )L %[H
BED 7 AV XNIZEZE L WannaCry, Jigsaw, Cerber, Tes-
laCrypt (26 LFAE 21T o7, ZDFER, X 2 FlBk Unicode
G757z, MEDZ 05, 74 VXBEHFZBORES/LE
T 7 ANZIECTIEF P RESTVWDE VRS,

2.4 BESEEROT7AILTFA4X

UYL TICERERD T 7 A VDA ST S
EDOWPFIET D [5]. TDD, FVH LT TIET7 A IVK
BN TG S LI 2RO TNWEE T TR, 77108 A
B VT E G LHIH 2 D T WD ATRENED B 5. 2.2
THENRELEF VYL T 2HWT 7 7 VY14 X
WBWIHRSLHEZ2HAE L. 28, 771V T 1 AD
EBRIX 100GB & U7z, SRAEMER %2R 510K,

F5X0, 7740 Y A XU TRESLEFZ2 DT
WA ZEMNHEHS L o7z, Cerber DA FRMZREINT
W7z,

3. REFE

FUY LD TR SEEITD 7 AN KK I —
Ty A IVERBET LI LT, B IEEOMRM, iE%217
D FHEERBET S, XI—T 7100, (THEEREPEE
ERETEBRO7 7 A VB LD THS.

9, BN S S NE T4 VERIZEDXI—T 7
ANVDEBLTCHE 7 AN ERETS. T LT, ZD7 4
NEAEERUX I =7 7 1 IVZH U T2 LU S DEERN
ThhgE, VAT LADEE UK S 2 EK T 5.

3.1 SUYLIITORMAE
QETHRARZE ST, TV LT T IIREEST BIEEN
FOWE > TH D ED RN, ZD, RYIZEES(LI
BT FANVEANRTI =T 7 A NVERBELUEHTLZZ LT, &
BT 7 ANNERT DANABRAZRITE 5. RfiETH
I=T7AINVEHRET L7 HNKIE, F1 LD WannaCry
» C:\Users\%USERNAME%\Desktop TH 5. F* 2, &
4 £ 9 Jigsaw & TeslaCrypt I& C:\Users\All Users TH 5.
#% 3 £ 0 Cerber F C:\Users\Public T®H 5. 7 7 1 IV£&iE
X2 kORI SILEINE 7 714V “LHERT £ 95,
¥/, TV LAY TILXBESYBREI N2 %
WAIT 27-DICI3ESHOLIEHEAND BEVRD B, &
RBIZEE D 7 A IVAHNDOEITIL R TH S [6].

o HEIETDZEMbL

o WiElIZED 7 7 A VHNEDELL

o IES(LFEADHHELT 7 1 V& AFAK

o JL7 7 A ILOHIkR

o EHLHFEAT 7 A NN EEE

Ei 5 DD EFAT %729, FileSystemWatcher
Class[7) # FIHHL T 7 7 4 VA2 B § 5. FileSys-
temWatcher Class 1, 8L/ 7 A VEXANDT 71 VB X
CH 754127 M) OEEERTE, 2EEe &
ARV NEREZIEHEZEDTHS.

3.2 MHMEDYI—T7 71 ILDOEE

31 HDFETERPEE BRI 258, FizhXI—T 74
WERRET A VENITIERT 5. D%, 5tz RE
BREI=T7ANVEHRTS. ZOBEE2BYIRTIET
TV LT T OGS EEZ DD LN AREE RS,
RS, UV AT TRBEAI—T 7 A ADBELET B
D, EBROENT 7 1V EIES(T 2 Z L IERAHEED S
TH5.

AN OBENEE % DU N ITRT.

(1) BRI=T74MZH LTI 71 VEEDREIN S

(2) BEx 2T

(3) FZ I —7 71 VB HEBIEK
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(4) BYPL7-ZI—7 71V EHIR

(5) ROBRHFME I —7 7 1V Z&HIKR

LEHOMEN S VY LT = T DR ELEIE WD
BZrRMSTED, FHXI -7 7 A VERDICHERT S
BERDD. AEXY, FHEI =7 71N EEBIERT
52Uz BB, XI—7 71 )VOIEREBILEE TR
<, WEEALHEIZIG U THYICERETDIHELRH D I LI
A, RPBERI—T7ANIT A AAEBERTAT 57
DUIRT B ERBETH B,

3.3 YI—T7MIERBEDORBER & RRAE

SUHLT T, ETANVENDT 714D A b &H
BUE, ZOT7 71 IV) A M- T E/LEBD S, Z
D7, B S LI 7 7 1 V2IER L =856, ZD
L7 7 1 VSRS N WREN R E 5. 5L
FZ7 74V AR ZEELTLUES 2o, ES{LLEp
WERE NG 7 7 A VIFFELRVWS DL LTI N T
LES>OTHS.

ZOMERIFIRT D7D FOFEZIS.

(1) BBALBRTIZ DX I =T 7 A V% T A VX
BELTBL. (ZDXI=T7 71 IVIFERETH D, 3%
B SHEIZRATHRARS )

(2) B DI Nz & ORI =T 71 V%145
WWEBBPHEEI—T 7 A NANEEET S,

LR ORI L Y, K =T 7NV ET UYL Y T
DT 7AIVY AMEMESEEZEAAREE 5. AT
HIMCRB LU TBLEI— T 7M1 VIIET 7 IV TH BT
O, TAHAIVEBRZEET S Z LiERW.

UL, &5 &Y Cerber IZIZFEMXHERITONTWS T
O, 0BOET A NVIEEHEINTLES. /- T, FIR%Z
BT TVWBET UYL T ROV A X227 7141
EUTCHEBTIHEDND D,

3.4 ERLEIEBCESELIESAE

2.3 fi TR AR 7238 D K55 i% Unicode JHTHED S 5.
FDH, RI—=T74IVD 7 74 )% % Unicode IETlf:
RNBEZ LWL, BHILAZIEE T 7 AV a B E 5
ZepuEEr s, LAaL, VA NEOMEIZT 71V
BN 2 XFL BT R o2 &, Eh S —D2F DM L7 X
¥ & LT Unicode [HTHIET 57280, MFEZHNWT T 71
N ERDDIGEIIBT UEAIEBED IR SRV 2 E2H
LRI nIER S,

UEDZ e 2EFEZ, AIETE T 7 V4% 1T D1
MEEXI=T7ANVEERT DV AT LEMEL. Z
DYATLEAVWTHIEE YK S{EIEE720I1T1F, %6
DEIIHBET E2HEND 5.

FK6D2THEHRMUTHHT S, 1ixt 251X U D7H
&, FE@E D 52 857201213 9.txt FTUNMERKT

R 6 FIE®ED S E 02 H#iE
Table 6 Range that is encrypted in ascending order

BED “bb MWRTED 7 71V
1.txt 9.txt 9 fi
10.txt 99.txt 90 fi&
100.txt 999.txt 900 1
1000.txt 9999.txt 9000
10000.txt | 99999.txt 90000

xR T OEERE

Table 7 Implementation environment

i3} OS CPU RAM | Strage
HAA N | Ubuntul8.04 | Intel® Core™ | 16GB | 512GB
LTS i7-8700 CPU
AN 1 | Windows 7 BN 4GB | 200GB
Professional 4 a7y
AN 2 | Windows 7 BN 2GB | 200GB
Professional 237

E\0. 10.txt TR L 72854, 1,10,2,3,4,5,6,7,8,9 DJIE
ETHESLINTLEI> NS THS. ZDLDIT, RIEE
DEEEALEE-WESIEIM ENR D Z LR WVWE D IZHE LR
IR s\, AFEE2EHT -0 EOZ L %
FREELEI—T7 ANV ERETIBLELDS.

4. RZ%

ARETIE, REFHEOFEEBIZOVWTARRS., EBM %L
HT 5720, KAFEE2FEELUZEME~YY Y ETEBDOT ~
YLD 2T 2ETUVTOMEEZIT > 72, BEERFRD T v
¥ LU = 7 1E WannaCry, Jigsaw, Cerber, TeslaCryptr @
4DTH5.

o BRHICHEBMINDE T ANKARI—T 7 AV EHE
U, 7YY L0 2 TRIRDETRNS, =T v N7 7
AIHHEELEIN D EFTORMEZEHITS. (X—7 v
N7 7 A NVOBELFTET VY LY = TR AL
TETANENET D)

o RE~I Y LOMREEZZZHERMZETS.

UEED, RBMEECREEMIIKES/ILINDE 74 VX
NAANXI—=T7 74 )VEFEL, C:\Users \USERNAME
\Documents D7 # VXANR =7y N7 7 ANV EZRET
5. %5 &0 X3I—7 71 )LDOAREIF WannaCry, Cerber,
TeslaCrypt ¥ 256MB, Jigsaw & EBRD 9.5MB &3 5.

4.1 EXIRER

AR CIEEEBREIZOWTHRR S,
RT.

TV LT TR NT NS EHICEHET 2 BEN
BB, 7 A NREED OS I Windows 7 Professional %
T 5. 1EEOFEETIETZ AN 1 BB L4, 2 HAE

REBREIZ R TIZ
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Table 8 List of verification results

FUH LT TR | FREREREL i AR (h)
WannaCry TARN1 26.3
AN 2 70.3
Jigsaw TARN1 Error
AN 2 Error
Cerber FARN1 28.1
TAR 2 67.1
TeslaCrypt TARN1 52.9
TAN 2 25.1
(131169.txt FER)
110038.xt
= Microsoft .NET Framework :
= 110039.txt
. = PR MR T N RILERL TR AR L
| 110040.Ext ¥ ol B TR PR - BoMIS—ERE L. BHTL
110041, @ FoELEE RTIEML DL, P EELSCRT LY.
1100420 ;?»ru, G Usars¥ SAnes ¥Deck iop¥!¥! [00284<t" A A0 HATL
4 110043.txt -
|t - FHD |8 BT BT
=] 110045.txt
110046. 0t Just-Tn-Time (JIT) T/ 3o IR THE S OSERB OUTH, -
= e HA PO A AT CAvE - DREESE LTI,
110047.txt
E TR b B
| 110048.xt SystemI0 FileMatFoundException: 27 )b 'G¥Users¥ yames ¥ Desktop¥!¥! 10028,
ETe o T )28 T Usersd SR ¥lecktopis 10028t T,
| 110040.txt 5P SystemIO _Error WinlOError(Int32 errarCode, String maybeFullPath)
11005060 5P SystemI0 Filelnfoget_Leneth() 3
- 18P Main Tools Locker Crc CEncryptFiles>b_ 9 5(<_ AnonymousType "2 1)
] 110051.6xt 5P SystemLing Enumerable WhereSelect Enumerablelterator 2 Move Next() il
= 110052.txt 4 . r
1110053.bxt

3 Jigsaw MEER D T T —EH

Fig. 3 Error screen during Jigsaw verification

X CPU 2 7#& RAM 22727 A N 2B IEA2 T 5.
T4 AT KEITFERICHEL v 2 HIEr L 200GB @€ &
U7z, £7z, RAFEOHE S ELIIL, PowerShell 227 Y
7 b TRk, FEHT 5.

4.2 TIT7AIVERE

3TN LI THEME L TET 7 ANV EFRET
5. 727U, MERBIZ X OMEIERPLDLoTLES 20,
BiH > TREBEZWRD TEIRITNIER SR, KHET
X7 VY LY 2 TR WTNE IEEICEEL, 22Dk
ELIETE2 9% %BL THRIET 5.

5. &R

AMEETIEE T VY L0 o TIRIR, KRR CREE %
fTo7=. TOW, MARRIR L D EL > 2 ERE2(H L.

AFEOMGERE2 RS ITRT. &b, £ 8 Ofif ARHH
DHALIE hour & T 5. IA T, it AW DM IE AU —
Rzl HAL, MNIURBE M ETOEZRRIETVS.

A 2 BRI T TeslaCrypt DMGEREHIZ 131169.txt
IF 5T TeslaCrypt O SMMBIZBWIKPNT L o7
728 (131169.txt i) LFE#E L 72, 7z, Jigsaw (ZBIL T
T 7 —DFRE U SENEOEEIMEL L2720, £ 8
Dt AW %2 Error & U7z, T —D3FELZE EDOHT
ZH3IZRT
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