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Expanding Detectable Privilege Escalation Attacks and
Reducing Overhead by Guest OS Monitoring Using Single Hook Point

AxiruMI FukuMoTO!  TOSHIHIRO YAMAUCHI!

Abstract: To address privilege escalation attacks, a prevention method focusing on the change of credentials
by system calls has been proposed. Because this method is implemented in OS, it requires modification of
kernel source code. In addition, the stored credentials may be forged by an attacker. We addressed these
problems by implementing the same mechanism (referred to as previous method) in KVM. But the previous
method only can detect the change of credentials that occurs during system call and two VMexit added by
previous method per system call may lead to large overhead. To address these problems, we set a hook only
before system call. The proposal method can detect the change of credentials that occurs outside system call
processing. In addition, the overhead can be reduced because additional VMexit is reduced to once. In this
paper, we describe the design and implementation of the proposed method and report the evaluation result.
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