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Identifying applied obfuscation tools
by analyzing opcode frequencies for the JVM platform

HARUAKI TAMADA!  YUICHIRO KANZAKI2

Abstract: Currently, many software protection methods and tools were proposed and released. However,
enough evaluation is not conducted for those methods and tools. This paper focuses on the existing obfusca-
tion tools for the JVM platform and evaluates tolerance against de-obfuscation. Generally, we must identify
the applied tools/methods at the first step for de-obfuscation. Therefore, this paper tries to identify applied
obfuscation tools. The proposed method extracts the frequencies of opcode k-grams from many obfuscated
software, and store them. Then, we try to identify the method by matching the opcode k-grams from the
given software protected by some tool. From our experimental evaluation, the proposed method succeeded to
identify Allatori; however, could not identify ProGuard and yGuard because ProGuard and yGuard change
only little opcode sequences.

Keywords: obfuscation, de-obfuscation, software protection method, frequency analysis
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Tool Name Ver. URL

2 BEGILY — VAT B HFILT LT X4 (2]
NO SE CO DO LO OTHERS

Allatori 6.9 http://www.allatori.com/

ProGuard 6.1.1 https://wuw.guardsquare.com/
en/products/proguard

yGuard 2.7.1 https://wuw.yworks.com/

products/yguard
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Master (ZKM)

http://www.zelix.com/
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x5 FHMiFER (k=6)

Scojen Shcel
EE T
6-gram @) Q Q Q @) Q Q Q
Original 0.375 0.034 0.287 0.374 0.518 0.090 0.337 0.518
S Allatori O4(Sp) 0.044 0.442 0.043 0.044 0.092 0.583 0.091 0.092
ProGuard O, (Sp) 0.296 0.035 0.351 0.296 0.347 0.093 0.490 0.347
yGuard Oy(Sp) 0.435 0.034 0.348 0.435 0.662 0.123 0.470 0.662
Original 0.266 0.046 0.171 0.266 0.311 0.030 0.142 0.311
S Allatori O4(Se) 0.055 0.375 0.057 0.055 0.036 0.401 0.035 0.036
¢ ProGuard O,(S.) 0.211 0.063 0.261 0.210 0.147 0.031 0.241 0.147
yGuard Oy(S.) 0.283 0.053 0.195 0.282 0.279 0.025 0.129 0.279
U, B2 DEATMIICBWTDH, ProGuard, yGuard 3k K6 sim & ave D—EL HHHIFER (k=6)
A ERESETELANI ERbA->T WS [2. % , & =09 | e, =04
DR, AT TEE W TREARE L 42 5. O S et I
#£5IZH 2 () DEKKZEMEEZRT. b xR L, Original | 0375 0.187
04(Sp) & Ou(Secojen) DHAAERIL 0.442 &, O,(Sy) DT, < & Allatori | 0442 0.030 volv o ov
O4(Scojen) DHIDMMD LM LEARTHEHEIZE . TD7d, & ProGuard | 0351 0.166
Allatori A5 & = Bl OB Y — b & D% & yGuard | 0435 0.205
DU TX2LE2 5. _ Original 0.266  0.132
o % Allatori 0.375 0.042 v v
%) ProGuard | 0.261 0.116
yGuard 0.282 0.136
Original 0.518 0.262 v
& E Allatori 0.583 0.075 v v v
©  ProGuard | 0.490 0.217 v
.. -:.= S T ;
Original 0.311  0.037 v v
() k=1 (b) k=2 o tog Allatori 0.401  0.007 v v v
ProGuard | 0.241 0.026 v v
yGuard 0.279 0.037 v v
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