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Proposal of attack detection method in NDP using DHCPv6 server
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Abstract: Neighbor Discovery Protocol (NDP) provides the necessary functions to send IPv6 packets on
the same link. Since there is no mechanism for checking the validity of messages in NDP, attackers can easily
manipulate the cache of neighboring nodes by sending tampered messages. One of the researches on the
method of protecting NDP uses a DHCPv6 server, but this research method has changed the protocol and is
difficult to put into practical use. In this study, we propose a method to protect NDP using DHCPv6 server

without changing the protocol.
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Fig. 2 Operating environment of the proposed method
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DONSIZHTRIETHE0E I EHET 54T, &
PR TIR T 2550, NSE 7L TV X4 & ERO ML
H2AfTbns, Ky TiRES2W (NSITHT 8%
TiW) HE, FTNIZUNA THL I NnT, Jlo
TNHaY XL (UNANYRT) IZE->THUEE I NS,

S ETREFIRICH U TEML -2, BEFIECD
5. WMREIER 20D,

L5 HEBET N L AKRHIZRT 2 DoS BEIZIZNIG
LTWARW, 22T, WRTIHARLSAYIZIPv6 7 KL A
DEENRIE NGEITDVWTHE XS, RFC4862[12] T
&, Vv o2B7 FLAZHWTCAER L IPV6 7 KL ADE
BEBRE U2V AT LTS, =7 -2 U TEHEEI
SBBIHERODZ LIZR>TWS., DF W BEFEFILETITL,
P & d RFC4862 12157 51F, IPv6 7 RV ADER
PHHEINZBIETFENC L 2EIE2TOHENHD. — K
TIREFHEIZ, IPv6 7 R L ADEEIKRE X NEIZ R
Z b B 2 DHCPv6 ¥ —/3iZ DECLINE * v & — U»%(E
XN, HEIPV6 7 FLADE b Y THhfThbb., £oT,
REFHRIMETELER, XYy b —=2HATIPv6 7 R
VAPEBRIZEGE U ZBOBETEN TS LR 5.

6.2 DHCPvV6 snooping ##E & DL

%< @D L2 A4 v F1ZiZ DHCPv6 snooping & XI5
BEEDFEEINT WS, ZNIEAA v F LT DHCPv6 /X
7y hEBHEIL, ZOIPv6 7 RLAX MAC 7 FL A%
R—bHSLEEDIITSEZ LT, DHCPv6 TRHEI N7
IPv6 7 FLATIHRWT R 22T 24MATH 5.

K= bR=ZTHAT Y bEBIZTANVZI) TS ET
o, REFERLAFEOUHREMIZENT, 5HTITo 7%
iz 2TV T TE5. LH»L, DHCPv6 snooping &
ALy FIZFEEINLIEETH D720, FAMIEAIH
2R DIREFIE L TG AERARLR 5 M TAEIMLT S,

6.3 DHCPv6 H'FIFATEAQRVHERANDRIG

Android 213U & T2\ 22D A TIX, DHCPv6
NRHATERVWIEREZONS. 2D LD BEHRIX
DHCPv6 B FiZ2H W T, DHCPv6 ¥ —/N2 & % IPv6 7
R L ADE A Z%1IaWEE, IPv6 7 KLV A% HEIRE L
WEEBBUTCLUE S WREEARH 5.
ZDOBEREFIETIE, WAKD IPv6 7 KL AH DHCPv6
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=N SEHAEINEZT RLVATIERRWI &b, K
CHEMAILTUES. —ATHETETHNIE, DHCPv6
Y —NOEMIZED S THETF— 7NV TIP-MAC 7 KL
ART ZEHLTWE Z &9 5, DHCPvE DRI T E 0
WERDIFMIZERNIGTE S,

6.4 YvoryO—AhHLT7RLRICETZHEE

IPv6 *v b7 —2Ti&, A=Y >0/ —RL#ET
LIV vy oa—ANT7 RLACEENS IPv6 7 KL &
Z, OV rD/ —RNE@ETIRIEZTo—1L7 KL
A LMEND IPv6 7 KL AZFIHAT S, AL THRES
L5AT =77 NV AHBAEROEREE N T, /— )
Za—N)v7 KU 2% DHCPv6 ¥ — NZEID ¥ TTH S
D72z, Vrrua—RAN7 KL AZ2HBERL R ITE
ANSRAAN

ZIZT, BEFETEAY T =2 NTEBIL - IPv6
7 KL ZZDWT DHCPvE ¥ — N EWEbHbET WS,
2Y NI —=2JND /) — NELTHEET ST Y hTALN
5IPv6 7 RLAFEY v 2u—AL7 RLATHY, Zh
¥ DHCPv6 ¥ — TV —2ERE UL THREEENT WSS
O— VL7 RV AL IERAR S, £ 2 TREFER, /—FK
@ DHCPv6 4 —NE DR O EAX—-ILT, V
voa—ANT RLAEZa—NLT KL ADNG% Lk
THERBRENRDH D, BEFEOMNELETIXZ Oitsk%E 3
27—V 7 KL AZBWEHLETWEEDET 5.
mx<, BEERINZY) v I7a -V T KLRE S
O—/ VT NV ADKIGT 2RT0EE, 3735 QB4R
LEHDOY v a—A)LT7 KL AIZDWTOEET N L
AR, BLOENIZH < DHCPvE Y —1NAD ) — A HE
KDy MZDOWTIHE, AREFIEOT LTI XL TR
WEEBERMLTUE S 720, st LTRE LR T
RO IR,

7. FED

AFETIE, EHEF Y v Y aBHBHICL > THEREIND
MIREIZEH U, DHCPv6 ' — NOE#HEFHAL TR Y b
7 — 7 NDEED LWBEEZRAIT 2 FEERREE L. BE
FIEIFZT =TV THREET 5 IP-MAC 7 R L AT DI
ZRALRLS, BEIZL > T DHCPvE ¥ — NIz v
EbEEITHIZ LT, EYMAC 7 R L ADEFE % 1K
HTBZ e WBERNTS.

SHOBEL LT, SHOEREFERIIILV—XICERT S
KBAEZFBLTVWRNWI S, TNHICFEENIGSE
LIrRENBEZLND.
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