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Proposal on a Mathematical Model
to Estimate Loss of Leakage of Personal Data
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Abstract: There is a great demand from the viewpoint of security insurance to calculate the value of damage
due to leakage of personal information. The Japan Network Security Association (JNSA) proposed a model
to calculate the damage compensation amount. However, the coefficient was determined by experts’ subjec-
tive evaluations for which there is no basis. We propose a new mathematical model by applying multiple
regression using cyber incident records and information such as enterprise size as explanatory variables and
the value of extraordinary losses to a company as a target variable. We apply the damage model to 144
cyber incidents chosen from 15,000 candidates, compare the two models’ loss amounts, and consider the
relationship between them.
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Table 1 Statistics of JNSA dataset.

i) La— N ¥R EUR CEEBEA CEEA v Ty MIy/E CEREEEERMEHE (/N
1,297.42

12 4ER 15,569 8,853 25 11,764.32

SERRGERIA (T )
42,361.73 460.27

% 2 Romanosky DREE TV OERE (—i) [7]
Table 2 Coefficients of Romanosky’s model [7].
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Table 3 Comaprison of models.
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Table 4 Objects of the annual report survey.
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Table 5 Incident-related and extraordinary losses estimated

via single regression.
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Table 6 Information security countermeasure [M JPY].

34 R bF U T OPRE SRR 0.849- FERIHHICH A
NAveER—IVFT4 A 2015 26,039 30,642 26,045.7 +6.7
% 2016 210.67 234 198.9 —11.77

AN =24 2014 5.56 66 56.1 +50.54

Iy 2012 27.24 42 35.7 +8.46

T= 2016 8.92 11 9.35 +0.43

] 5,256.69 6,199.4 5,269.15 +10.87

fEHEX T (95%) 10.87 £29.24

RT7T EWEHROT—-5 €y b

Table 7 Dataset for multiple regression.
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Table 8 Coefficient of proposed model.
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Fig. 1 Scatter plot between revenue and cost.
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R 9 HETNVTORBIBEE FHE A 1AL 20 1)
Table 9 Cost in each model (top 20 companies of many victims).
HMEF2) 51
No 34 H A WEANE  JO €7 )V Romanosky IRFEETI e fEEE pop iR
1 NAvEER—=VT 4 A 2014/7/9 48,580,000 160,3140 2,367.6 13,287.4 26,045.7 26,039
2 kF 2015/9/15 267,000 41,652 325.2 87.4 198.9 210.7
3 AMU—24 2014/1/30 94,359 566.2 256.6 152.9 56.1 5.6
4  IWY 2011/5/26 16,798 1,310.2 126.9 17.1 35.7 27.2
5 T—=rv 2016/1/13 3,859 23.2 66.9 4.4 9.4 8.9
6 HYAN—T—Vxr} 2016/11/29 640,368 742.2 466.4 3,532.6 4,021.4
7T aAVEAR=NVT 4 TR 2014/9/17 310,000 930.0 403.7 199 266.9
8 HFAN—T—Txr} 2013/8/12 243,266 1,459.6 446.9 1,273.4 5,566.7
9 XA 2010/3/21 201,414 9,063.6 355.0 637.1 438.6
10 GMO A >¥%—%v b 2015/2/27 188,047 1,011.3 276.5 1,444.7 1,752.7
11 732—X 2009/8/10 148,680 11,597.0 307.1 187.9 1,362.6
12 v7vya7s 2012/5/14 110,000 330.0 182.8 7.9 5.1
13yl v o 2016/3/7 83,194 6,489.13 361.5 1,375.6 349.4
14 WARFTA ¥ 2016/11/14 64,742 194.2 311.1 612.9 373.2
15 Kv bhvr 2014/7/1 61,977 1,115.6 227.8 51.9 85
16 HAN—T—T x>} 2014/6/23 38,280 76.6 267.7 1,852.9 3,427.2
17 H=—=HAF 77 2015/8/28 37,006 37 184.4 145.4 228.7
18 ) 7kr A 2013/2/28 3,2132 282.8 98.2 4.6 3.4
19 Rt 2015/1/5 22,385 405.1 165.9 716.1 495.6
20 HFWER—NVT A VTR 2015/7/13 22,108 132.7 205.9 509.4 1,002.2
P 356630.2 11,686.5 107.4 2,741.5 4,940.4
I UN 48580000 1,603,140 2,367.6 36,953.7  349,630.7
(Npwt) (RAvEk) (RiEvk) EEED)  GREED)
/N 1 0.002 6.7 4.0 1.7
PR 17,650.7 6,363.7 4,935.2
SRR RS 4.54 2.50 1.73
THEHEDPEBRE SN TV 2, IBREETIVT, TOERD £ 10 BEEFNVE JO EFNOEHO LI

TR TS, 2L 21, KA ERSE v, =1 & 3
DIIFED I

[y, x6,27 = 3,18, -+, T16)
F(@1,- a6, a7 = 1,78, Z16)
eg .xfl co.ePe L e3B7 L eBs ... P
eg . xfl ... eBs . elBr L efBs ... ePe (5)
o367
e

=27 = 15158 < 3

CHEIBENAL, §abb, HEREHZEILVIEREET

IZBWTIE, JOEFLT3HBELTVLIDIR, BTX

T, 15EOFRLVBE LTS, HFEICLT, BEEF

WVCD g UINORRFEN T v 7 R 0 1 BB LA -7z &
DHBRAETHIENTEDL., FRENOEREIZOWT
REETNVTORBELFHEL-HELER 10 IIRT.
R’EETINVTIIVTNOZEHICOWT Y, 1 ER Rt
tt%@%ﬁiJO%?»;b%¢éw.uﬁ%@4>>
MANAET AR Sor N ?iﬁﬁ%%@if’@ﬁﬁéa
%m3>7 g Z > 713w b % 10 1,

4,
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Table 10 Comparison of coefficients of our proposed model
and the JO model.

e JOoEF)V 100 10! 102
LRI o .
REEFLV 1 1.1723  1.3743
JOETFNL 50 51 52
gz > _
REEFLV 1 1.0129  1.0261
JOEFNV 1 3 6
BN S e
v ©ORZEEFL 1 15158 2.8291

By B3 EREEZRIZLTO RV LS5, RKAE
BAEIIOWTE, HEIEZEEL TV LW P ZEDM]
& JO ETINVDOREDK) 1/2 Th o7z,

WHEWT v o, BT v, RAEFEREDENT T
1A YTy ryOTF—2I2X )V RFEL 72, 1 AH72Y
NOREREGRAME 2R 11 (R T. BHEWT > 7, K
T, RNFERGENTT1261E, X (1) £ JO
ETNTO 1 AD 7Y ~OFEHIEEIL 500 [ & 7% 55,
’EETIVCTIE 212,106 1 FITH A, D 12 ER Tl A
YIUT VM PEEIIRIZTRENIKRE S o TnE I LY
FLTW5
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® 11 HEBEEIRE (o5 = 26 = 27 = 1 OIRIEEEH)
Table 11 Mean loss for common case (cost of z5 = z¢ =
z7 =1).

PRRC PRRCE N SPRIREIREE (0] SPRRIREE [/ A]
20 5,031.3 1,067.17 212,106.1

4.2 Romanosky & DEE#;

IR LA YTy bOTF—=% 128 LT,
Romanosky D ET IV A #EHA L7-HEGLRETTVED
Wi z32 9 \RT. £72, lawsuit;,, FirmType;r, A,
Pinds Mg \Z2WVWTIE0 & LTHEML TW5bS. Romanosky
DETNTIEFIH107.4 HHH L EHEAEFIT/H S 0w
Romanosky ® [ (2 L 727 — % Tl revenue O F-F%)
B8O AT NNELRSTWVE, TOZENL, TAYM
EHARDTIGHEO K E 8 DEWIZ L V) Romanosky D&
TUBHEDA Y277 PICHEIETETVWRVWEEZD
ns.

4.3 EFILOEREL

X 3) DRFEMIZEMGET IV ICE pEOBNEHD &
WHENTEY, £72, ZHOBL LB THL. €2 T
TWREZEEZHIRL, BECRENLE IR A v o T
YNBEAEROEERE L )MHRICABEL L 2L 2las.
KWL T, ETFTNVOMMALOIRE L LT, RibFHRE
HUE (Akaike Information Criterion : AIC) % w25 [20].
AIC 13,

AIC = —2log(L) + 2k

TEDOLN, HAVNEVITZ)I DRI VETVEESNS, 22
T, L3R, ki3S A=y 0% FhZhRy.

REBILERIZETVIZOWT, AIC % 5/MET 2485
TEDOLNDLET N,

g — 650 . CL’?I . iEgz . 658'18 . e511'1'11 (6)

EEDAL, 2T, BREIEER 12 1IRT. REETIV L,
b L7-ET Vol ER 13 12RT. ZHOKIE 30
P8I, TRTOEHIIBE T p lHAVE BIKUE % i
729 LI oTWA,

7z 20E, 2014 SECIERFAEMFIE CRA LA ~
VT MOYEEEZ LD, HEAN 2 =50, LA
xy = T1T2[E M), ¥M x5 = (0,1,0,0) (#iEZ), Eif
Frwy=0&%0, RHEEEHy L,

Y= 650 . 1’?1 . Jigz . 658'18 . e511'1'11

— 4959 505.146><10’8 . 71721:005 | ,—0.529  ,0x—0.467
=31.01[E7H)]

TH b, FAFICIRERIEERSE 7V CIRMIAERZ 515
L7-858, RMIEEMAIE 3797 B AN E 2 5. EBRORM
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® 12 LT TV ORE
Table 12 Coefficient of simple model.

¥ Estimate p.value
Bo —4.959 | 8.08F — 11 #x*
ICEIN ) log(z1) 31 | 5.146E —38 0.061 *
log (¢ L) log(z2) B2 1.005 2E — 16 % x
R —1.206 0.001 % *
2 | ?;iﬁ# e 5 —0.529 0.076 *
SR, PRI —1.344 0.048  #x
JEfE, WEE —1.013 0.081 *
BT x11 b1 —0.467 0.037 *ok

# 13 HIEEEFEE TV L LT TV o Lk
Table 183 Comparison of AIC of our proposed model and

simple model.

MIEERGE TV | e TV
AIC 122.011 85.758
T RX—F—H 30 8
P RRIEEAE 2,741.46 2,068.35
SRR 4,935.22 5,247.10
Ryt 1.73 1.73

REFIT 382 [H LA TH Y, flfLE TV DOREIK
L hoTwa, i LEFTVTIZE 13 LY, PP
FEEFHIVNS LY, SFWBERREE TV L RTK
XL o7, PHBRERIIFE L 2o 7.

5. £

5.1 FHEBRICOWVWT

JOETIWVORMEEANFETHER LA VT b7 —
5 LD OKER, HEREHEL EOIrE2 THEHEIK
SLLEALTAZEDRHLN IR 572, Y9 DOXRA Y h—
VT4 v T ZADHITW S & JO F 7 Tl N4
DIRFEFIL 60.6 TH o725, -EETNTIL049 L7221,
AAEIEF NS . PHRRERE R TY, JOET VT
4.54, REWLENFBETVTLI3 TH L. JO EFIVIE
EEAZHEE T ADOTH Y, AFFETHGE Lo
TR ZBWD, EAEREERA > 7y MEAICL 518
AHEERMEFERICOET L EEZON 5. SRk [23)
TlE, REVEE 500 HOWE SO THEY, B
HOL )b X2 7 4 LIl OB OISO %
BB EEREL TS, HEHOEIE, 52T
T, BRI L TRABROMED KE{ZEboTWwb 2
ERRIEBLTWS,

T, AREEHEARTE 721 Ad72) OFEHEIT
JO EFIVTIE 33,000 HA DI LT, #EETFTILTIEH
213 M THh o7z, Larl, R1L 2HFPHD 1 Ab7zh) D
BB EHEZ AL LIREETFVRIFEICSHETH L. Th
BIREETUVPREDTE LEHICKEMMEL TV D720,
FLEPRESBEEANBOL LT — ATHEIETE TR
WD THLEEZOND.

o
i

#
w

oW O
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RS 2R

5.2 {EEDE L EHE

TNIGHRM A >~ 7y MCX 2EEHOTRED 200
BTNV (FRED) &, EMMICERT A2 L THRIER LD
HEESZ S 2 2 EATE, WEDNEEMHERNTE
BrEZONL., —J, BHEICEI LD EST I L,
REDIZZOREDI A NOWINZORH S, T2, BED
HHNZ DO W T OMEHEEHT B 2 A L AT
L, HEHOBRFLeBIET LI LPRETH L. D
7o, HEFELMEET HHE120E, "RIHOET NS TR
<, BRICAS L 2 L D% RIRT B 2 LW ETH 5.

F7, MEETIVTIE, RARERDER, BHw7 v
7o =L INSA WED-LDEFD T TF|
HALTWwWA, fLikLzeBY, JOETIVTIE, HERE
HraUCHEEAFERTLZEAAMNE L TS0, 7
FEFNVCTARNEERDE R E2FHT 256, HERE
HragIE Wl bEE L CT v 7 2 KBS0, %k
TRIZEZBINT A2 LT, HELMEFPHETES.

6. BhHYIC

AKEFZE T, AR OBEHEDOH L WHFE 7
DI-ERIT, () A ¥ ¥ 77 MEREOTE WM FHZE
Bl LCERBREHEA, (2) 2010 F4 5 2016 O 1 >~ >
7 v MEREZMEH, (3) FERIHRAEET HEK L LCHIA,
ATH 2T, BATHIZE L D D EBOEEEIIVEH Y
HHCTEL2ETNVEMER L. REFEERRETVOE
AN EFHRARIL LT3 THo72. XA v O 1 AD
7o) OEEFIT 213 MTH Y, LVBENLEETLVTH D
ZEERLT.

L2 L, HEBEDA— VT 1 v 7 A0 2017 SEOFERIE
4, 349,640.7 AAMZR ED X 912, HIEHE L2
HEBEIIERE R EOREPEIN T L REEND 5.
ZO70, FERCTSBLIEREF 20 7 KB LD
LIERIRM 200 O TICHET 2 BREOT— 5 &
PET 2 2 BETTALENHSH. 512, HERIZBY
B AR EE L O EEL CREL, ETIVEN
A H LT, HEREFHD GO T, HEAELHENTES
T AHZE, RETLOTART AL NHREMIRMIC
L5, HEHEOELOMESR, ETVOBEM 21T TE
THh.

BB OAWIREEZZRITTHICHIZ, AT b TF—%
PtV W A HAR SRy T =2k F 2 ) T4 AR
BEEP - L F .
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