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An Incident Response Management System using Security Portfolio
collected by Security Maintenance Activities
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Abstract.: When an information security incident occurs, prompt response is required to minimize the impact. However, incident
response involves a lot of communication among CSIRT members and users, such as understanding and investigation of the
situation, which increase incident response delay. In this paper, we propose an incident response management system which
supports the improvement of the delay and reliable progress management by using network management information of PCs and
devices, security portfolio collected and accumulated by security maintenance activities such as periodical security education and
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incident response training. The system also supports visualization of the incident response status.
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