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Table 1 Phishing URL.

EED R XA v BfE R A1

apple-com, applecom, apple.con

apple.com .
appile.com, app-le.com

1 pavpal.com, puaypal.com pauypal.com
paypal.com )
paypal-com, paypai.com

wells.fargo.com wellsf.argo.com

H, mETH 30 HEEW 3. THzHMb o T HEL I
TAay YA MR EDELREDIZRZ S &S IZFE
HHEZHUE L T\W5. F5 Network Inc @ 2018 429 HH» 5
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Table 2 Parameters
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Table 3 A degree of risk and parameters.
faMRE | FEREE B A R fE BERAMVE BN BER BFEOBDE | N1 7D
0 1 Hprob + Tprob AT Hien + Olen Al Happ — Tapp & DRI 0 0
1 2 Uprob + Oprob Pk Hien + Olen BA L Happ — Oapp PIE 1 1
Hprob + 20 prob AT Wien + 201en Al Happ — 20app & D REWV
9 3 Hprob + 20 prob PAE Wien + 207en BAE Happ — 20app BN 9 9
Hprob + 30 prob AT Wien + 301en AT Happ — 30app & HREW
3 4 DAk Hprob + 30prop BAL Hien + 301en PAL Happ — 3Capp BAT 3Lk 3Bk

x4 BEEHOH
Table 4 An example of hierarchy.

RAA v B e 2
example.jp 1
example.co.jp 1
abc.example.jp | 2
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Table 5 Detection rate
fEMREDREfE | TP Rate | FP Rate | TN Rate | FN Rate
1 83.7% 58.1% 41.9% 16.3%
2 64.4% 37.9% 62.1% 35.6%
3 49.9% 27.1% 72.9% 50.1%
4 32.3% 14.6% 85.4% 67.7%
5 22.3% 11.3% 88.7% 77.7%
6 16.3% 10.5% 89.5% 83.7%
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