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Proposal of container-based virtualization Utilization
to cyber security training environment ”Cyber Range”
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Abstract: In information security education, the effect of practical exercises using cyber range is noted.
However, the cost is high and the spread is limited. In order to solve cost and operation problems, container-
based virtualization has been researched to construct a cyber range, but the ability to reproduce incidents
and vulnerabilities has not been shown. In this paper, container-based virtualization is applied to cyber-
range environment, and the improvement measures in terms of superiority, cost and operation efficiency are
proposed.
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strepy () AU, FiEML EOXFS |2 A —F 5 & A —
N—=T7u—%EZ U, MOZEHEAIFAHL T\ EFMIZ
TAWEZIAEND,

o heartbleed(cve-2014-0160)

OpenSSL Z2FEIFLTWVWB Y AT LD AEY NEZH
M SEGTE D2 2 WB T, B2k
HELHREIGTE 5.

e Meltdown/Spectre(CVE-2017-5715,5753,5754 75 &)
CPU O/N— K7 = 7HEROMEIHMEIZ LD, LEDT
TV =y a iZHD B TH5NEAEY ONE LG
5 — DB F L.

e rowhammer
DRAM £ €Y Oz & &7 > TRILED TN
EIIND WS YENRREZEHL T, 2 VOR
KaeHEMZ DHETFIE.

KBIZRT LI, Thoz2MAWHKEIC X BMREE%
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R 8 N— R xTIZHY 5 BEDOMELRER

e R | fHE - ATV a v
BOF [l —
heartbleed | [A—
meltdown | [Al— | privileged - KASLR ®f&&h{b A% is %
spectre [{l— | privileged
rowhammer | [A— | privileged

TofER, WTNOBEFIETY, av T efifivy
VTCH—DIEREMBECTEZ. 72720, —HOMIETIX
Docker @ privileged A 7Y a VHBIBETH o7z, ZOA TS
aviFITRTDTNA AANDT VR ADRHFAINEED
T, N—RY 2T DEHENLZBEOBGEEZZ DA T 3
VL OBREITIEEI LU 7. Docker 2V T FI, T 74
N ORETIETNA ANDT 72 AFHIREINTE D, %
ETEDHHRYE S —HITIEE 578, privileged & 7Y =2
VEHAWSZ LT, N—FT T L)L OBEED gD
BHEIZOWTH, A—DREZHETE 5.

FERME UT, B 41277 heartbleed SUED & 512, F
E D% FHARND DADBETHNIEY AT LREAD
EIIHWDY, rowhammer 72 CIEHR A B & 2 58I
BFANOSRMD IV T FAFET LZUREMEL DV BL 7
O, INSEPF-TVF V) A TIEY AT LEBRANDFEEN
BOWDERTRETH .

msf5 auxiliary( ) > exploit

4 heartbleed WD 3 T F TOMEE

6.5 RIBILDHLIEAICE T HAREE

5 1%, Docker DHfEg5PE CVE-2019-5736 (Z D\ THE)E
MGEZ 1T 72+ Th 5.

ZoMEgEtElE, av TS THEHAINS T VXA A ranc
DfigHEOEAIZE Y, AN OS LD root ¥R T~
Y RPEITENZEHDT, Docker BA DAY FFH—1
ALHBEZTEURENH ZN, avTFREEHL TV
R WEREE IR BRII R L 72, IR LD AL A BT 2 K
BOHEGGPEDMREL X, HEHINZBRESRITEEL JIET
e, BRI AN=V UV IPELRVANETHS. Ly
U, IRAEEEAT D KX Docker D 2GE 2R FHILKIZAEW,
AL EARTZ D H D& KE - BIHOEEIRLTEI LD
Ez o5, ZOEE, N S—NAHFEOFTZZ N 0SS D
FTaVTF2EESERBEEIT AR L, TRPRE
5.

©2019 Information Processing Society of Japan

ooo0o0oOooooooon 2o19080

wn.sh {}:/ ) ' [root@localhost ~1# systemctl start docker
icalhost CVE-20819-5736]# docker ps --fd[root@localhost ~]# cp /usr/bin/docker-runc /usr/bi
xploit {}:/ [root@localhost ~]1# docker run -it ubuntu /bin/sh

wcalhost CVE-2019-5736]# docker ps --fdUnable to find image 'ubuntu:latest' locally
iayload {}:/ latest: Pulling from library/ubuntu

wcalhost CVE-2019-57361# nc -1lvp 4455 6abc@3819f3e: Pull complete

«rsion 7.50 ( https://nmap.org/ncat ) |05731e63f211: Pull complete

.stening on :::4455 @bd67c50d6be: Pull complete

stening on 0.0.0.0:4455 Digest: sha256:708638ec7ddcde065187e7eabdfac3cbest
nnection from 127.0.0.1. Status: Downloaded newer image for ubuntu:latest
nnection from 127.0.0.1:52874. # ./pwn.sh

JITITEI I THENEH(CE > TL Fstarting exploit

whoami Successfuly opened /proc/32518/exe at fd 4
/proc/self/fd/4
Successfully openned runc binary as WRONLY
id Payload deployed

wot) gid=0(root) groups=8(root) context=SyStem_u:System_r:container_ runti

Mmoo e oY crERTED

TuS PORTS NAMES
bae@dadse ubuntu "/bin/sh" 6 minutes ago
5 minutes focused_haibt

ot@localhost ~1# docker exec -it focused_haibt /bin/sh
help topic for '/bin/sh’
ntAlaralhact ~1# [

5 Docker ffi5"ED PoC R

6.6 MRELFER
ZZETORIEZ D 2L, TV TF e~y v DB
TOBAMECERDPFET HZHREMEDL D D542 RT.
o HETHYHMY Y —2% LRETCHETEZ IO ST A
o HIRZINTWEYHT NS ANDT 72 A, FHIZEH
S TS5 L
o IVFFIVUYVE, REULDMIMAZEHLZ O
AN
INSONRAER, avFFeiflxy ryoRiEco 7 as
T LETRERICHEIMNEE 25T, YA N—=L VDY
WZHWTIE, ELLA VYT b RIEgEE2EHETE R0
AEEMRHZHEE LT, BRAATRERMG 25,
72770, BIZIEN—=FO 7 DERIZT 7 ATEDHA
DWEZRE, BEfERCHEBHFE LB - LT, v FV
FOFTIZMER B WEGAEIE, HHEWETH 5.

7. SRORZE

SEOMEETIX, 2 v T FRREIDORAZZEL THR
AFHIH A MGT L, AERZMER LD, SBISICHLR
T AREEMFEMREEL, X0 AR TS AT REHIPH 2 /R34
EhRHD. £, VANV UYIDERERL LT 2D
WCHHEPHRFITAREHIEL LT, UATOEREZ SN,

o Windows Bl%

BED > 7 F TR T & % Windows Bk, Z< —&8
DY =Y =V 2IZE FE > TH Y, Windows EREZDIH
BoF )ik, Mo ARE OftHPBETH 5.
738, WSL (Windows Subsystem for Linux) HHE%
HAWwsZ e, Hf{b%17H 7 windows kT Linux
0OS #ftH T, Z®dD LT Docker DFIHE AHET H
5. F£77, M6I1ZmRT & D12, Microsoft IEBIAELREH
@ Windows10 Insider preview ix®D #1C, [Windows
YU RRy 22 L LTaryFHITEWEGEZ AR L
THH, FA L OS LTl N7 jlBREE 2 /b it
5. 77V Tr—varvofif], A A-VERDOKRTE
ZEHTIEEND, Windows BREOY A N—L Y
MEERITITICEE R D185,
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B 6 Windows > KRwv 27 2&, WSL E® Ubuntu

e IoT 781 &
METIED oD BEHRI 2y b7 =228 Ih, F
FEEDOM EE R, BREICHMINE LS ITR -7z,
OWASP (Open Web Application Security Project) T
EL 0T HRD by 710 BRI N, FRe U THR#EEH
TW3 21]. ToT T80 A%, H A TR EFEEOHE
ZESHONL L, HEBRETOBHEPEL V. L
U, XOZEEICHELRNSE LT, oT itz k-
7= F ) A RS L HEREOMETIEPRE L 25,

o Al Zflio 72 B - BhHfEF Al
WEMRI NG YA N—HBDL X, BHMOKETF
HEOISHPHHIC LB THS. LrL, EHED AL
BAfiDFZEIZ X 0, WEEMIZ AT ZIER LY 13—
WEROEEX, HEOMBESREIZ Al ZHLT
¥ a) T WEPEET ERE, FrLWEIMP A
DOWRE - BIHOFENIEN D ZRETWS, 13—
VYITROIREYF VA BLIG D570, ATH
MRS R EZ BV IAATNRZHRET 5.

8. BHYIC

HBHREx )71+ AMORREDEREINEH, A=
LY VI EBHEBORVWHBIEMI/RINTVEY, &
WAR - RFEHIAMZEY, T —HoBABHETOE
AR, My T RVOEAMEDEBITIEH I N D DAIZH
FoTHY, BALLKERMEL LT HRFERD N E
RILTH B, VA N=L U IICET 2HEFOMETIE, &
fii?rDRGIREAR, LEFHOHHAZBEL, F#REFa
VT A BEORET 2T Z2HBELTWS., TOHRT
RO~ Y v EFTIRERL, TV T FTOREMET
EDR - BEINTWAEY, aVvFF2IFEHTLI LI
KB EAMEE, TEHTREZR PSR IR T T VAR,

SE, YAN—L YDA MG TOHEIZNL, v
T AW REREIZ L A EMNEER L. £, D
AL AR L OB REME 2 MEEL, YA N—L VI
BV T FOEHREE MR L. Zhi2kD, @&
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OV A N—L v VRIS T, BERBISE T
BREZMREEHTE 2T LT, BEOWRDOZ YN
EHERTE 2. 5B SITHE - s ttd, A - MR
EHNEG CTHBENROE NI A NN—L v VBREIOW & %
fEL 7z,
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