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Presentation Abstract

Scalable and Partial Path Sensitive Static Detection of Buffer
Overflows in Executables
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Although Buffer overflow detection has been studied for more than 20 years, it is stil the most common
source of security vulnerabilities. Various approaches has been proposed ever. Although symbolic analysis
techniques can find such vulnerabilities with high precision, it does not scale to millions lines of code (MLOC).
And it requires source code to analyze. (Kindermann, 2008) can analyze buffer overflows scalably without ei-
ther source code or debug symbols, but it can not detect buffer overflows occured inside either heap allocated
region or the field of structs. In this presentation, we employ Value-Set Analysis (VSA) (Balakrishnan and
Reps, 2010) which is flow-sensitive and context-sensitive, a combined numeric-analysis and pointer-analysis
algorithm to recover variables and overapproximate possible accessed locations to scalably detect possible
buffer overflows which occurs on stack, heap, the field of structs. Moreover, we add partial path-sensitivity
to VSA to improve the precision of our algorithm. Our experiments show that we can successfully analyze
MLOC program.
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