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Abstract: With the transition of a place of medical care and nursing from hospitals to homes, ICT systems
are spreading to share information efficiency among multidisciplinary team. Since the ICT systems contain
sensitive information of patients such as the medical condition, the database is desired to be encrypted. On
the other hand, due to the nature of home medical care and nursing, ICT systems should have a flexible
disclosing mechanisms such that the specific members can access the information normally although any
qualified person can do in an emergency. In this paper, we propose two kinds of methods as controllable
disclosing encryption mechanisms. One is the method with RSA encryption, the other is one with CP-ABE
(Ciphertext-Policy Attribute-Based Encryption). To authenticate workers themselves and their accredited
qualifications, we rely the HPKI (Healthcare PKI). An experimental result shows that the RSA based method
can encrypt and decrypt the information faster than CP-ABE based one can do. We also mention that the
CP-ABE based method can process the information permissively within a general ICT system.

Keywords: collaboration of home medical care and nursing, disclosure control, healthcare public key infras-
tructure, ciphertext-policy attribute-based encryption
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EN7HEE DY, Setup ICBWTYAYAREEL <~ A5
FREERT D, YA RHITI-FIEA SN, A
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HENTWw5 [13]. 3CHk [13] 1, ICT ¥ A7 L % ffi> THE
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D, ENETN, 41.8% & 394%DIEHIEE 1TV, &b
THMED 812% % KT B. —J, (iR OB
LTid, Bl AELBYMAN, Zheh, 37.8%L
33.3%DIEWISE # 4T\, &HD T11%% EOTW5DH. 4
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#F 1 hcRole EBIEE L TRIEITRET S % #1644 [3]
Table 1 hcRole attribute (national qualification).

Ergs (HRER) Bz
‘Medical Doctor’ [ZZ i
‘Dentist’ PR R
‘Pharmacist’ SEKI i
‘Medical Technologist’ R AR A il
‘Radiological Technologist’ IR R
‘Registered Nurse’ T il
‘Public Health Nurse’ DAt
‘Midwife’ Wy o i
‘Physical Therapist’ e
‘Occupational Therapist’ VESER A
‘Orthoptist’ HLREFN A
‘Speech Therapist’ SRR
‘Dental Technician’ PR LA
‘National Registered ‘Dietitian’ HHRAEL
‘Certified Social Worker’ etk
‘Certified Care Worker’ IR ALt
‘Emergency Medical Technician’ B ESE Crmn
‘Psychiatric Social Worker’ FEA ORI AR AL L
‘Clinical Engineer’ WRR Lot

‘Massage and Finger Pressure

& AER v — VI

Practitioner’
‘Acupuncturist’ 130 ff
‘Moxibustion Practitioner’ Zw ) i
‘Dental Hygienist’ PR A
‘Prosthetics & Orthctic’ R
‘Artificial Limb Fitter’ FeTE AR
‘Clinical Laboratory Technician’ i A A A i

® 2 KB WEBHEEEOEE (%) [13]

Table 2 Percentage of information transmission by disease and

job type.
HhA o RREME  GEEE O BIRE B
2% fii 39.4 145 17.4 13.3 114
BRI i 0.0 5.1 6.7 15.6 9.3
K il 6.4 0.2 1.2 0.0 5.5
FAEhi 41.8 18.1 21.4 37.8 18.1
NELEEME 58  16.1 17.4 33.3  26.2
biiike ) S 5.5 4.2 15.9 0.0 8.4
PR A= 0.3 3.2 7.0 0.0 15.2
S RE N 0.9 386 13.0 0.0 5.9

heRole I A SR MP A ATFAET 2 b Dk LT
RS

5. RREAZR

RETIE, BEEROFREHIEZWEE L 3 25851
RELT, kD2 FRERET L. eheEh, BIREON
FETLICBERLTH AL, B B, tFE) %
o L CHEFIZIT) HRTH B, i iMCEM2 AR
G5 AR Th S RSA BTS2 FIA L, &L 2 TR
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= 3 BHEMN LA [15]
Table 3 Standard information to be shared.

KEHS | hEES  ANEEHK
BEEME 13 32
i - Kk 6 23
[ 16 59
il - AN 9 71
G TT 8 51

CP-ABE %Z#H 3 4. LIk, #i%% RSA K5 h, #%&
% CP-ABE FR &5 5.

BEFROEAZHEELTVDE Y AT AIRFZLTIEK
DEBYTHAL, 9, F—NiCursfr35L X1, 7
FAT v b PCIZERSIN/IC H— F1)—F12T HPKI
B — FEHAIY, ID B XU hcRole BM% ¥ A T L ~7%
B95. F—nNEer 547> boMiE, VPN (Virtual Pri-
vate Network) % HTTPS (HyperText Transfer Protocol
Secure) BEZETHRI AL E N, BEa b &7 BE G5
SEABER FCHREINEVWE TS, R LI N BEE
H, BLUORRT %M, ARE A7 T F 13T
TR ENZENFNOF — NITHEA L T, - NEREICL
L HREBFROGH (H7) 2 Less. LT, 7
747 ¥ FPCTORSAL - B0 E &L 7077 4G
FUREETZ VT LI LR BETE LD, A VIR
BENDT 7 EAD D S GAEITII LS REMIA LN
5 E)ITHMHMTEZRECEHET 2D LT 5.

JEAES A X AEREER Y AT LICETAHA FIA
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9728, KL TIRBEHREERO T TV I5HL,
B ) R HALE UCHRRERIEZAT) . BRW G 7T
ARk [15] 126D (3R 3).

BT I TEHRERHIET A28, AT TVIE
INBEEERE, ForTFrTVEAEOE (HFT) F—)
X o TR b E NS, RSAMRSHRTIE, 77T F—
DELE - ERAEEFEZ T L2479 . —F, CP-ABE /AT
X, FhaftfBmLESsoRMEI L1297,

hB, BEBEHAKIY T TY F—12 L YEEEL - S
T 5705, ZTHUCIE AR IC R CILEE A e E 2, Jhl
#EmE5 (AES: Advanced Encryption Standard) % 5.
NS DOFIEIL, Benaloh 512 & ARSALIRE S 7215
DFATRICHIE [16] #ZEIZ L TW 5.

5.1 RSA BESAX

RSA 55 AT, 5 UORRIEIT & 12 RSA @
TERAERT A, ER L RSAE#AT D9 LA & E
B, FNEN, SPEY - N BB — NI TR X
ns.
B/RICHIANE, FEFE AL T ) 5k & BREAL T 9
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Fig. 1 Encryption of patient information (RSA encryption

method).
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VEE SN, ZO%E, BAERA T RSA #7 Z/EK

Th, Er7F—u (Thbb, &F8E) IIo0wT, &7

7T — LT A B OBH OB T M E T 5.

EHXLIIINETIE, EEEBRNEDEHRILE L AT 4
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F—LIIBIT LM TENEAER T 2E L 2 ILEL

7o, FORERELT, WIBENFLVLLVERTERLZE

FPLPICLTWS (1), Ld> T, #EHIA O

S, RSA S HRICB W TIIEHEFZHEALIZ RSA #~R

TERAERL, BRGHEEZT) & &5 5% RErD,

COHRIIBIT L BEIEROBELLES, BLOBRE

DB - BT FHET 5.

5.1.1 BEBFROESL

BEERER ST 2 TR 1 0B THE, M1

T, BEXOBEEHRO 1 >20H 7T A OBFALF

EZRLTWa5,

(1) AT T7A4 XN BEER (B7T) AR %,
7Y TR L2 T T A F—T AES 5
L5 5.

(2) BIZRHTT 2 e 82 HORBE Y ARET — 125
WYL, ZNENORETH T T A F—% RSA
Wb d 5. »7 3 F—1&, BRI S e AEGT,
HELENG,

(3) By 5 LA A 7 T AR ERSLEAT T T A
*F—%, Theh, BEHEHEHRY—NEDTTY F—
= NI T 5.

*I RSA BF5AHRUCBWT, #ikd CP-ABE FREA%EDT 7t
Al & ERT 2121, BET 5T XTOEMKSOERT 25
+%. & CP-ABE AT, BrE LT, (tFHEF ID, BLU,
BAEHREE 2 B E T 5 720, RSA Bis =R IC BT p R
TIE, FEEERICINA, BE DL O FARPFREERA OB
AL B
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Fig. 2 Decryption of patient information (RSA encryption
method).
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ZOHT T X —IIET BEEEALEA S T T R
%, ThEh, 77T F—H— L BEHEHRF—N
2O .

(4) (2) OB THS(LIFEAD T T F—% RSA 55
T5.

(5) (4) CHRONNTT) F—T, ZYOREFILFEAD
I EH A AES 551 5.

5.1.3 BREDEM - HIBR

BHEEROFREOBMTFIHEIK 3 0L BYTH5.

M3, EFEEY VHLEZEONT T A TEROBIRE

ZBIORERH 2 BINT 5 FIHAZ/RLTWb. BREOBEN

X, $TUEHRFTENTVEE (ZOBITIIREHEEZY)

PHRIERATH) DD LT 52

(1)HPKILIZ XY, (EHFFY 2EHFEGET 5.

(2) EBRNEGERERET — Do, FRRESNIEREEY O
ID (ZHF T & N7 f s g 2 Y 5.

(3) (2) DMERIIHIET HBEFALFEAT T T) A F—
T, ATI)F—H = NDOLHD HT.

(4) (2) OHFRE TR SILFEAL T T A ¥ —% RSA{E
T 5.

(5) BIZRIG & LTI L 72WiHtHE O ID IS v 72285

2 BRIGEERMETE L E R, T F— ANOREEDORER A ¥ N2
IR 5 Z &3t LTRECH B, Lo L, EBROEHTIE, £
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Fig. 3 Addition of a disclosure destination (RSA encryption
method).
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(6) By 5 biFA 7T A F—% 57 T F—H— N2

My 5.

B, TTICHREL L GEME N TV A HEHE % R
T SUIRT 25E121E, ZOMHEZITIET 2 B51L i
BATIT)F—%, A7 T)F—HF—NDLHIRET DDA
T,

5.2 CP-ABE A=

5.1 fiio RSA K55 XTI, 77T F—13EFHEEZED
& DB CRE L S /2. CP-ABE AR TClE, e
ID RWAESE, BIRAZWEEL T A0 R 2 TRHL, &
N&27 7 AL LTS AL. 72ez21E, &
LEEHEDH DN T I ODFRENERE 24 (ZhZFho
ID % 330001, 330002 &$5) DL, 77t AR
(2 &% 5.

(ID = 330001) or (ID = 330002) (2)

FEDGFMIZB T, BIHRA TRAREZRE$ 4612 X
(B) 1R . ZofITIE, HEFHFEID 2mBM TR IN, &
BT CRR SN D, BAKET 77 (emergency
E95) PEREIND L, EiEK TR - (hcRole
JEVEDS Medical _Doctor T %1 —) DHREL 5.

(ID = 330001) or (ID = 330002)

or (emergency and Medical _Doctor)

(3)

BAlE7 T SICH L, “BRAM ogk B LU, Bakk
DR, H50LD, VAT LAOMHAESETHROTH
CEMAPHEINS. 728 20E, SERTr 7F— L4128
27 £, HEFEHEOEEIIC UREHEAILRSND, F
7z, BEERZHD ) DIFEDTIIE T & I WAL EAIER
EROL—FDPHREL 2 HETH L. BARE— D
BATIZ, YAT LEHESCHEHEFER LA TLEICLD
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Fig. 4 Encryption of patient information (CP-ABE method).
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Fig. 5 Decryption of patient information (CP-ABE method).
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Fig. 8 Processing time to decrypt one category.
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