
   Implementation of Various Secret Sharing schemes in AC/NC 
 

 

Sabyasachi DUTTA1                   Kouichi SAKURAI2 
 

                                       Kyushu University                            Kyushu University & ATR 

                                   saby.math@gmail.com                sakurai@inf.kyushu-u.ac.jp     

                                      
 

 

1. Introduction 
 
Secret sharing is an important primitive used heavily in 

Cryptography. Shamir (k, n) secret sharing scheme [22] 

gives an efficient way to distribute a secret into n pieces 

such that any k of those pieces can recover the secret 

whereas any k-1 pieces give absolutely no information 

about the secret. The work of Shamir was extended to 

general access structures by Ito et al. [12]. Most of the 

existing secret sharing schemes require either linear 

algebraic computation over finite fields e.g. [22] or 

exclusive-or operation e.g. [10, 9, 12. 17, 18, 16, 20, 23, 

24, 25, 26, 28]. However, both of these operations cannot 

be implemented by 𝐴𝐶0 circuits.  

 

2. Background 
 
There is an existing literature on visual secret sharing 

schemes where the secrets are visual documents. Some 

are based solely on OR-operation e.g. [21] and some are 

based on XOR e.g. [27] and these can be implemented in 

a very low complexity classes. All of these 

aforementioned schemes are information-theoretically 

secure i.e. secure against infinitely powerful adversaries. 

Krawczyc [13] proposed a scheme to reduce the share 

size. However, the construction makes the scheme 

computationally secure i.e., the scheme is secure only 

against probabilistic polynomial time adversaries. We 

observe that in all of the above schemes, the honest 

parties have access to polynomial time algorithms  

whereas the adversary may have infinite computational 

power (information theoretic schemes) or probabilistic 

polynomial time algorithms (computational security).  

This observations naturally leads to the question of 

basing cryptography with minimal assumptions. The 

work of Hastad [11] is a classic example of constructing 

such cryptographic primitive - in particular, the author 

showed that one-way functions can be constructed in 

𝑁𝐶0 which are secure against 𝐴𝐶0 adversaries. A recent 

work by Degwekar et al. [8]  

 

 

 

 

considers the area of fine-grained cryptography and 

showed some constructions of some (conditional) 

cryptographic primitives secure against  𝑁𝐶1 adversaries 

and also some (unconditional) primitives secure against 

𝐴𝐶0adversaries. 

 

Bogdanov et al. [2] proposed secret sharing 

implementable in 𝐴𝐶0and secure against unbounded 

adversaries. The work was followed up by a work of 

Cheng et al. [6] who achieved privacy threshold 𝑘 =
Ω(𝑛) with binary alphabets by allowing negligible 

privacy error. They have also considered, based on a 

work by [7], robustness of the schemes in presence of 

honest majority with privacy threshold Ω(𝑛), privacy 

error 2−𝑛Ω(1)
and reconstruction error 1/poly(n). 

 

Recently, Boyle et al. [4] put forward the idea of sharing 

a function f into several shares 𝑓1, 𝑓2, … , 𝑓𝑛 such that any 

n-1 many 𝑓𝑏 s completely hide f but f(x) =  𝑓1(𝑥) + ⋯ +
 𝑓𝑛(𝑥) . The idea was soon forwarded to the idea of 

homomorphic secret sharing by Boyle et al. [3].In 

homomorphic secret sharing the function is kept as it is 

but the input is split into several parts and stored into 

different servers. The authors gave a scheme based on 

DDH assumption. Lai et al. [19] gave construction of 

homomorphic secret sharing schemes which can compute 

polynomial functionality on the input data. Their 

construction is based on degree k homomorphic public-

key encryptions. The following table gives an overview of 

important secret sharing literature. 

 

The classical secret sharing schemes assume that the 

number of participants and the access structure is known 

in advance. Komargodski et al. [14] introduced evolving 

secret sharing schemes where the dealer does not know in 

advance, the number of participants that will participate 

and no upper bound on their number. Thus, number of 

participants could be potentially infinite and the access 

structure may change with time. Komargodski et al. [14] 

considered the scenario when participants come one by 

one and receives their share from the dealer; the dealer 

however cannot update the shares that he has already 

distributed. The authors showed that for every evolving 

access structure there exists a secret sharing scheme. 

Komargodski and Paskin-Cherniavsky [15] forwarded the 

idea of evolving k-threshold schemes to evolving dynamic 

threshold schemes and provided a secret sharing scheme 

in which the share size is less than what is proposed in [14]. 

A very recent work by Beimel and Othman [1] considers 

the problem of ramp secret sharing for evolving threshold 
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schemes and drastically reduced the share size to constant 

size. 

 

 
3.  Our contribution 
  

We try to make a critical analysis of the existing schemes 

in the literature. Most importantly, whether the secret 

sharing schemes in 𝐴𝐶0against 𝐴𝐶0 or 𝑁𝐶1 adversaries 

can give more efficient share size than the existing ones 

or not. One challenge is to study of secret sharing when 

the access structure is evolving with time such that both 

share generation and reconstruction algorithms can be 

implemented by 𝐴𝐶0 circuits. We give a concrete 

construction with some minor storage assumption. 

Furthermore, we consider the novel problem of robust 

redistribution of secret shares (in 𝐴𝐶0) to realize 

dynamic access structure by suitably modifying a 

construction of Cheng-Ishai-Li [6]. Our construction can 

be applied to the dealer-free situation. 
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[22] n m m-1 𝑝𝑜𝑙𝑦(𝑚−1) - plain inf 

[16] n m 2 𝑁𝐶1 - plain inf 

[17] n m m-1 𝑁𝐶1 - plain inf 

[18] n m k-1 𝑁𝐶1 - plain inf 

[2] n m Ω(√𝑚) 𝐴𝐶0  - plain inf 

[4] n 2 1 Point OWF plain PPT 

[3] n 2 1 𝑁𝐶1 DDH PKI PPT 

[19] n m 1 𝑝𝑜𝑙𝑦(𝑘+1))𝑚−1 K-HE PKI PPT 
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