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Abstract— With the rapid development of the Internet of Things 

these years, ZigBee, as a low-speed short-distance transmission of 

wireless network protocols, has been widely used in IOT devices. It 

has the advantages of low power consumption, low cost, supporting 

for a large number of network nodes, fast and reliable, thus 

improving the performance of IOT devices. However, for various 

reasons, many cyber-attacks pose a threat to the security of ZigBee 

and further cause huge losses to users. The objective of this research 

is analyzing the principles and characteristics of two attacks against 

ZigBee network (physical and replay attacks), addressing ZigBee 

vulnerabilities related to these attack, simulating these attacks, and 

then providing security measures to avoid such attacks against 

ZigBee network. We built a Lab. ZigBee Network used for 

simulating these attacks. 
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I. INTRODUCTION  

ZigBee is an open source wireless technology for low-

power embedded devices which facilitates efficient 

communication between machines and machines while 

maintaining a low cost. It is built on the IEEE 802.15.4 

standard and is supported by the ZigBee Alliance [1]. The 

protocol stack of ZigBee is mainly consisted of the following 

two parts: 1- The Network and Application security layer 

implemented by the IEEE 802.15.4 standard. And 2- The 

MAC layer and physical layer implemented by ZigBee 

Alliance itself as shown in Figure 1. 

Figure 1: Example of educational material 

Recently, ZigBee protocol has been more popular, many 

companies started to use ZigBee on its products. ZigBee 

protocol defines three types of logical devices: Coordinators, 

Routers, and End devices. All these devices are communicated 

based on different security levels defined by ZigBee. Table 1 

shows the different security levels on ZigBee.  Security 

attacks on ZigBee devices are increasing, almost due to failing 

on implementation of ZigBee security, especially in personal 

home, medical equipment and automation, etc., the securely 

application of ZigBee devices should be guaranteed to avoid 

such attacks. For more understanding to ZigBee security the 

following subsections will introduce security on ZigBee and 

the security configuration. 

 

Table 1: Different security levels on ZigBee 

 ZigBee Security configuration: ZigBee protocol supports 

two types of security model: Centralized security network and 

distributed security model. IEEE 802.15.4 provides 

robustness against interference from other networks and uses 

AES with a 128-bit key length to ensure data security and 

integrity. Security is primarily guaranteed by encrypting the 

data payload and execution, and integrity is achieved by using 

message integrity code (MIC) or message authentication code 

(MAC).  

 IEEE 802.15.4, does not specify how to manage the key or 

the type of authentication policy applied. These issues are 

managed by ZigBee. The ZigBee standard supports the 

following optional security services: encryption/decryption, 

replay attack protection, device authentication, and more. 

Table 1 shows more details about security measures. 

However, the IoT devices developer and users can apply or 

not the high security level, thus many vulnerabilities can be 

detected and exploited with low security levels.  
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The objective of this paper: 1- Studying the ZigBee security 

and different vulnerabilities resulting from applying or not 

applying high security level based on ZigBee specification, 2- 

Analyzing the principles and characteristics of the two basic 

attacks against ZigBee (physical and reply attack), 3- Setting 

up a ZigBee network communication and then simulating 

these attacks in our Test Lab., and 4- Suggesting security 

measures which could be added to secure ZigBee 

communication and mitigating these attacks. Next section will 

introduce related works and implementation of this research. 

II. PHYSICAL AND REPLAY ATTACKS IN ZIGBEE. 

 The target of physical attacks against any ZigBee device 

is to obtain sensitive information of this device for applying 

more attacks against ZigBee network. For instance, ZigBee 

network key or link key can be obtained by a physical attack. 

The keys can be extracted from ZigBee devices’ flash memory 

once a physical access is achieved [2]. 

 In replay attack, the attacker can sniff a packet or record 

packets traffic in a network and send it back at a later time so 

that will result in a malicious attack. ZigBee implements a 

mechanism to avoid replay attacks by using a frame counter. 

Each node in the ZigBee network contains a 32-bit frame 

counter that is incremented each time a packet is transmitted. 

The only time the frame counter be reset to 0 is to update the 

network key. 

 Olawumi et al. proposed a timestamp integrated with the 

encryption mechanism. If an attacker obtains and replays a 

packet, the packet will be rejected by the receiver due to the 

time difference. However, in order to save the last timestamp, 

the coordinator needs to call more storage space [3]. Cache et 

al. proposed that the ZigBee stack should be configured to 

ensure that the sequence number of the received frame is 

greater than the previous received packet. Unfortunately, the 

ZigBee protocol is currently not satisfactory, and due to the 

limited entropy, ZigBee's NWK sequence number field must 

not exceed 8 bits [3].  

III. DESIGN 

As we mentioned before that the objective of this research 

is analyzing the principles and characteristics of the two basic 

attacks against ZigBee (physical and reply attack) by 

analyzing the vulnerability and then simulating these attacks 

in our Test Lab. In this section, we will explain some existing 

vulnerabilities that will exploit to apply these attacks and the 

environment setup for simulating these attacks. 

A. Environment setup 

We will use the same hardware and software to setup the 

network in the two attacks simulation. The ZigBee network 

consists of 3 nodes, one as a coordinator and the other two as 

routers. A motion detector will be connected with sender 

device, a light will be connected with receiver device, and the 

last node will be used for physical attack. Figure 2 shows the 

ZigBee network used on our test. 

  

Figure 2: ZigBee Network Setup  

B. Physical Attack 

One of the main weakness of ZigBee is that once a device 

is removed from the network, ZigBee won’t invalidate the 

keys and generate new ones，therefore, allow tempering the 

whole network [2]. We will apply physical attacks against the 

third node in this network and extract the required information 

for applying the reply attacks against this network. 

C. Reply Attack 

 When the coordinator restarts due to some reasons such as 

power failure or when the attacker gets access to the power 

supply and turns off the power, the frame counter will be 

restored to zero, which will result in an attack. Now we focus 

on finding a way to force the coordinator to reset the frame 

counter to zero and applying the reply attack against the 

ZigBee network by using the data gotten form physical attack. 

IV. CONCLUSION 

This study focuses on studying the ZigBee security and 

analyzing the principles and characteristics of two of the basic 

attacks against ZigBee (physical and reply attack). We found 

that in order to effectively avoid replay attacks, it is required 

to automatically updating the NWK key each time the frame 

counter is reset. We build a ZigBee network for simulating 

these attacks. Our future work will focus on propose a more 

effective solution for NWK update to avoid replay attacks. 
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