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A Study on Improvement of eBPF Usability toward Practical XDP
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Abstract: In recent years, high-performance networking on Linux is demanded in environments such as
NFV. However, it is hard to fulfill the performance requirements since highly complicated Linux networking
stack has considerable amount of overhead. As a technology to resolve the performance problem in such vir-
tual networks without losing flexibility, XDP is recently getting a lot of attention. On the basis of eBPF which
makes it possible to safely insert user-implemented programs into Linux kernel, it enables us to implement
high-performance network functions along with taking advantage of various features provided by the kernel.
But, practical use of XDP is discouraged because eBPF has strict restriction in manner of its programming.
We therefore studied methods to conceal the difficulties in programming network functions. First of all, this
paper proposes a method to transparently insert eBPF-based features in a library or kernel through existing
APIs. As an example, we design and implement a high-performance layer 2 switch compatible with existing
operations in order to confirm the feasibility of the method. Furthermore, our examination results on the
concealing method also clarified insufficient features and issues in usability of eBPF itself.
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Fig. 1 Insertion of an eBPF program into kernel [4].
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Table 2 Extraction results of issues by applying heuristic evaluation.

FEASA

Visibility of system status

Match between system and the real world
User control and freedom

Consistency and standards

Error prevention

Recognition rather than recall

Flexibility and efficiency of use

Aesthetic and minimalist design

Help users recognize, diagnose, and recover from errors

Help and documentation
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Table 3 The priority levels of some extracted issues.
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