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Agreement with containment of mobile Byzantine faults

Abstract: We consider a distributed system that consists of a set of processes connected by communication
links. The Byzantine agreement problem requires that correct processes reach agreement in the presence of
Byzantine faults that make faulty processes perform arbitrarily. When the set of faulty processes contin-
uously changes, the problem is called the mobile Byzantine agreement problem. A Byzantine agent visits
a process and makes the process faulty, and Inoue et al. (2018) proposed blocking of a link that enables
containment of a Byzantine agent to a restricted part of a distributed system. In this paper, we first consider
blocking of links based only on the track of a Byzantine agent and we demonstrate that containment is
impossible by blocking. Then, we introduce disconnection of a link that blocks a link in both directions and
we demonstrate that blocking of links enables containment of a Byzantine agent. We finally present mobile
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Byzantine agreement protocols with blocking or disconnection of links.
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Algorithm 1 Protocol bMopt at process p; Algorithm 2 RECONSTRUCT
vi; 7Y A p; OfE 1: for all 5 € II do
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D;%fEUL7= L,0,1 it/ dT5hy v &— 4: else
ECHO ; 71 ¥ AHRAZ U -l % K s 5 ~oThis 5: SVilj] <L
1: v; «— d; 6: end if
2: for phase s =1 to co do 7: end for
3: Round 1 8: for j =1 to1ldo
4: send v; to all processes 9: D[j] = # of j's in SV
5: receive(MV][ - ]) 10: end for
6: if cured then 0 (D[] >1)
7 BLOCK :vi=4q 1 (D[1] >1t)
8: end if L (otherwise)
9: for j =0to 1 do
10: Clj] =# of j'sin MV
11: end for Algorithm 3 BLOCK
0 ifCloj>n'—1t 1: if destp, > 0 then
12: v = 1 if C[l]>n'—t 2: blocky, [desty,] < true
3: end if

1 otherwise
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16: if cured then
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18: end if

19: for j =1 to1ldo
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21: end for
0 if D[0]>t
22: vi=4¢ 1 if D[1]>t
1 otherwise
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27: end for
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31: if cured in Round 2 then
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33: end if

34: c; < smodn

35: if v; =L or D[v;] <n’ —t then
36: v; = maz (0, ve;)

37: end if

38: end for
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