BRI F=EmEE Vol.60 No.3 849-858 (Mar. 2019)

WebUI O H{£ R EFEIZHED < ToT #ss FIn -1

PR LY AN A AR R ER e AR s

Z{tH 2018%F6A8H, #*§}H 2018F12H4H

B | A 0T #d&r 2 o 72 A N =B REAL - ILHiLO—@ %7285 THED, ToT HEEFOFIHIKN
BLURBRERN, £X2) FAMEOEREEZA V5 — 4y b RSBITA720058 4y NI —2 A%y
CHA B X OB - BB OB EHMT O BB E E o T b RIFSETIE, Web — ¥ AHEET
B kv b= o B E G, WebUL ORI 2 FEICIED W TR IS ToT R0 K A b A MH T 5 F
O EAAA L, JRHA Y PT =27 AF v X DEHF L7 WebUL DA 27 ) — 3y MERIZH LT
7T AEN) T ERITV, LD 10T B30 WebUl lifg 4 &8 7 7 A8 efith 3 4. EBROME, KTk
W&, F—F 23T 2420 WebUI WA — 0 7 5 A 7 \ZEET AMEANCH 5 Z L35 h - 7-.
RFFEIAN—LEOWNL L) S % 1oT HEORIRER LI KOEHEEITH) ) R THME VR .

*—7— K 10T, BeEIOELMN, WebUI, perceptual hash, [ER@HY7 7 A5 v 7

A Method to Find IoT Devices
Based on Image Features of Their WebUI

AKIRA Fusital®  Keisuke UcHIDA?  HIROSHI MORI?
KATSUNARI YOSHIOKAY?  TsuToMU MATSUMOTO3

Received: June 8, 2018, Accepted: December 4, 2018

Abstract: In recent years, cyber-attacks targeting IoT devices are becoming a major threat. A technique of
wide network scanning for investigating the usage and security status of IoT devices and identifying product
names or types of IoT devices are increasingly important. In this research, we aim to construct a method to
efficiently detect IoT devices hosts based on image features of its WebUI, from network devices on which Web
services run. We utilize hierarchical clustering for screenshot images of WebUIs captured by wide network
scanning to find out IoT devices. Our experiment shows that WebUIs of similar IoT devices can be clustered
in to the same group by our method and variety of devices can be identified by manually investigating these

clusters. The proposed method is effective for identification of IoT devices in large network.
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Table 1 Result of the evaluation experiment.
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(3) 376 18
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(6) 34%
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(1S 15%
HRatk 12%
BRIE A 8.83
WRAE B 19.97
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Table 2 Detail of found IoT devices.
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Fig. 2 Distribution of cluster size.
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Fig. 3 Examples of similar IoT devices in the same cluster.
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Fig. 4 FExamples of same IoT devices in different cluster.
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Fig. 5 Hash values matrix of Fig. 4.
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Fig. 6 R, G, B histogram of Fig. 4.
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Fig. 7 Examples of WebUIs which have similar component

with different layout.
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Fig. 8 Hash values matrix of Fig. 7.
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