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Resistance Evaluation of Cyber Attack
for IoT Devices in Smart-Homes
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Abstract: In recent years, home appliances equipped with communication functions such as refrigerators
and speakers have been spreading in most of households. User’ s convenience has been improving with
these appliances connecting to internet. On the other hand, we have so many cyber attacks to IoT devices
continuously. In this paper, we experimented these cyber attacks to IoT devices and we examined effects
brought by these attacks. We constructed a Home-network consisting of 12 IoT devices and conducted vari-
ous experiments on eavesdropping of communication packets, DoS attacks by ICMP / UDP flood and illegal
operation as a cyber attack in a household. We evaluated the resistance in these experiments. As a result, it
was possible to grasp the action command and various sensor values in devices communicating with plaintext.
We confirmed that IoT devices do not have resistance to DoS attacks. In addition, we succeeded in illegal

operation in one IoT device.
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Y=V EREERT, BEIGUTAY—= 74 2DT TV
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DHI, RO &S 7% DoS WEIT & 2 HE 2055 & % WAl
L, BBREEKTTZ4VRY V%175 51, 32HIZ, &
EFHG TR I NG LD IR > 2REMBRABG LY AT A
BEAL, NVIAVRAIT— T4 TR ToT s
LEDEX 2V T+ AEKEITD AEPEZLNS.

4.3 FIEBREDIREE

41T, EEOHEN—Z 2RSS, F—
Ly b= HNOBEVEREI N, —HD ToT Hiz D)
ENRZECE2Z L 2R L. Ko TARETIE, *
DEGENE» S R IEFEIEDIT R 2 D HGEET 5.

RIEBEORGEE I, FEdkL 7287y MZEEZNZ T
WZEET A LA KEE SOAP LIEENS 7o k3
EHWTAERIEZITOZHOHDA Yy =V %IEET HHNE
ZHW5S.

431 JVTL1HKE

41 HOFEBRIZBEVTRA O — RO HM: 2 #ERT 57
DIZFER L 728y M ERFHL, i) LA HETA
EREDNTE LGS 5.

M, WHRE U7z ToT #8513 3.1 Bi TN L 72 BLWEED >
LEXCEENGTONTWEO¥EEY Eay /- by x
1TE@DAY—FT 57 3D2oL Uiz, fiDkRTIX, &
BRBEPES(INTE Y, BENREES LRVEI R
EBEETDI 22D TERWZOEBIRN S/ LT,

BRI EBRTFIEE2 AT ISR T,

(1) 41 HiOEBRTHEL 7Ty DS 5, HIHT—N
25 ToT BESRAHTEE L -BfERS /N7y ha2EE
g

(2) FIE (1) DTy hEF—L2y b =2 ZHERI N
72— bV a Vs ToT HEEHIZIAET 5.

(3) %15#, ToT BEEDSEIE L 72 iR 9 5.

FROTFIETARIEREEETT 5720, ToT HaarEifEd 2
Z ek, REBFIZEBLZ. S>oTCHUBETH-
ThH, BEINEZTY FORAIA— RIRIFFEFTTEI &
WWELTWE EEZ 5N,

4.3.2 SOAP %RV IE#RE

SOAP(Simple Object Access Protocol) &1, 23> a—
2% DLNA (2565 L7257 L E® Bluray 7L —Y —7# ¥
DHAAR ECHET S 707 I ARALEN Ry b —2
EFEUTAY -V EEAEY, EELTHETS-00
BERKND1>TH 5.

Tz, Avk—VBEDZOHIZ, xv bT—2IZERIN
T bR 2 Wit 9 % 72 D EAl & LT SSDP(Simple Service
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% 3 DoS WEDHER
4 e | ;ICMPE'Zﬁtﬁﬁ“Zﬁ?% ) - ;UDPIQ%K)?#@‘K)@J:% )
wiEE  FFl WEHOFE LV R HiER B OF LK
PC FH | 9405627 X HR{ERA[ 8948538 X Mh(EFAT
OFEFVE2 L/ PC M | 1663659 X HR{ERE] 1559392 X {E{ERE
F—bhy=o Raspberry Pi3 T | 1985134 X ffE7n] 1048111 X B(EFA
Raspberry Pi3 #it | 268377 A SoS0MRHET A, fRIEFHE 349343 A KIBIEE L7
PC A 9401179 X HR{ERE 8955315 X (i
@A~v—hry s PC AR | 2255324 X R{ERA] 1928017 X HR{EFRHE
a4 Raspberry Pi3 it | 2120943 A H(Ew[EE, 77 VITRERL | 1967619 X H{ERH
Raspberry Pi3 #Ef | 322073 A {EWHE, 77 UIXKREGRR | 321522 X HRERA
PC G5 | 9062481 X R{ERTE, TF—nHE 0851916 X [RIERE, MEERAORE
BALA By — re #E | 1110248 A FEAGRTTHREIND 1330835 X MERA, =T —0HE
Raspberry Pi3 A#t | 1968020 X {{ETTA] 19010078 X FRIETT
Raspberry Pi3 #Eff | 350185 A SLRRIET 5, {R{ETAEE 257859 O RmEAL
PC A | 10420762 X f{EA] 11834036 X HA{EfH[
DL e M | 2859147 X R 3519808 X fR(ERAl
Raspberry Pi3 Hi#t | 1877915 X {{Efal 0188529 X HBfERT
Raspberry Pi3 #E#t | 257567 X {{ETA[ 401119 X PREFE
PC HH | 9792347 X R 8999856 X {EAHT
s PC A 1375238 X HE{ERW] 0106351 X FRIETA
GAY—FTF 71 _
Raspberry Pi3 H#t | 1955251 X {f{EfRal 1758879 X H{ERT
Raspberry Pi3 #E# | 278313 X {R{ERA[ 200554 X /R
PC B | 8860171 A KIFITMEAE LT 8987228 X HA[EAW
G R~— 75 72 PC HEHL | 1444735 A MR 5%, HRIEATRE 1793401 A SORPBIET SN, MREWEE
Raspberry Pi3 H# | 1902777 A 1{EwHE, =5 —FKTHY 2015606 X [R{ETE
Raspberry Pi3 #Eff | 233555 A SeLRRIET A, fR(ETAEE 370696 O RHmEAL
PC A | 8915854 X fR{EA] 9234061 X MR(EFE, HEEORH LA
= s PC #EW | 2710458 X HER({ERA] 1513952 X fEE{EAE
DA~—F7F 73 . )
Raspberry Pi3 Ff# | 2092590 X HafEwHE 1047832 X HA{EFRA]
Raspberry Pi3 M | 157145 A SoS0MBHET 5%, MREWRHE 244590 X {RIERE

Discovery Protocol) & Xt 2 £fiiAid 5. SSDP Tl
Iy M= 2R INT VW EEELZRET 270, M-
SEARCH & IMEENBHERY J T A MIFELEIP 7 KL A :
239.255.250.250, R— M FH : 1900 ITREL A v £ —
V% UDP CTIYNVFFY AT B, AT, xvy hT—72

ARl 18

&P http://192.168.11.24:49153/setup.xml

UDN uuid:Socket-1_0-221626K01021B2

S4T urn: :service:manufacture:1

~—2URL http://192.168.11.24:49153/setup.xml
H+—ERID urn: :serviceld:manufacture1
H—EAURL http://192.168.11.24:49153/manufacture.xml

CEHINTVWAMOBESBRIIN LAY DFEEEZH S5
NOTIFY ¢MEENBIEEV AT T AN ZEETEHZ &N
bH5.

WENOHMEE UPnP &IFIENS 3 v N7 — 7 18T
510 THUAABERR /Y O /e OB B R 1 AYH H I 8
BETZ3-DDHMATH 5.

XHR 5] Tlk, AR—NTF3TLxw hNU—THAT%
SSDP THH L TW5a. I T, KAEBRTEHR—LZY I
=2 L2 — b8y a v s SSDP M 24T\,
BERIN T2 IoT BHH»PMRHTE 2 0H#ET 5.

SEOFERTIE, / — bXY 32 Ubuntu £ T, UPnP
J—=RE—ETRRTZ72HD GUPnP Sy 7 — [10] &
P\ T SSDP #H %47 - 7=.

MR LT THERE L 0T B0 b@OAY— 7
F73DAMRET B ENTE . Ny —IUAD GUPnP
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2> kO—JLURL http://192.168.11.24:49153/upnp/control/manufacture1
A~ hBERURL http://192.168.11.24:49153/upnp/event/manufacture1
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HILENTES.
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AX—=NTITOEFYEE OF 12T 5L, X2 MNEA
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0ZR o7z ARy IR RI N (KB 6). FkkC, EIRY)
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T2 5 HEEMED D 5.

Github FiZ, REBRIZEHLUZAY— N7 I 72K
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NOMHEZ R L 7z & 2 5, Hid L 7z BinaryState DK
BAZETLZUERHEENT N, ZDT0S 5 LEET
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FITL7E A, REBELITS ZENTER. ZORE
BEZ1TS720I12iE, FA—® LAN o7y F2&EET
LZRERH LN, AVEI—XPRAT— TV EBEAE
WWUTHEBTEFEDPR- Yy EVTIZE DR 1 S E
BB B 5] AL & O RERERITS Z e TE
L1 DERBVPBETHS.
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BEDRRII Lz E 2 6b,. REREORKE LT, 4.1
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175 loT &8 DY 1 N—B M EDFEMZ 1T 5 72D 12
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#26 U ICMP/UDP flood %217 - 72. Z DGR, #IEN
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