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Investigation of Prompting Users to Apply Security Patches by Using
a Psychologic Approach

TAKEAKI TERADA™ MIDORI INABA™

Abstract: The positive activities to promote people doing security-conscious behavior have been performed by the government
and information security agencies, however, there is no end to the security incidents. Wanna Cryptor and its subspecies, which
caused enormous damage to companies and individuals in the world, would have been prevented if the patch program already
provided by Microsoft before the crisis has been applied to their computers. This shows that many users aren't interested in
security-conscious behavior. There are various psychological factors to prevent people from securing their computers for work.
On the other hand, some knowledge and demonstration tests have been reported in recent years. This study adopted the "nudge"
having been used for resolving social problems to the policy to promote employees applying monthly security patches to their
PCs. Results of an experiment show that the policy exhibited the potential to promote applying patches although it didn't reach
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significant effect.
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security patch applied PCs added up by project
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Table 1 The patch applied rate by project in the first month
before the informing mail. The unit of numbers is %, and the
numbers in bold fonts represent that the rate exceeds 25%, 50%,
and 75% for the first time in this month.
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Table 3 The mean and median values of the patch applied rate
by project before and after the informing mail. The numbers in
bold fonts represents the difference by more than 4 points.
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