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Biometrics with the Right to be Forgotten: Micro Biometric
Authentication Using Fingernail Surface
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Abstract: In recent years, the necessity of "right to be forgotten" is frequently discussed from the viewpoint of privacy protection.
Furthermore, since this right was described as "right to erasure" in the general data protection rule of the EU, it attracted worldwide
attention and it is required to have this "right to be forgotten" even in the field of biometric authentication. As one of such
implementations, there is a cancelable biometric authentication which gives a random number to a template. Although it is possible
to protect registered biometric information by this technique, it is impossible to protect up to the leak of physical biometric
information before registration. In this paper, we applied a micro biometric authentication system, which uses a human micro body
part, to the nail to construct a biometric authentication system that satisfies the "right to be forgotten" against physical biometric
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Figure 1: Texture pattern on the fingernail plate

(the black area is a part of mark)
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Figure 2: System overview
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Figure 3: Feature extraction
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left images are before pressed, right images are after
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