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A PIN Input Method with a Crown on a Smartwatch

Abstract: A smartwatch is one of the wearable devices, which are equipped with a small touchscreen and a
CPU, and have become widespread in recent years. Because the smartwatch has some types of input unit and
can communicate with other devices through Bluetooth and so on, some user authentication methods with
smartwatch are proposed and implemented. In this paper, we propose a new PIN input method with a crown
on a smartwatch in order to improve protection against shoulder surfing and convenience. Furthermore, we
develop an application and evaluate the security and usability compared with a general input method with
a touchscreen.
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Fig. 1 Acceptance ratio of shoulder surfing.
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Fig. 4 Erroneous input ratio.

BEZPHE R TERETRIEZ T2 7228, BEANIHR
SERRMEIRFICEE 2 R 2 BEMEN 2D, Bz TSR K
PR E R R & R X S WRECREERER 4TS
ZEDHEETH Y, FEEITIEE HIZT] & B o e kA3
T3,
BE, WENKINLZ 2 EIZOWT, EIZ1HOANIZ
PRBREIC IV BZSEZHRL 220D T EBNHEHEZD
FETHIHL 7. GRS ICHREIAN TS 42§ B Al iz R oD b
EEAIETIINED, REWVETELEEND L 2EDHT
HOASTNIH UHBIDAAREL BB e BEXO6NS. D
WL LT,
o MHEBIZMEREZ2EXBDTIFRL T VA MRS
MEZER5ZETAIOMZRHIAINZNEDIZT B,

o RIVEFDANMWNINEFDATIEY € [HHEEA
DR BDGENHKETDEANNNE =V I —) & HEE
45,



BHRLEFHRERE
IPSJ SIG Technical Report

FEOHENEZOND.

5.2 FUfEHE

432 FiOEBFERIY, FH AT, HASREE
WHREH NI MR PIN A KDALY EF]
EENERLTWEEEZRD. ZNIE—KNZR PIN AN
TIEFESZ LHHZY 1 EDZ Y FIRRINADEMT AN
TEZOIZHL, EEHRACTRREMEIGE U - %EEM Y b
O— 7 DEEEEENBETH DA KREISEELTND e
EZOHND. ZOIZ b, I—YHEANNERFEN: 2 H
BeUT, ACHRERRISERZEHRET D, 740
HLHEDENTNOR T2 /NI VEIZT DAHEENRE X 5
N, WEDOBERHD. ZOXNKL LTIE, 51HTHIT
72 HEDRDB.

— 5T, BPELLEERRIZREARNS BN PIN A
TIZE BRI HAREEVITRL, BIFEURY., F/2, &
GEAL O Y DO —F OREEIBIRGEE UTE X 72 & SITHERK
BN DM TH D Z b, EOWEBME IZBEWTEEE
FHEICEMENECD 283 Bhorz. Z0Zehs, ki
DEANBENPBETENE, AX— YAV FDOI—Y
AR VT ASEHAARETHD L EZLND.

6. F&D

AWFZE T, S RKEm RN 2 HE ULz AY— b
AV FHOFUNI TR AR EZREL 2. BRI
BIJ2 PIND AN % &Y FNRINTITFHT, wmiEsay
A= DOREEEDAZFHWTITRAS HREZRHETLZ
LT, ANROERAEEICRRINTG, F£72 PINODA
NEBICHHE 22 20T, Sl AR
MhHdEHEZILNG., TOZLE2EIHTEH/ZHOIZAY—1
AW FORBET TV —avEERL, —RNA PIN
AN L BRI AN E DILIRERZ 7> 72, ZOFER, ¢
ROZFES AL I U Tl & RS % > Z & A8
FAEIN, AXN— MU AV FHOIASATRE UTESTH
52 &MU

Sigld, WEAKBEMEOISARZMEZEEL, 5.1
HiCRUZWEREOMF TS, £/, 528iTRUA
FMEMEDBUZDOWT, ASIRERE O F#E P RA S RE I
BT 28R A=V DEEIZOVTHRET 5.

ZE X

1] IDC Japan #k X = #:2022 £ EFTHO Y =7 F
TNTNA 20 MREHKWEHEART %2R
%, AT (https://www.idcjapan.co.jp/Press/Current
/201810171 Apr.html) (SH# 2019.2.4).

[2] Bellovin, S.M. and Merritt, M.: Encrypted Key Ex-
change: Password-based Protocols Secure against Dic-
tionary Attacks, Proc. IEEE Computer Society Sympo-
stum on Research in Security and Privacy (SEP ’92),
pp.72-84, IEEE press (1992).

(© 2019 Information Processing Society of Japan

3]

[4]

[6]

[7]

8]

[10]

[11]

[12]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

Vol.2019-10T-44 No.38
2019/3/8

AR, BRI, HATE ZEE: TN VR
DOy 7 RTS8 — 2 FREED 74 MR, E AL
HEZLMREE 3V a—4%F2) 71 (CSEQ),
Vol.2012-CSEC-58, No.41, pp.1-6 (2012).

Matsumoto T.: Human Identification Through Insecure
Channel, Proc. Advances in Cryptology (EUROCRYPT
’91), LNCS 547, pp.409-421, Springer (1991).
Matsumoto, T.: Human-Computer Cryptography: An
Attempt, J. Computer Security, Vol.6, No.3, pp.129—
150, IOS Press (1998).

HIEFFR, SHFEE - EERE VB RS E L E
ANRHARODT E BB T 2 X £ I FRL2RMN
IZDWT, %?"ﬁ%%&@’fn%r\‘nwia Vol.J79-A, No.8,
pp.1352-1359 (1998).

Roth, V., Richter, K. and Freidinger, R.: A PIN-entry
Method Resilient against Shoulder Surfing, Proc. ACM
Conference on Computer and Communications Secu-
rity (CCS 2004), pp.236—245, ACM (2004).

Tan, D.S., Keyani, P. and Czerwinsky, M.: Spy-resistant
Keyboard: More Secure Password Entry on Public
Touch Screen Displays, Proc. Australia conference on
Computer-Human Interaction (OZCHI 2005), pp.1-10,
ACM (2005).

& 4 F : fakePointer:MURFLERIZ L A & RILBIZE
LEBREFTE, HHRAHEZERFHEE, Vol49, No.9,
pp-3051-3061 (2008).

B0, MIREE, NI, ST, FARRI, FhER
]ﬂ%ﬁml‘{‘t% £oa1— "j‘um uE/XTAO)%%tn‘Fﬁﬁ EE?‘
TEHOEIEF M EE, Vol.J97-D, No.12, pp.1770-1784
(2014).

FIFIEH, Eﬁﬂﬁﬂ : CCOHRBIRERE % It U 72 B HT o R
TOMAFREIC B T 2 & RBCEN KT ERORE, Hk
VIREEEES 4/&77/3 2014, pp.501-503 (2014).
HIA, WORHEE « N2 —> iy 7 O E Rk EFE
IZDOWT, BB LEHREFa) 70V ARIYY A (SCIS
2015), 2C1-4 (2015).

FRRTIBS RS, AR « RIS & — oy Zail & R
EFEORE LG, HERLEE 25, Vol.59, No.l,
pp-179-188 (2018).

FRH, W0—8, MEEKER, RMIGEE, e df
S RMMEEZRE DN Z Y F A7) —ViRRIZE T DA
RBAARORE, HBELEREF VT VRITA
(SCIS 2019), 3E4-2 (2019).

Igaki, S., Eguchi, S., Yamagishi, F., Ikeda, H. and In-
agaki, T.: Real-time fingerprint sensor using a holo-
gram, Applied Optics, Vol.31, No.11, pp.1794-1802,
OSA (1992).

Bahuguna, R.D. and Corboline, T.: Prism fingerprint
sensor that uses a holographic optical element, Applied
Optics, Vol.35, No.26, pp.5242-5245, OSA (1996).
Matsumoto, T.: Gummy and Conductive Silicone
Rubber Fingers, Proc. Advances in Cryptology (ASI-
ACRYPT 2002), LNCS 2501, pp.574-576, Springer

(2002).
ER-a—A: =AY A VIZBER!I 3 A — MV
NTEFE TEFANY A, ERFH (X710 V),

A F & <http.//www.sdnkei com/affairs/news/170109
/afr1701090002-n1.html) (ZH 2019.2.4).

& 138 : arrows NX F-02H,

A F G (http://www.fmworld.net /product/phone/f-
02h/) (£ 2019.2.4).

P LYYV Galaxy S8/S8+,

AT (http://www.galaxymobile.jp/galaxy-s8/)

(28 2019.2.4).

Carman, A.: The Galaxy S8’s facial scanner can,



BERLEBF LRI E Vol.2019-10T-44 No.38
2019/3/8
IPSJ SIG Technical Report

unsurprisingly, be tricked with a photo, The Verge,
available from (https://www.theverge.com/2017/3/31
/15136226 /samsung-galaxy-s8-face-scan-security)  (ac-
cessed 2019.2.4).

[22] WAARM : HRRAEMONTMESM (T0 1), ETEHR
WEZRERE, TEFZARY N —JHRIETD
NAA AN 7 A Fa) 71 BIARE 1 MFERRR
T4, pp.53-59 (2003).

(23] A - iR EEAOM S EEME (2D 2), av¥a—
ZxFal) T VRY YA (CSS 2003), pp.187-192
(2003).

(24] WA - HRREEM OIS (2D 3), WS L
WrFa) 71 VKRIY A (SCIS 2004), pp701-706
(2004).

(© 2019 Information Processing Society of Japan 6



