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Detection of malware infected host using
paragraph vector by Doc2vec

TATSUNORI MINAMIY®  SHIGEKI Aoki'®)  Takao MivamoTol:©)

Abstract: APT(Advanced Persistent Threat) attacks has become serious problem in the world. Attackers
infect targeted hosts with malware and remotely control them. The Attackers investigate network to which
the infected hosts belong using their hosts before stealing confidential information. The infected hosts that
operated by the attackers behave differently than before malware infection. Such behaviors are recorded to
network log. Thus, we thought that we can detect different behaviors by learning the network log of before
infection. In this paper, we propose a method to detect malware infected hosts by learning the behaviors
from the network log of the hosts before infection. In this method, we learn behaviors before infection from
firewall log and proxy server log using Doc2vec. Further, we detect malware infected hosts by learning the
vectors using One-Class SVM and detecting outliers.

Keywords: APT attack, Paragraph Vector, Doc2vec, One-class SVM, Natural Language Processing Tech-
nique
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fERE o7z, Zhd Proxy Y—Non 7 LFEEE, FAHEL
BB ZENZTNE SR THAZFEHL TSI D%
M, NI T FTRI MVIBNTZPSTHDEEZOND.
¥V =7 ®D Firewall B 72N IEH 720 27 L FHELL 2\
&, BEDBFELEUVSHETE 2MERNEL 8B LT
Ihb. ZUT, fkfr (3) @ ROC Hifki%, kg (1) &K
iR (2) OfICHECHERL R -2, 2D s, Proxy
Y—nRon s Lk, WmANMEMHEERIZE>TILY
TR U756, TOWANPSERINEIIL T =T D
BEPEFBEEFLLRITNELRWIZY, BEE
BEEUVSHETEIHRNPE b L PHINS.

4.2 C&C DEBETOTILY = 7 BRI RDKR HEER
4.2.1 ERREH

FERTIX, Proxy ¥ — DB 23 2018 £ 10 H 1 H~
2018 4£ 12 H 25 HD, KBRNZKF D HFE A DEE D
JCHEEREEEEERL, 2018 4F 12 H 26 H~2018 4 12
H 28 HOMEFADOT Iz, <7 =7 OEE% L CTIER
LiznZ%BALZBERZ L, MBHALTHWRVWEY
REEN T %, FEHBAORERLAGRICIAIITS I LT
filiL 7z. Firewall B 21X 2018 &£ 5 H 1 H~2018 4£ 12 A
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25 HD, KBHFL KD HGEIHAKDFEF 0 7 TREMH
REMER L, 2018 4F 12 A 26 H~2018 4£ 12 A 28 H DM
TERAOB L, YV 7 OFEHEBL TEKRLZO 7%
FWALERFo s L, [MEFHALTOWRWIER Z#FER 2
%, FEFAOREREBIZANTSLZETHMUZ. £
7= BEHIEN, Proxy ¥ —/"0D 12 & Firewall 1@ 7 CHARK
U7z 2 DD RFERHEED, HI2 2 HEA KT TR 2@
ULzt Z2 <)V = TR AE UTCHELRZ., 22T,
TV T OFEERL TR LB 2L, BEHEN C&C
Y= NERH U TR RICEHIZ T 2 AL, EEE
KEMHALUTHBANOY —NZ2AF vy v 2lAD, B
WARDBHFAENTWRWHIE T A Y NADT 7 A% A
72D, Proxy ¥ —/ "D B 7 & Firewall 1 7 Th 5. EER
&, KIFFAZRZED 102 5 O FHERD@ER 2 T - 7.
Proxy ¥ —/N0D 1 7 TR RIHAR L HE U 72 SR OF5 R
K 21ZRT. F7z, Firewall B 7 CRIBOHE 2T > /-
MRz, £3ITRT. TUT, 2 O0REREED S HE
U7z~ vy = 7 SR O ERE R 2 R 4 1TRT.

4.2.2 ERFEREER

One-Class SVM THEH &Y€ 5HfE%, Proxy ¥ —
NOUTTH 4128 TOR 5 &b, FP BE/KNIZE
50, TP & 2RI E < R TRROBRERHED N A
NR=NRFT A=K~ TH?5 0.0116 \ZF&%E L, Firewall 02
X 4128 TCOX6 £V, Proxy ¥r— "D 1w 7 & @kRIZ TP
EEL R THBERIBEDNA N—NRITA—X vy Thb
0.0011 IZ3%E L CHEERL 7=.

#2 &0, BYEIARD Proxy ¥ — NDJEFIZ K - THRE
R Rz 2 HEL B CHREZR(E &OHIE S N2 FE R
12102 2% 90 BT, &Y D 12 B %2 IEWREHIAR & HR
U7z, F£7-, EF@EETHRKROERZT - 7268, EH
723815 THREIAITIZ 2 HRA Bl TRE L ERRATL 725
BiAIL 102 B 63 BT, %0 D 39 AOHEEHAEZ EH
iR & IELU KM TE 7. Proxy ¥ —/NTIEHE (312
&% 63 BOEHIROBEMAIL, BEMRBLEDINT A —
ATFPBEL 02 LD ICHEZREL7-0, EFELE
BEAEFEBRF/LIBMAILZHENLL R o F A 6N
5. £, BREREFEEZEFNLRUTERP 221260
HBEIHADOBREICH N XHEE2RAET 2L, ThoOXH
2T, EULBEERETE TV 90 & DWARDMRAE M
DOXELIERZ L, 10582 VWHEDO T I DEIHINT
W eWbhot, FDRD, BRAIL KL 12 B OEK
OEFTZNE, <Y o7 OBEED S HIERREET 2T
Mz AREMEDSE 2 51D, Doc2vec X XEERNT T 5T
RZPMVEUTERBET S X2, 2HEO 3 —/N 2T
LTCWZ BRI DO BEEDIEHRDA TR MLV E2HET S, %
DIz, BELBEIZEEND RO HEFED B EEHID ¥
FEILHARTE UL ARWEE, EERBEDNT I TR
I FIVIZEBI U5 75 TR M VIZk B0, B



BHRLEF SRR E
IPSJ SIG Technical Report

£ 2 Proxy ¥ —/30D 1 7T OREYR OMHEK

IEHEAE &R R D[
EH e e e
Proxy B2 | 39/102 | 63/102 | 12/102 | 90/102

*& 3 Firewall 1 2 T DK RK DR HIEL

LA RGN R DB

EH B EH B
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R4 ZOOMETZIT KD EEHERE
EHEE YL R DB
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WEEZRETERPoEEZONS.

£ 3 &0, BYIERD Firewall B 2712 & - THREM H
122 HEA Bf 1 TREREE &OHE S N EmA L 102
B 99 BT, DD 3B OHEBIAKE EH LK L g
MIUZ-. &7, EWEZEECRBOERZIT- -MEH, IE
7208 5 TREIAM AT 2 HBL R T RE iR L
MU IR 102 B 38 BT, XY D 64 BDOHFMA
ZIEHRIEARLIEL ST E 2, IEEZEE2 BE 20
FE U7z 38 BDOHEBIGARD Doc2vec TDEBIHZHWZX
ETEFARNL L, KADOXED T Z DN B2 >
722 Db o7z, Doc2vec TOFEHIZIE, XENDHEE
DEIZE > THFEHKRERBETDIHNERDSD. LIPS
KEBRTIX, RMEP—EDREOBED Z 2 ER LT WD
HETERLU-72D, ETOWMERIZHLUTCHEH—DOFERE
HE LTz, ZD, BT D5 EAMGIT AR\ SCEIT R
LT, BEFEE2RIUTWEARENEZSNS. Z0/M
BHIZDOWTIE, XEOHBIISHLETHEEEL KT
CTCRIRTEBLEZONS.

Fa kb, ZoolET I h S BEHE E2ITo AR
SRIZRZ &, BERMAZEE CHETELZBDZ WV
A3, IEHZE(E % B LU 22RO 21 BT L
ZWHER L I 572, Proxy Y —XOOJ TIXIEHEZRZ D
BNZ L, YUz T ORER TNz zoiciiiTtE
B0, MEMHOR 7% —TE&EBILSETEREDA
BT, VY T OBEORIBENEZMRTE2LEZS
N5, Firewall B 7 TlX, 70021260 THEEEEZH
B, IEH ARG R B L RANT A MRERS T2
EMTELEEZOND.

5. F&o

AT, Proxy ¥—/ 301 2 & Firewall 1 712 Doc2vec
ERWAL T, BEAMTOMANERLL TWD—H DG
U %NS 75 7R WVTEBRLE., ZLT, ThH
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322 eT, YV TREREDENDD 5 K % M
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WAG % SRS TR T ABME T, B A0EAE & A A0l
BLHMANT 2HERDPEL B otz SHOBEELT, o
BODIRNWXETOBFEEEREEET 572012, BT OXH
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