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BEE : SAC2017 TRILK S B RE L 2t & T-15 5 (Giophantus) 1%, REHTEROH/NME%E KD 5 MED
FEREEME 2O WT WS, £72, IELWE R W5, LWE ME & £ 28 L2 EA 2 HAaabELH LY
ME O FHEREEN: % K E 3 41E, Giophantus 1& IND-CPA Z&Th 5. REE, KTHED t=1 OR A
BEEDPIREINTELD, BIETRZNS DURIZMMEDH 585 A —ZPMBRINTH D, B5XY 1
RIFKREVEDD, FREEY 4 ZI3NE ILHE S @ETH 5. ARITIE, IE-LWE FEIZE T 28 LW
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A Distinguish Attack Evaluating at ¢t = 1 for Indeterminate Equation
Scheme based on IE-LWE
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ELTHILT, BV A AREEE XY 1 XDOBKRP, 5
b - HEWIEOENEL 20 OMENDH D, TD7-
O, FUWEHRERE R MEO R R, T &S migic &
i & 75 DMK E 0B E o TV 5.

Z DB DR D 7212, FEBR 25 SAC 2017 THKILIK
5 [2] IXIE-LWE @2 5, LWE [ [12] £ ZHEA %
MAacgbl Bra v VYa—XTHEtERN#ETHL L E
ONBEFHUWEZEA L, X617, UK SIX IE-LWE
IR D PR #EME % (5E 911 IND-CPA 227 GEIFUE UK
BT CHM AR 22 d) REHBRERE AL A5
PG5 (Giophantus) Z#&)¥ L 7z. Giophantus Tl&, p 3%
e LeE Tt/ —1) 258 a8E§5 2 BH%
REFALTWS. IE-LWE [HEIddH 2 5D 531485 [
BTHH, LWE HE [12] OZHABMEFEZ 2 Z &N T
5. RN, Y XD/NS X0 EE O & E M
THIIFEE Y bDOFEX RS0 U ERBULE AT & 5 1
FERS E TN TV,

UL, BILEK S OfRFE, SO TRHHI NS L IH
ROZEHIZH 2% R AT B IND-CPA a2 51
WX XEILNARETH B MRS h T3 [2], [3].
BETIE, TS ORBIZMEDH BB 5587 A —
RAPREINTVS 2], [3]. ZDHLWAT A —X T,
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NFHEEY o AR EXY A ADRKREL > TULE DD, T
BHROV A AD/NS X, WHEEOEEEL LYY hOHE
FIEME L, WE 22 Giophantus D K ERFHTHY, 5
BRI EENS.

ARG TIE, F U VVERE OB v BE 2 & N T O
AATHEMEIZ AT I8, D b, IE-LWE BIEDH L Wik
ERETS. KUK SIZ & 222U Tk, SBAEuK
OB RE, SRREBRRBELR DA INTED, 5
I, R REERHE TR B IR I N6 DD REX
NTW5 [8][9]. LAL, BERIZRIHT 21 7 OREA K E
W7z&, IE-LWE BEDO RN 2 BT B 124> TR,

ZHUzx U, fEFE T, IE-LWE MEICEHN 5 2 1EA
2t =1 2RA%, ZHRXOFRHEILKRIZ XL DE SN BN
FRERAD S, B O T 2B L, TOKTIZET 25K
EARZ NVEE (CVP) 2 22T, SAa0HM %2175
LEDTHD. EFELHBFEORAKELDEWE, H5
HHOLBHERET>TES T, WRIZEN D KT DR
1%, Giophantus O#EBENNT A — X2 LT 6 TLH»%L,
EIZ CVP 2 7V TV XL 2EMA U THRIR I S KE
EITDZENTERHRTHD. 6.7, AFHEBEERIZLD,
BEFDORABENR O TE SR L EZH5ND/8T A —=RITK
UTH, RIS DHDOBAZITI ZEMNTES, LWVWHE
BiEEE oz

ATOBBIILATDO L B THhD. 2 HiTARD HEE
EHL, SHITHENROEESEZE A5 D A THELME
RN 5. 4HiTIE-LWE 2 H\\WBES AR L st
TOMGTFREEZRL, SHITHAZLRKEZRETS. 61
TH-RREOEBRMERZRL, THITELDEBRRS,

2. #E{F

AR CHATSHEEERT L. p 2R, Z 2 BBURE
5. R, =Z,[t]/(t"—1) LEHEL R, ZREDH {0, 1-1}
DHIPAITH D IRE D n—1 FTTHD, £H R, DHNE
BLEHET D, S5 2EBHHEAE

A(l‘,y) = Z ai,jl‘iyj
(i,7)€T A
YEETH. ZITT, 2 SEAOTOEH TR VKR
iy DIRBOMEEETS. 2O, %, 2HN A DX
& AR TIKIER.

2.1 KHENEES

I CRAMETHENRL RS> TWAIETD FIZR >
TWVWAREHAE SIZOVWTIERS.
Definition 1 (Rt 2 > 3 VRIE[2]). X(z,y,t) = 0 MK
K LofR#himE 28, KK EDONTA—-RFRI N
MR, (z,9,t) = (up(t),uy(t),t) ZHOFZMEEDOZ L%,
X Eoktvrva v vilj@EE WS,
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oy a V3R K| LOREAER X (2,y) = 0 DfiE
EUTHERDIENTE, AT p 2R BELTEF, LD
FEFRA X (z,y,t) =0 DRDODIZ, F, [t] EORES#E
R X(z,y) =0 FEL. myre, X & Fplt] LD 2 EHLIH
KT, TNETNELX, BB, W53 (ug(t),uy(t)) % i
WWHEDAREARRNE T 5 HE VY PV ARBEIER S
UFRD &SI EXRIESHT 5.

c(x,y) = m(z,y) + X(z,y)r(z, y).

2.2 IE-LWE &8

AZETIX IE-LWE BREIZ DWW TR RS,

o 3r./R, : AN, ® R, LD 2EBELHANDES
o Jry, /R BADx, ® R, LD 2 L£BLZHADES
LERTD.

F, EOZIAT, REOHMZ 015 -1 DEDEY
A RIDEERE WD, ¥4 X OX¥aHEEGALLHERN
DELEELTODLIICEHET 5.

x(FX7l)/RP =
{X € Brx /Ryl Fua(t),uy(t) € Ry, X(uq(t), uy(t)) = 0}.

AL D Z
(an) € FX: (070) € Fr

kil TS HERES X(Dx,1)/Ry, Sr,/Rps Srx /R D5
ZoNe & LAFD & 512 IE-LWE O 2346384 e % &
#95.

Definition 2 (IE-LWE [i#). Ux,Tx &2 Z W Z N T D
FoizEL<.

UX :f(rx,l)/Rp X%FXT/RP,
Tx ={(X,Xr+e)|X € X(I'x,l)/Rp,7 € 51, /Ry,
eeng,‘/Rl}-

Z D, IE-LWE [ 2135 2 5 7= HEHADMD, noisy’
BREHEXNDEES Tx &, 8L Ux —Tx DEL 505 EHR
Iz RATEMETHS. Tx X Ux DEDELT
»H5.

2.3 H/MEREE
ZIHR u = (ux(t), uy () (€ (Zy[t]/(t" —1))2) 2 FD
Loz EL.

n—1 n—1
ug(t) = > ot uy(t) =Y Bit!
=0 =0
ZDWRu D/ IVLEL RO LD IZERT 5.

Norm(u) = maz{c;, B € Z) | 0<i<n-—1}.
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BUNMAREZ AT DO LS ITEHT 5.
Definition 3 (B/NEME). X(z,y) = 0 =2 #RER
Zo[t)/(t" — 1) EOREHERE T2 L, B/AD VL
RO (z,y) = (ug(t),uy(t)) 2RO 2 EEZ X £
BUNMERE &S

Z OMEIE degX > 2 DR, IEHRIE 2D TUAUE T-#E#Y
EZTOEEHEHAUMS ZLIFTE R,

3. MLUEKLODIREESEZNICHTIERE
e

Z DI TIEHETH Tl R - REAE R S O&E > v Tk
HEDOERB UMLK S DREHR 2D HRITHT 58
FREEENT 5.

3.1 IE-LWE %#FIfA L/-REmEES
Z 2T 2017 SRR & DMRE L 72 IE-LWE % FIH
LERERBRBEEIZOWTHERS, [ 2 < p &l T
BEgeL, 2 ={0---p—1}, 2 ={0---1 -1} LEHT
5. THITX &r ORI EZNETN we,w, ERT L p
WETAUTORRRE T HENDH 5.

11 =1) - (n(l = 1))xTr, e

p>#lx, -

o AR
MEREZDUTOLSIZERT. 2F0, RRMPSITVRLA
IR A EVZNS RRIZROAREHER X (2,y) =0
ZHERT 5.

w: (2,y) = (ua(t), uy (1)), ua(t), uy (t) € Ry,

deg uy(t) =deguy(t) =n—1TIl<K<pTHDHI &»
5 uBNSBRIREND . REBIZNS 72 u 2 RIZE D
REARR X(2,y) =0 THB. X(x,y) FATDLD
IR

X(z,y) = Z ai;z'y’ a;; € Ry.

(1,5)€T x

SEX M % ZIHA m(t) € Ry DRBUTHAAL.
Z v R LB HA r(z,y) € Fr, /R, ZIES.
noise DZIHA e(x,y) € Fx, /R ZES.

)
)
)
) S LN c(2,y) ZATDO & S IR T 5.

(1

(2

(3

(4
C(l‘,y) = m(t) + X(:c,y)r(x,y) +1- e(x,y).

o 5

(1) /NS u ZRAT D
m(t) +1- e(u).

clu) =
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p 2 IH (1) OFMEEHEZEIEmE) +1-e(u) €
ZIH]/(t" — 1) DREE 2} OREDMETH .
(2) c(u)(mod 1) =m(t) LU Tm(t) & c(u) P SHELD
HF. c(u) 12 Z[) OBHEEEAD I L HHED.
(3) SE3X M % m(t) DR SEL D KT
PUEARILE S AL U 7= A E R Z R U 72 2B #E
BEARNTHS., MLUKSIZZ SIS AR T 2 KWE
BIBATWVWD., ZNSIZDOWTLANTIRANS.,

3.2 BEAHKE

ZEAOM (X, Y) G2 6N & RKIZY = Xr+e%
W7z r e Jr, /Ry, & e € Jry, /R BROPNE, (X,Y)
BHEE Tx oYy TV v rdhizeiliilcEs. £EN
r&e ’E%O 7‘5#&)6:%?@7@%&%%25 MIE R
EAED 7201 2iyd OFREEIIKT 5. DF b IR OBER

Z d,-j:riyj—( Z aijxiyj) ( Z rijxiyj)

(1,9)€T x,, (i,5)€lx (4,4)€Tr

*‘( > eww%ﬂ)
(i’j)er)ﬁ‘

EHWS. ry & ey ZENEN Ry-valued & Ri-valued
DEMTHS. degX =degr = 1 DR %2HE R 5. £ THN
X,re,Y ZUTD LD I1zEL.

X(z,y) = a10x + ao1y + ago,

r(z,

y) =
e(z,y) = e207” + €117y + €2 + €107 + €01y + €go,
y) =

Y(a,

EoHEALD

= 1102 + T01Y + 700,

= door? + di12y + dog + d1ow + dory + doo-

X(z,y)r(z,y) = aror107” + (a10701 + a01710)TY + a01m01y>+

(@10700 + @0o710)Z + (@01700 + Go0T01)Y + G00T00

L BDT, MBI ZATOLS12/H5.

aiorio + €20 = dao, (2)

aioro1 + ao1r10 + €11 = diz, 3)
ao17o1 + €02 = doz, (4)

a10Too + ago + €10 = dio, (5)
ap1700 + agoTo1 + eo1 = dor, (6)
aooToo + €oo = doo- (7)

Ri-valued @ e;; D &S NP ROM o728 & (X,Y) &
Tx DBEHRLIND. ZHN e ITT 52 HERKEZ #EF
B 7N #T x, EEAT ORMZ 7T BENH 5.
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(1= D) H#Dx, > 2%,

EZEFxFaUT 4N A-RTHE. RIZINS TR e 2 R
DI B 12D FHERIRE 2 T 5. a0 ZIRD L DI
x7.

ajp = a(lo)t” R

10, d29 € Rp, eon € Ry £3) ap R L & HIZFRL-EE
a10T10 + €20 = dog WEEAFD & S WZRTZEMNTES.

a;{))l asg; (10) a(()w) T(()w)

o0 ol oy | [

10 10 10 10

% allh e alf el S

S #10)

a(()m) aﬁi’i aém) agm) rg_o%
10 10
el ) d)
10 10
e dy%)
6gw) dgm)
6(()10) d(()lo)

Lo THEAD—2H 2) BUTD LS ITEHELSZ EMT
5.

A1oT10 + €20 = dao.

FOEXOLELIZER EOWTE2IES -0
MV goo ZIMZATUTO SRR ZES.

Iz, BN

A1oT10 + €20 + pg20 = dao.

L, BEMKT L= (Ao pl,) 2FEZX 5. v 7% dypo ITHD
FEWLDRZ ML ETEE, vERDITBIENTERE
v —do ZEHETBI LT deq 2RO ONB LHIET
&%. D% Y IE-LWE MEI3%TF LD CVP IZIRETE %
EWVWHZEThHhD. ZORBITLABKE LIS,

3.3 t=1 OIFOFMHKE
AREITIED Z/87 A— 2T, BERECBEN AR S

DR TOMANATRENE 2B D Z & AT & B MR ERIZ D0

TikRB., YA X DLZHATAEHRADETH B H D

ERESHERONS R ERT .

()t = 1OKEFZZ0DT, F, EorEHER
X(z,y, ):O’a’:%ié.

(2) BEHEREZTV, F, 128132 X(z,y,1) =0 D/
@N0<%ﬂ%<nw—n)%%075 D &S MR
DIFFEE, X (up(1),u.(1),1) =0 XV {RIFEIN D, FE
B, BN LLTO LS icRkI N5,
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(uy, uy) = (ugz(1),uy(1)).
MBREIEUTO LS IZRINLEETBH L
E:a# E:m#

fif (ul,ul) DENEFNDMHED EFIIIRD & 51275,

€’ Yy

(us(t), uy(t)) =

- n—1
0 < uy,uy, < max Zai, Zﬁz) <n(l-1).

Z DWFRNME (uly, uy) FEATFOZDDSIETR DT %
ZEeNTES.
o n2(I-1)? fHDEETRTAREARNIMAALTAS.
o A n(l—1) 1, —ZHAHREXEMEL.
(3)b = 1 &L, FXIF c(z,y,t) = mp(t) +
X(z,y, t)r(z,y,t) + 1 - e(z,y,t) SIS
DT (u,u) ZRALT

Uy Uy )
c(uly, uy, 1) =
ZEHRT 5.

(4) mp(1) +1-e(u, uy, 1) =
tfd\%) mb(l) n+ﬁ—§—5

(5) mo(1) # m1(1) mod | DEEMAED KT, mp(1) mod I A
L5b=00b=12%X}jlT5.

PAED 5 AT v 7 CHEIZMR S 15 25 ,my(1)mod | 23
"Fonsizix

mp(1) +1-e(ul,,ul, 1) mod I

x) Yo

mp(1) mod 1

p > maz{c(uy, u,, 1) | 0 <, uy, <n(l—1)}

xr Ty

ZiiT- S RERD Y, c(ul,, uly, 1) X

ety uy, 1) = m(1) +1- e(uy, uj,)
=m(l)+1- Y ey(1)(uy) (u,)
(i-)€T
THH,THIC

0<m(1),e;(1) <n(l—1)

THE06,plk

p > maz{c(uy, uy, 1) | 0 < wup,uy <n(l—1)}

=n(l—1)+1- >  (n(l—1)*H
(i-)€T.
dX+dr

=n(l—1)+1- Y (k+1)(nl-1)*

k=0
BT HEND D, KUK S ISR EDOERE T\,
Z DR, REHERNESH IND-CPA LM 237
DITIX, np WD EHEERE-TMETHELENDHY, K
K S n =1201,1733,2267 D=2D/NF A =R 5 1F
IND-CPA Z&TH b kRT3,
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4. t=1 DEFORARHBIKE
ARHITIXETHI T U 72 3EMBCE & FRRIC ¢ = 1 Z20A
U7z EDQWBEHZITIRET . NTA—RIT1E2MRA
+ 25013, Ring-LWE % PLWE (254 2 5% [6][7] & L
TREINTWS. HifiOMIPARBIBE & FAIZIT O &
SITHIE AR ZES.
aiorio + €20 = dao,
a10701 + ao1m10 + €11 = di1,
ap17o1 + €02 = do2,
a1oroo + agor10 + €10 = dio,
ap1moo + aooTo1 + €01 = do1,
agoroo + €00 = doo-
ERD a;j,rij,€5,di; 1FTRTEDn—1IRATEEZ N
TED, t=12RALZDORDIHEE ;1] DL DITRT

&35, SoIEREOIRAL T 57201 EXTARTO

ato[1]710[1] + e20[1] + ghao = dao[1],

ao[1roi[l] + ao1[1)r10[1] + e11[1] + gh11 = di1[1],

Jro1[1 1] 4 ghor = doz[1

a1o[1]roo[1] + aoo[1]r10[l] + €10[1] + qhio = dio[1],

ap1[1]roo[1] + aoo[1]ro1[1] + eo1[1] + qhor = do1[1],
Jrool ] [

] [ ]
] [ ]
] + €02 B
] [ ]
] [ ]
] [ ]

ago[1]roo[1] + eool1] + qhoo = doo[1],

ESIAIRAET B L (1] 1A

10
701
a9 O 0O p 00 0 0 O
700
a1 apg O O p 0 0 O O L
0 ai 0 00 p 00 0 h”
ao 0 aw 0 0 0 p 0 0 h”
0 aw a1 0 0 0 0 p O h”
0 0 ap 0 0 0 0 0 p 10
ho1
hoo
€20 dag
el dyq
N do2
€10 dyo
eo1 doy
€00 doo

YEINB. EoT0< eij[l] < n(l—1) NS W,
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ap 0 p 00 0 0 O
aor @10 0 p 00 0O
0 am 00 p 00O
ago 0 apo O O O p O O
0 apw a1 0 0O O O p O
0 0 ao 0 0 0O O O p

D H T (dog dir doz dio dor doo)t 1T E BTN AR
RV EEHDFBZZIERTENEZTORY ML
B 5 (doo dii dos dio dor doo)T BB Z 2T kD
(e20 €11 €02 €10 €o1 €po)T BB I EMTEDLLEZS
nNad. 2ELEERZ MVHEBEIZFETE L. CVP 21
WAER, S A XDTRTOBED I nx (1-1) A FiZi-
%, £0 (X,Y) Oflid IE-LWE instance TH % & ¥
ETD.

5. EHEMEEER

AEITI, BIHITHBR A7z RAGABERIZ DWW T OFHEHSE
BRIZOWTHRET 5. EROTFEE2 LTI, £7 IE-LWE
instance TH 5 X, Y #H SV 7L, TDH )i
WEZ1T5 Z &1 & - T IE-LWE instance 7 & 5 ¥l
5., FIURLR(X)Y) ORIV IL,
ZDY Y TIIZKEE T\, IE-LWE instanse & |l LT
LEDBRWIESIDEZRIET 5. £2 T, #ReLT
nx (I—1) DN BRERROh - -GHERKEL, £5T
IRWNGERYIE LT\ 5.

AREBRTI, =4 DF D ER (up(t),u,(t) DREIZ
0753 THY, KEOHATEEIL 100000 EITHS. FHE
BB 2 DL RITR T,

e CPU: Intel(R)XeonCPU E7-4830 v4@2.00GHz
e RAM: 3TB

e OS: Ubuntu 10.04.5 LTS

o 7125 IV 55 magma [5]

% 1 IE-LWE instance (259 %55 %

k n p BRI | B | BB OEIRER (s)
143 | 1201 | 467424413 100000 1 0.32235
207 | 1733 | 973190461 100000 1 0.61882

£ 2 VX L7 sample(X,Y) KT %K%

k| n p SR | BRINEE | GRS ORE | BRI (s)
143 | 1201 | 467424413 | 130 99870 0.0013 0.22551
207 | 1733 | 973190461 | 151 99849 0.00151 0.43368

UEDEBRERIPSOEF 2V TFANRNTRA—EANE =
143,207 DWTNDHATH>TH, BWERT/ 1 X%
RKDBZENTER., 2FE0, ZOD0ZHEAOM (X,Y)
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MNEZ 6N ERTOREFIEIZE > T, ZOMAIE-
LWE instance TH 20 E 3 0BT B I LN TE, 5
IZ Giophantus @ IND-CPA Z& W25 hTE b L
EZohb.

6. &

IR S DHRE U 7z, RE SRR DRE DB/ Mg % Kb %
A D FHE NN 12 5D < i 8705 5 D gl (Giophantus)
i&, IE-LWE [SFEO N #EME 2 {KE 3 1 iE, IND-CPA 42T
HBIEIRINT VWD, Kif5ETld IE-LWE RIEIZ ¢
LWt =10ORAFBIKEEZIT-> 7. BREFIETI,
IE-LWE MRBEIZEN D E Bt 12 1 2RATBZ &2k D,
FERIRPOTOR TRIBEIZRE L TH D, mER2 MLV
BRI E > THHDHBNZIT>TWB. IETDIX
TRNINWZ LIk, BEICKHBEETI LN TE, £
TR BEWEDP A DONRAREE AT E B85 A — XK
LTHEHEMTH S &2 ERMIZHED? D72, SCIS2019 T
L S AR U7z IB-LWE % R U 72055 5 U IEARF
DREFHEORBIIHII L Bbhd., £oT, 5%
OHEEL UTH-RESHRICH U TH T 2 KB 2K
FLTwL.

BE AL O —E X JSPS B E E & C
(JP15K00183), JSPS Bl #ff & # F B(JP17K184500)
Microsoft Research Asia D ILFEINFZEE, Bl iz MR
(JST) @ CREST(JPMJCR1404) & [E BSR} 22 Hi i b 11 &
BEHEE (HA—BBMARR) , KT SCRRIEE O
WMEAMAMEBERD 72O DEBEBEEF XY MV — Ik HE
E - Mg e M2 - EEAEREERE A Y h -2 X5
2SR DAL 30 4EE TSociety 5.0 BB SEHLA
XBEHE OPSEZITITVWET.
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