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Malware Classification Using the Call Logs of an API
for Getting Function Addresses

YuTro MAEDA! YOSHIHIRO Ovamal

Abstract: In this paper, we propose a method to classify malware using the logs of LdrGetProcedureAddress
calls included in the result of malware dynamic analysis. LdrGetProcedureAddress is an API for resolving
function addresses dynamically. Collecting the function names given as an argument of the API, the method
can collect the information on the function calls that were not intercepted in dynamic analysis. It then
classifies malware using machine learning (Random Forest, XGBoost and Light GBM) based on the collected
information. We applied the method to the dynamic analysis result included in the FFRI Dataset 2017,
and compared the classification ability with a classification method using the APIs from static analysis and
another method using the APIs from dynamic analysis.
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