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A Visualization Method for Understanding the Effect of Intrusion
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Abstract : This research proposes a method for understanding the effect of TOMOYO Linux to intrusion detection with the aid of
the visualization image written in the programming language called the Processing 3.  In the proposed method, ~we use a PoC
program for a vulnerability that allows local attackers to execute kernel memory corruption and privilege escalation
simultaneously, so as to define a progress status of the experimental attack in %, along with a virtual threat model based on
the cyber kill chain.  In the experiment, we selected frequently used commands from 4 different directories such as /sbin,  to
investigate the number of executable commands between when TOMOYO Linux is in disabled mode and enforcing mode at each
status of the experimental attack. The result of the experiment shows that 129 commands were successfully protected from
attackers by TOMOYO Linux when the status of the attack progressed to the next level and we manually visualized the results in
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Processing 3. We find improving the evaluation of the visualized image to be the future work.
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Figure 1 list of the selected commands
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Figure 2 Layout of the visualization image
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