THBALEL A E

IPSJ SIG Technical Report

USBEFxal)T«ICBET 5 ) RVHEFEICEHT HEE

PALBEEAT  gaoRHE S RS ATEE BT AR E T R E IR

BE 77— 2000 BY CEBOBERIC, PC O~ A 2y, 10T #dho USB H— b &M T 2H21IL < 02—
—IC Lo TARPOTIHET DD EEZLND. USB X2 U 7 1 ICBT 2 B HITHBIC I T DIHER A 7 1 772
ERBMUTHASIND LRV S2OH2 DD, HiiZHd USB WENLER LD THL0E D MRES 5 HikE
(CBIT DRERIRIIAAET 28, RIZZBL TV D LI 2 RVOBEETH L. ARTIE, USBA— Mo sh
72 USB R DA TV 7 —=F 2ffMi 95 2 & THERT —Z 251 USB 2T 2 FIEIC OV THELEEIT).

F—J—F:USB, t¥x=VUT ¢, B
Consideration on Risk Estimation for USB Security

KAITO SUZUKI?  MASAHIRO TANAKAT™
TAKESHI MATSUDA™  MICHIO SONODAT?

KAITO NISHIYAMAT?
YUICHIRO MURATAT?

Abstract: It may be said that there are many opportunities to use PCs, microcomputers, USB ports of loT products when
exchanging data and connecting equipment. A lot of information on USB security are shared through organizational training and
media. In addition, there exist conventional studies on how to check whether USB products are safe. However, many pepoples do
not have software or devices that can check the safety of USB. This paper considers a method to detect USB including malicious
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data by analyzing binary data of USB device connected to USB port.
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BELA~DT S ZADPHFRLHE D USB AR— Ma &, kix /e d
DERETSHZENTES. USB AE Y R USB BHEHLE,
FATIEDOEX 27 472U A7 L LTIE, USB A€
U0y o T &GP0 Bad USB 72 EN T b,
USB AE VI AT =T REENTNDINE I NT VT U
S4VAY T NTRET D ZLIEARETIES 2 LoD, USB
A& USB AR — MCHRA L72BS T, LT g PC T
NARIBF BN 2 TG EOEX 2 VT 1 OREE
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Pl T 4= Ry 7 &RT L E2ERTHHEERREL
TW5. SCHER[2]TlE, USB 7 /351 2 ORERIE H & M7 L C
TR USB 7 /3 A &M - W35 USB N7 2L L T
W5, RBFFEIL, USB A £ U REFOFERFRST —4 &
BT T 7 ANIEENDT AX—LFHN I+ 5 2 &
T, AERERST — X5 & USB AEY (LT, AEh
B AT USB &1 9) 2T 5 FIEIZ OV TR 5.
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USB AEVIZIE, AEVIZEENRTND T 7 A LDIEH
DOIZH, EDOUSB AE Y Z/E L athofidgie £ £ <
DEBRPEENTVD., ZDX 5T —F 2REIICER
LT USB AEY DEREZFITHZ LT, USBAEY &
FHAT YA ZERBIEDLLENTEDLEEZLND.
ABFFETIX, USB AU DAL FUIFRIZEEND D
HEHEHND Z LT, AERGEREET USB AEY Z A
T —FEERETS. H1DOLHIZ, USBAEIDH
T ANERNT D L, BxRXFIINEFENTND D
LR TE S,

BIFFRTIE, ZOX I R2LFHOF NI GEE R T A
F—NFIOHIERTH LT, AERIEHREZET USB
AEY EBRINT D FIEICOW TR 5.
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Figure 1 Example of dump file.

M1 ITAEREREZEZTUSBAEIDE LT 77 A LD
—WTHDH. T—XIEEND 16 EHOT —% b H AR
WTHDHEZZXDLADN, RFRTIE, ¥ 7774012
GENDT AR —LFINCERTS.

BT Ty ANMIEENDLT AX—LFFNORHE L
T, @ (T vy b~—2) ZHEL LEXFIINGFET D &
ZHERTEDL. M2IZK1IDUSBARY DX T T 7 A )b
WEENBOIEE AT A —CFH|DO— % 77

.data
.rsrc
.reloc

SVWAUH

8 (t

8 (t
WAUAVAWH
SVIH
SUVWATH

B2 X777 ANVCEENDT AF—FHO—H
Figure 2 Part of the ASCII character string
included in dump file.

—J, M3IZREHDUSB AT DX LT 7 7 A4 LDIFH
Ths.

X 3 RFEFAUSB DX 7 7 A
LFHN D—EB
Part of ASCII character string

EENDT AF—

Figure 3
included in unused USB dump file

X 2, 3%k THE, HEREREET USB ATV D
AT T ANIEENDT A —LTFHNORFKE LT

CRXFDTILI 7Ry FXFF|
Q7 LT 7 Ny b OREREES N D78 D XFS
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EWVIOITERDLONRE RoND Z EBbhb.
L7=NoT, ABFZETIL, Z0OL) RS E2RNT, AE
R EFFOUSB AE Y ZMRATE 5008 95 ol HEICHE
L7z.
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K2 DUSB A€ LITRRDEEREHREET USB A€
VEBEHOUSB AT ZENEN1IDTHOHEL, b
DHETT 7 A IVEMNTTH LT, METHENLEASE
72 AE B Te USB AE Y ORENRENTH DN E I i~
5.

BHAY ML
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JZEEND@N S hEE D 3CFH| 0, QLIKED 475 8o X5

B & T 2 H K2 200 fEHEH LT 200 IRT_7 b v A AR
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SEETIL, AEREREEL USBOrLARKINDRY b
IV,

| $HH VWAUAVAWH 1§ H d$hE3

DX DR LTFHINEEN, EFRUSBMLAERIND Y
r V2,

USBSy  Z-d USBCz ~ USBSz  USBC{

DX BRILFINNEEND.

FET—4:
HEREHREZETUSBNLAER LTZ~RT MLOESE ME,
EFRUSBOGAR LAY MOz NEE LT, L
ToF—4%y 3BT —2 L LTHELE.

learning data 1 : (M, N) = (7, 7)
learning data 2 : (M, N) = (14, 14)
learning data 3 : (M, N) = (88, 14)

TRALT—4:

2 — B % Microsoft @ Azure [ZHE SLTW5 SV T
FHEL, UFTOT R MTF—% THRAERELIT 2. FHT
— X &R LTZUSB & 13572 5 USB & IV TAER L TV 5.
test data 1 : (M, N) = (2, 1), learning data 1 CTH%¥
test data 2 : (M, N) = (2, 4), learning data 2 TH¥H

test data 3 : (M, N) = (17, 3), learning data 3 T
EEIE

BRANEERER

test data 1: ¥H 5 H 100%H %0

test data 2 : A% 100%, 1E& 75%Fi%En

test data 3 : A% 100%, IE% 0%z (oFv, &2TH



THBALEL A E
IPSJ SIG Technical Report

& L)

learning data 2, 3 DT —X & FDdSy & test data 2,
3 OFERND, SW THEEHEZDNERLS 72720120, EF
USB DR DOZEE NI SAMMBETHDLAREMENEZ BN
5.

5. BRESEDEE

AR TIE, BEREREZEZLUSBAEY DX T T 7
A NHEED 1T OOEMIZ OV TR L.
R, TOX)RRFIZIEF R USB AEVICHLEEN D8
= HETINEND LD, 5%IEFESSADT —
HNEEFER LN D, AEREREET USB AT 28K
AT AEIET L OREIZOWTRF L, BERBROR
MAEEHBIZFEE LN USB AEY OfEREELTF =~ v 7

TBT A AOHRBEZED TN ZERSBRORETHS.
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