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Abstract: Distributed ledger technology that realizes cryptocurrency and smart contract without depending
on centralized organizations has received attention in recent years. In order for the distributed ledger tech-
nology to become popular as a secure and reliable social infrastructure in the future, it is necessary to have
three characteristics: transaction soundness, decentralized credential management, and distributed authority.
However, any practically operated distributed ledger do not have these three characteristics, and it is still
difficult to manage secure and reliable ledgers without a trusted third party. Therefore, for satisfying the
characteristics, we propose Human Trusted Distributed Ledger (HTDL), which creates and approves trans-
actions with secret information that is indivisible to users. Moreover, we define the HTDL’s requirements for
realizing secure and reliable distributed ledger. For the practical construction of the HTDL, we propose a
HTDL construction method which utilizes fuzzy signature which can generate a digital signature from user’s
biometric feature and a consensus method based on a directed acyclic graph, and show that the construction
meets HTDL’s requirements.
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Table 1 Calculation procedures of cumulative weights in each method.
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BLOFMT 72 a VKD Step2 LT O AT v

TCEEMRZZTVIT) ALTH5.

(N /A 2457
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L PoP L[EERIZ, B B2 D FTF o H 7 2 g
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RS P

Step2’ I YW L3 v SEEN/REEICKRE L

2T a IS AR EE TN T L.

FREMEOEH L, Tangle 2B 2 HH HEICRD

D, TREOMMIZHED XFTS .

Step2-1" REMEDFHEGLDO N T V7 v a v
FEEND L EMENICART S NI vy
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WDEL % e T A Lazy signature [24] 12250
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=DM UF s T a rEERNAGR L CTREEMEL L
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RETAH., MLV, VT UyHFray As ORFEMEL

(a), (b) LHETHE, 16, 47205 1LIZMP LTV 5,
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HTHAH72H, TORTREBMWMEIRKKDO T ¥
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WLy, A= \hrFERmEzr A S5 EPT

7% < 7%V, Tangle, PoP X U ¥ AKFEMERR D5 A4
HETEEEOREVIMEGIIRPER SN E VR S,
Tangle T, HEFIRICAIE T o7 23 U ITEN
HZlEBIETAZEEBWIC ) YA RO LR E
ALTWid), HEDNT V7Y a v ORBIEIL,
KRBICE L 2RI E BT 5. PoP, PoB Tld, Fuzzy
signature 3B AT 5 Z L2 &Y, ERERO ATMEERAK
REFEMENEZY) V-2 LTHWS, ZRIZED,
BAEOa Y ATV T) XL LY SRS AR

R, BHEEOEVY AT LANERTE L.

5. &

RETE, BIFFEB L0V 4 mCIRE L /2R 25, HTDL
DEMNE W THEPZFMT 5 & & 512, HTDL oA
WX DI ET AREICOWTEET A,

5.1 HTDL OEHICXT 55

SERRIREAN I, N Wy v a VR (MRS
B Larver R 20k VR ENL D, FhER
DHARITH LT HTDL O Z4: % 5Fli L 72, SEliAE R %
=2 1IRT.

T WERE R, AEEEY - 0EET SRR
HETHEHTLETVCTHY, 211 HTRLAEHLTA
DI b5, (1-1)~(1-5) Z/RT. F— "FEHIL, WEHET
b= NETEHRTLETILVCTHY, 211 HTRLAEH
FRDI B, (2-1)~(2-3) #R"T. bTUHFT T a AR
IZ Fuzzy signature & V> 235613, FRHE & AR —
NOEZIZHRAFET, T —FOEREHRZ B ICHUS L
THZE#E LTHWS,

72, averyRELTE, REHLZTLVIT) XL E
LT, PoW, PoS, PoA, PoH, Tangle (2%, 4.3 fiT
E L7 PoP, PoB % MBI R LT 5.

R1) P 7 ¥ %7 ¥ a YEEWEIIOWTIE, EREIE,

K2 MIUHrTarAERET Yy AOMEEITNT S HTDL BFFFMmHE R
Table 2 HTDL requirement satisfaction.

FIUW I a v AR | a3y A

R1) b7 U7 v a et

R2) TTP A% R3) 7 Hem

I— R PoW X
PoS
PoA
PoH
Tangle
= AR PoW
PoS
PoA
PoH
Tangle
Fuzzy signature PoP
PoB

OO X X X X X X X X X

X

OO X X X X X0O0O00OOO

OO X O X X X X0OX X
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TW2IGEE, FIHERDREE L) b ARGEHER DM 2T
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KIEL TV AEAEIE, S5IKEEROM L DHEETH 5

LL, Ot L7.

#2 X0, REFEDIOMAEETIE, HTDL D%
FTRTHTDDFEL RV, XL T, /BELE
Fuzzy signature & PoP, PoB (230  F\ 0 B/ 5HillikE
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R1-1) 7L 7> 2 v ILDRMEM Fuzzy signature [2£D
ChNT YWy Y a VERTIE, - orkERE 2
LTy xy Ve LTHWS, 27y vv e LTI
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T52LR, ERL—FOERERE FE2 2 WBBE
PEBL—FOBEXELBET S L IINETH 5.

R2) TTP AE Fuzzy signature (O M7 U7 23
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boH., -E2E, BRTHNE, FREIrOLIETE
DT, 1 N10/8F =Y ZRFFFT LI LN TEDH. 2D
HBeTh, 1 Noa—-—FR3ESPO NI F s v a vk
OEFEFTLPARTE Lz, BEMEO FRIZK
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L5,

52.1 b2 H72a BREEICHTIRAES/MMMAZA
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