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Abstract: In recent years, targeted attacks aiming at specific companies and organizations for the purpose
of stealing important information such as money and intellectual property are becoming a social problem.
In targeted attacks, infringement expands while taking over the terminal one after another from the attack
base taken over at the initial stage, so there is a high possibility that a terminal infected with malware
infects not only one terminal but also multiple terminals in the organization. The influence on organization
due to system outages is enormous, and the organization wants to recover it as soon as possible, but the
system can not be recovered unless measures are taken against all infected terminals. Therefore, after the
attack is detected, it is necessary to estimate the damage range by analyzing combinations of logs of multiple
terminals. However, the association of each log is time-consuming and requires a high level of technical skill.
In this paper, we propose a method to estimate spreading range of malware by analyzing and matching logs
of multiple terminals process and communication attempt. We developed a program to realize the proposed
method and conducted an evaluation experiment. As a result, we confirmed that it is possible to deal with
cases where the infected route is diverging or when the infected terminal is in a latent state without malware
being executed by the proposed method. Therefore, it is possible to identify all infected terminals by infection
spreading behavior from the infected source terminal in the proposed method, and it is considered that the
proposed method can comprehensively trace infection spread. Also, the log after extracting the necessary
information for the survey can be compressed to less than 2% of the original log, and the survey processing
time was suppressed to a roughly linear increase with respect to the increase of the infected terminal.
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Fig. 1 Sample log recorded by Onmitsu.
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Table 1 Features of abused remote control and command.
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Fig. 2 A part of the ontology defined by Sato et al.
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Fig. 3 Expansion of infected range in experiment 1.
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Fig. 11 Illustrated result of experiment 3 using RDF triple.
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Fig. 12 Process log of terminal 3.
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Fig. 13 Illustrated result of experiment 4 using RDF triple.
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Fig. 14 Survey processing time graph.
+® 2 LA
Table 2 Compression ratio.
- g Pl 2 A JERE#H
(KB) (KB) (fih % /A1)
1 36385 262 0.72%
2 37173 377 1.01%
3 34981 449 1.28%
4 33477 654 1.95%
5 34659 333 0.96%
6 36542 489 1.34%
7 34944 509 1.46%
8 35456 33 0.09%
9 34675 34 0.10%
10 37097 32 0.09%
11 34010 31 0.09%
12 35228 30 0.09%
13 35085 31 0.09%
14 35511 32 0.09%
15 34993 34 0.10%
16 36762 34 0.09%
17 34152 31 0.09%
18 34021 30 0.09%
19 34512 32 0.09%
20 37389 33 0.09%
21 35786 31 0.09%
22 34841 31 0.09%
23 34232 136 0.40%
24 35912 207 0.58%
25 34545 29 0.08%
26 33629 31 0.09%
27 35679 33 0.09%
S 35247.26 147.70 0.42%
o 951676 3988 0.42%
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