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Proposal of Cyber Risk Assessment Method based on
Loss Occurrence Simulator for Cyber Incident
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Abstract: In late years the menace of the cyber-attack worsens. The target spreads to not only the industrial facilities such as the
factory, the plant but also critical infrastructure supporting energy, traffic, society such as the finance. Importance for cyber security
response increases in various fields. On the other hand, the business decision is difficult such as “How much cost and should I take
countermeasures?”’, because the occurrence rate of security incident and the return of security (ROSI) are indistinct. In this report,
we studied a method to quantify at the annual loss by the security incident and the probability of occurrence (Exceedance
Probability Curve). and we developed the damage outbreak model simulator to support an appropriate security investment decision
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in the field of industrial critical infrastructure.
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EPH—J: Expectance Probability Curve

X3 CAT EF/NVOMEREY 22—

(1) Exposure DE7 /L1t

Exposure Tl, BEZEXRTDH. INOBANT—F &
2%, BEOBMERZ EOHMEIZT S, HESCRRZR E
TIE, BYORELEETEREPHET 5.

(2) Hazard DET /Wb

Hazard TRXEBRELET VLT SH. 2 b % ET VL
LEEYa—NENAYP—REV2— VL ERSFALDD.
E9, —RENIIBLT — 2 ITHEES W TR RIS A X
YRS u T EART S, FlAE, MEOHEORESH
BOFAICET 27 — X ICHEDX  BAEHESCZ DB (-
IxFa— N, BEMERE) OEKEET LT S.
VT, FHIRIGOMAIZBIT A Y — FREL R ET
L. B, HEOEEIE, AR LI R & D
MoHlET — 2 IC L 2HBOEDLY Hl L ET kL,
PRI G S OREEAZEET D, BROELAEL, A
MNHRBEOI—RAEZEH T LIZET MMEL, FRMxEH R
TORKBSE 2 L2 HETD.

(3) Vulnerability DET VAL

Vulnerability TiX, #8EFBEEE L HWCHELRET 5.
INLEETNMELEEY 2 — A E Rty 2 —1 Lk
SEabdb.

BRI, £7 V08 L2 2E BT, (1) &
(2) DEFRIZE T HHEERERBEYMRICL, HEHEZ
RETD. flzE, HEOHAIE, @PoME (RCROAKE
L) LEEICIAWERRAEEREHERICE S X, B
TT74vT 47 L, MENREKELTETMEL, #
EFHEAETS.

(4) Risk DET AL

Risk TiX, N F— REY 2 — L Ltk E ¥ 2 — L 0d
R A BT S DETHENY— AR FOWB R RE
BEHEL, REENEER &2 BB LI R RE I WED
BRMEREKEE LCHET S, CNODOETAE T 74T
VX NEYa—VEMEIELHDL. INHOSHET
IVOFESR, iR iR (Exceedance Probability Curve: EP
H—7) LAEE¥HES (Annual Average Loss) 2455, 24
X, —FEHOBRELE ZDO—FETENU LOBEKRENFEAE
T AR (FRBMER) LoRTREIND.
PANR—IZBIT DI AT EECENTSH, VAT LDk
PERBIEITIE U 7o aHE R D 0 1Thi > TWh g7z, A



ERe U

Uit e

IPSJ SIG Technical Report

F1IHERED CATET NV EF A NRN—A T " OT Fa—5400

Vol.2018-CSEC-83 No.3
2018/12/13

ETN 7 a U— Skt
HE K E YA N—A VTV b
Exposure BHEREET IV TS FE ) i
TV a2 PR A
AR AT DR
BEd, Mtk X2 )T 4 REORE
Hazard FIEET L K[RETHET — L IcKIE £V 7 MU= T OYEIHERE ORI THEEIC T, WA
E 2 —)b AR AEa)) | BIEAA TEOREETNVEEE | 2ET 0L
WBRIET L KB~ THICLDEHRO | WEEEFD D OFBEBR~ORAINLT &% AR
BE ONEE) THETAVEBE | ARK Y IaL—va VALY ET UL
Vulnerability WEREETT IV EREDRARR] & B () FNEFFTERE RO CVSS IZ L W IRA LT & &2 ET UL,
TV 2— )b IZ LD ERAEET VEMEE Waga AR O ORGB B BIC L W IEREEZET ML
Risk 3 e S A AN D EERRCRAESE | BEBROMIE S LR OB ERRIC L0 LR TEUR KD
Va1 (EP 1 —7) il B A AR e R AR TR EUTE@CERME). MR L TR MRl ESS
TRRKREL ENS2L TN ES 7l _E o KL

B AT LOFAEMRE TS D Z ERNERRRTHD.

DI, K TIX, CAT &5 /LIZH-SV\ T, Exposure,
Hazard, Vulnerability, Risk D4 ¥ 2 —/L DT T /L% 5
LEEREETNT D HEERET 5L & L.

3. BEREETLVIAL—FITEBEYIN
— YRV FEEFEDRE
31 FFral—aH

HWERED CAT ETFNVDEE Y 2 — W ESX, AN
—A VT U MOBEEREICONT, THul—pE R
IholtfiERER LITRT.

KW BB A NRN—A T v NOBEERA LT
T L, BimfEREE RN T A I 2L —FIZLB )Y
AT BEFEERETD.

32 RERLEETILVIAL—2OBE

BG4 DBRARK S I 2L —2a V{75 VAT A
URAZFHY AT 2DT 07T MEIEH L, HERAEY
Lo L—ZERMIRT.

Monte Carlo Simulation

To input Target system Loss estimation by CIA
To set attack path(Scenario) incident for each device

Occurrence System Risk Occurrence

Risk for

simulation for evaluation each simulation for

Vulnerability info. system device Cyber Loss

with Random ﬁ with Random
condition

number number

Update

Occurrence model Response model for
for each product each Organization

To repeat these annually
Loss calculation

B4 BEREETNLSI ol —FOWEE

VAT AORETENFE A SN DA NIST 72 & D Mgy
PR M161IZESN T, HEF e EET L CTEEL, R
ETIACHE > THEFIERE RERAESEL I a b —F L,
VAT AOMETHERDUE S T, BEREEZ I 2L —Y
a VT HHEERESI 2 L—FEBE L.

(©2018 Information Processing Society of Japan

EHIL, TOVIal—yarEiETryrain e vIa
L—arnkoie, #URLETL, BEREONEL
BEHICE L, BEOBEMEMREENTLIA2 )T
MEBRR LT,

1) HESMEREERA T 2 L — g e

Ta Ly NMEHET TSRO R AR E ITEEICRK O X

INICHER D, ZTHODOHELEHEERNMTET VLT 5.

200

# of Vulnerabilities Meeting Specified Limitations

[]

2008 2008 2010 2011 2012 2013 2014 2015 2016 2017

Year

5 Microsoft Windows Server 2008 D JfEF5 158 2E[16]

ZID DI DR & B T LT MET B0,
@A T VoA, (DYRAD 2HSATD 2 DD AAET LV TE
TALEREE LTe., #EZRSHTIc LY, FETHBSIA
SHLZGEIE, AD2HESMERAL, WL I L DMssrk:
AR HET NV TET ML LTz,

Fio, BAELZEFHEORMETH D CVSS X7 MEE
X TN CWE, Exploit =@ — FOHBLATREMEIZ DWW T §, 458
TR B APE T & 12 NVD OFEEHEHIZ S 7= fle R0 A5
LY, BErERTLHI L &Lz,

INDDERICHESNT, MFHEHERBE I 21—
3 UHBBE R RO K D ICRE LT



TR 2R
IPSJ SIG Technical Report

Random generation
forone year

Vulnerability occurrence parameter for each product

Target Parameter | Product
product Category

ProductA  Poisson ——»| Toread newline |e———

e

Yes

Product B Negative 20.12 a
binomial

- Calculation timing
Vulnerability contents occurrence parameter I
to occurvulnerabilities

[ caregory | cvss parameters | cWe parameter | I
o o
s . Create Vul. info

—

To merge by date

o]

X6 MEFHMEHBROEAET I 2L —Ya OB T o —

2) RNy FREKMY I 2 L— 3 R

BEM A4 ORARK S I 2L —Ya ik b 275
i A7 L&ER L, THERMRS AT LOMFHEY X7 %
FET D & L b, BHIEAR Sy TR, WERARO
BAXFEII L —a T ABREAERE L.

3) WERATIaL—ia ke

Mgt > THEEFENRBAET 2D TIEEONOT, I
FHEERAA LB LA WEREICOVWTHET LE
1To7=.

NIV U718, 1 FERNICHEE < v 2 NfEss e i
DN, WEFHENRABR SN TOLIENBEET D ETOW
HIZOWT, ER b E N7 BB A SR B ABR ST 5

Vol.2018-CSEC-83 No.3
2018/12/13

AERIC LD &, K 50%DMEFHER R’ RO 1 A O™
WCBEEINEBD, DI, 11 223 200 TR %12 100% (28T
LTwn<.

4) B AR AR R AR

WERA I 2 L—a vk EMERL, ER2
EHHLEHL, 2O 1FESDTIal—a U EBYIEKEL
E%%Ew%ﬁ@A7/%@ﬁﬁ%ﬁb,%@@Zﬁ@%
Kz Es2 L THIET .

4. FRfiEER
1) FEERL SV F

B AT AOBWMEEZK 7127 T. RME AT AR
FINCHBEAE TG ZHELTCRBY, £, XBEFUF
ELTC A —Fy MEH L72KE8 L USB b~ /Ly =
TR LG O ER R EY I ab—va L.
R2IBEEV AT LOBHERITA VA =L INTVD
HBEY 7 by =T BT,
2) FEBRARTA—F

RER TV AZMHERLT DY 7 MU =7 OResstssEo
BAIVITNRTGA—=BERIITRT.
T, BERENRTA—FIILUTELE.

Exploitable 72 i85 M 1% W o> HBLREZE : 20%

Ry FRERSCMERE - 60 B, BXY, 30 A

K2 CIA BIHRE &4 « —1 1,000 M

VIal—va UYIRLEE 100 EH

IT network [ DC

Planning system
for Manufacture

Jo»

H DMz

Enterprise
ggp"lye‘ﬂ!} IT LAN 'I WAN

* IT-OT DMZ

Manufacturing Execution, o
System (MES) :J.#

Scenario 1:Attack from Internet

Scenario 2:Malware from USB memory

L

77%-»-,5@ 7 k# P L]#
g
FRESIEILAN
|
1||1II hatl REN
hodll | Bt H \7”\ H ’“4 Hvb—
e Pl

L ‘Lm L=

Welding process

I s
ww—n@ 75 @ mw;@
y=5 % $ors
BN
I iLi. T aﬂi
k= a1 B R
vx{m | [l == JIE vxa 1] azea
pLC pLC

L(; = A""_\ Aﬂ
Assembly and check process

EJ,'

t l\ Field DMZ

Applicati | | ]
pplication Data Management
server u@ server@ ul%server
Master i FF_J
PLC UPLC [ PLCIMlL JPL l PLC "Panel
computer
BHiE o

e ==
Painting process

\ Software product components are same as

Painting process, so they are able to omit
for simulation time

X7 FEBRTUFOMERX

(©2018 Information Processing Society of Japan



TR 2R
IPSJ SIG Technical Report

#£2 MEVATADY 7 b= TRERK

Vol.2018-CSEC-83 No.3
2018/12/13

100

cpe:/a:osisoft:pi_server
cpe:/a:microsoft:.net_framework

#t | Device Software components (CPE) =
90
1 |~Xx%PLC cpe:/o:linux:linux_kernel:4.10
cpe:/a:3s-software:codesys runtime system i
2 | N3 ¥ a— | cpe/o:microsoft:windows_7 o /
% (Field HMI) cpe:/a:3s-software:codesys_runtime_system iy ; f
cpe:/a:microsoft:.net framework £ Rislcmiti
3 | 77V — 3 | cpe:/o:microsoft:windows_server 2008:r2 B / e
H— cpe:/a:3s-software:codesys _gateway-server w0 ,/
4 | FT—HP—=N cpe:/o:microsoft:windows_server 2008:12 / £

5 | ==Y A b cpe:/o:microsoft:windows_server 2008:r2
H— cpe:/a:3s-software:codesys_runtime system
cpe:/a:microsoft:.net_framework

et = ok
ZJ ‘ ‘ E Ir\‘ﬂul) . 1 i

[ G0.000 100000 150,000 200,000 230,000 300,000 350,000 100,000
et 5 )

6 | AFEFERITY AT L | cpe:/o:microsoft:windows_server 2008:12
(MES) cpe:/a:microsoft:.net framework

7 | EFERHEI T AT A | cpe:/o:microsoft:windows_server 2008:r2
cpe:/a:microsoft:.net framework

8 | 1A PC cpe:/o:microsoft:windows_7

£3 MEHIEFROFELENRT A —H

L B | WirkE | ik
cpe:/o:linux:linux kernel:4.10 2 132 17
cpe:/o:microsoft:windows 7 2 164 45
cpe:/o:microsoft:windows server 2008 2 187 37
cpe:/a:3s-software:codesys runtime system 1 1.0 -
cpe:/a:3s-software:codesys gateway-server 2 1.2 6.0
cpe:/a:microsoft:.net framework 2 12.4 2.6
cpe:/a:microsoft:sql server 2 3.8 5.2
cpe:/a:osisoft:piserver 1 0.2 -

P AR T Y oA, 280 2 TS

3)  EERRKSR

ULDNRTA=2I1TEY, FREIToZ

. EREFR 4

BLY, M8 ICHERICHTS2FHAMMO S 7 7 2R,

# 4 FEEAER
Expected Average
annually Loss (Yen) Reduced
. Reduced
Attack scenario Response Response Loss
percentage
Interval : | Interval : (Yen)
60 days 30 days
LA =y
P 144,630 123,515 21,115 14.6Y
N *
2:USB 2260 0
< = T R 172,400 142,605 29,795 17.3%

(©2018 Information Processing Society of Japan

B8 /%y Feh I K 2 HEEH F R O R HIRE R

T, WiRfERIIEBEMMoWEKE D,
AVH—=Fy "DLORATF Y AT, )y FRlE 60 H
WZxt LT, )y TR 30 BIFHEERENK 15%K08 L, USB
NHDBYT T VAT, # 17%IERT HRERNE ST,

5, EE

(1) MWEEFTIVITOVWTORZYMDESL

BELEZET MR, X2 T 44T bC
FOBEFHOFHEIT-CRY, F/, xREE (&x
2 VT4 Ny FOMAT LM 2L, £ T b
FEAEREOFENSBEHAOHEICEYICKMINTE
D, BTELTHMNEZEAHEZSA b DO LEEX DN
5.

E6IL, BV V—ADETPRAAL 7 M EPRE L
NRIA=FLLTETHMIRA LY IaLb—va v
FERE, EBEOBREHE (H2WIIREREE TRy
BERIEL TN ZERNELEZ D, ZOWRBTET
NOFEEIR ERAT I MER D D
(2) I3 70OR-oEDELE
BT HNRETIIMESM CTERSNDOERDOED #

WEEHTAZ Y X 2T UL, 2HEEIV I —T =
VFBRIET, RROEFAOEROMEERY VT 7L
THLEDTHLHN, AEDYIab—aT1E (14
) DI alb—a sl 20 HPEOFHERMAELTE
D, 100 BI5FET D OIC 30 FERREELEZ. o)
B AT, 7T 7B RO ORKE o TW
%, AL, BEEOWLEET 0 7T AETRARRY AT 5
FHTERELZT2®, RN 2FFEL T o TRy, 4
%, EEfLEED VL.

6. 55

HARRED CAT EFT N EBEIZLUT OV A N—Itg
BT OHEERE I 2L — X MR LE



TR 2R
IPSJ SIG Technical Report

W Exposure, Hazard, Vulnerability, Risk D%&E ¥ = —/L
B, A RN— A T M X DIRERE RN
WZET L LTI EE
B EREBAETICBWT, SERIRERSRTT L
ZHEHAL, BT ANRIECLIBEERAEDILSS
E=HET L
X2 VT A MREEOR L ABELSLEZMAE L
ST UATHEREE VI 2L—Yar L, TRFhDOR
WiERMRAERH L, HEEIECTY AT 5008 %
R EEMER L.
AEBEICLY, A=A T FOBRERLE I
TR CHRHL, EEREA Y N EZORERES
AT ENAREERDZEER LT,
5%, X2 U T 4 AEETNOMBARRA T
v RFEEIZ DN T OREHE R A VT il 205 B B O TR
LIk, VRAVIFMMOREERN EEZHEL TV,

FESLUVEBHEFIE AR THEDRLTVWHE AT A -
LAY, SALORGIE £ 7 B EIE T,

R AW, 2017 FEEEICAT o 2RI Y v S AR
#i, SOMPO U 27 <X Ak, HIEHER 3t L[
WRBREEMDIZHDOTH D, AL T HTE 7B
BB, EATEHOEEZRLET.

EE PG

[1] JPCERT/CC. OpenSSL D fEgMEICEE T 2 B ik,
JPCERT-AT-2014-0013 (2014-04-11 T ),
https://www.jpcert.or.jp/at/2014/at140013.html (28 2016-04-11)

[2] IPA. 7 T : bash D a5t # 22V T(CVE-2014-
6271 %§)”
https://www.ipa.go.jp/security/ciadr/vul/20140926-bash.html.

[3] #R¥FPEXA, IPA(Information-technology Promotion Agency).
PANR—EF2 VT4 RBETA T A VIO
http://www.meti.go.jp/press/2015/12/20151228002/20151228002 -
2.pdf.

[4] A&, B, /g, A N—BBOBARKEZEE Lt
X2 U7 o U AT FEEAN, LS, Vol.57 No.9 pp.2077-
2087(2016)

[5] #2A&, B&E, TN, EX =V T @R OO ORE @RI
EVR A Y X7 FHlEAT OB, LR, Vol.58 No.12
pp1926-1934(Dec.2017)

[6] D fh#REE. BCMS 38T L 220 effifii 2 >< 5. BTIL
SRR (2013/3/25)

[71 National Bureau of Standards : FIPS PUB 65 ” Guidelines for
automatic data processing risk management(1975-8)

[8] HAF, FEH, B, AP, WHHE. EX 2 VT o AREEDE
ME 72— FEORRE L T OFFf. FLHIL, Vol.45, No.8,
pp2022-2033(2004).

[0 va3E, FI3F, 1A, R, ®hfs, fExok. BEY 227 %
BRE LT U 7« PREE SR ORE L. L
FSC, Vol.52, No.3,ppll173-1184(2011).

[10] L.A. Gordon, M. P. Loeb. The Economics of information
Security. ACM Transactions on Information and System
Security, 5 (4), pp.438-456.

(©2018 Information Processing Society of Japan

Vol.2018-CSEC-83 No.3
2018/12/13

[11] H. Tanaka, K. Matsuura and O. Sudo. Vulnerability and
information security investment: An empirical analysis of e-local
government in Japan. Journal of Accounting and Public Policy,
2005, 24(1), pp.37-59.

[12] K. Matsuura. Productivity Space of Information Security in an
Extension of the Gordon-Loeb’s Investment Model. in Johnson,
M.E. (ed.), Managing Information Risk and the Economics of
Security, pp.99-119, Springer(2009).

[13] Peter Mell, et al. A Complete Guide to the Common Vulnerability
Scoring System Version 2.0. http://www.first.org/cvss/cvss-
guide.pdf

[14] THHEDGE I LD TESEY 27 LB @G “ A
PR v 7 A, 200744 A 15 H

[18] =—Fy Ry T 4= R TyoRr@) 7 HRIGEY R
JIAR DHNBIEET N OEFEICET 2 HARE S, &
T RRLIRA, K 24 3 A,
https://www.fsa.go.jp/common/about/research/20120706/01.pdf

[16] NIST Information Technology Laboratory:”Search Vulnerability
Database”, https://nvd.nist.gov/vuln/search

[17] Verizon Enterprise. 2015 Data Breach Investigations
Report(DBIR). Verizon Enterprise (2015).
http://www.verizonenterprise.com/DBIR/2015/




