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Implementation of Fraudulent Access Scenario Using Network-based
Intrusion Detection System on Virtual Machine-based Network
Security Learning System Enabling Offensive and Defensive Battle
Exercise

MAKOTO YUKAWA ! NOBUKAZU IGUCHI

Abstract. Network security education is widely practiced for the purpose of training missing security engineers. In network
security education, it is desired to promote understanding of defense methods by conducting learning with not only defensive
viewpoint but also attack viewpoint. Therefore, exercises to learn the viewpoints of both sides such as battlefield exercises are
considered effective. However, for this exercise, some problems of safety are pointed out. Therefore, we have developed a
system that can conduct exercises that can safely learn viewpoints of both sides by using virtual machines. In this paper, we
implemented fraudulent access scenario to further improve the exercises that can be done with this system. In addition, we
implemented network-based IDS as a method of noticing fraudulent access. Through the performance evaluation experiment, we
confirmed that exercises with this system can be done without problems. Also, through operation verification, we confirmed that
fraudulent access scenario and network-based IDS operate correctly. Further through utilization evaluation experiment, we
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confirmed the usefulness of network-based IDS.

Keywords: Network security, Virtual machine, Learning support, Network-based IDS
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Figure 1 System configuration diagram
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Figure 2 Network security exercise GUI (defending side)
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Figure 3  Exercise situation (attacking side)
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Figure 4  Exercise assistance panel (defending side)
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11/02-09:05:38.985511 [*] [1:469:3] ICMP PING NMAP [*~] [Classification: Attempted A
Information Leak] [Priority: 2] {ICMP} 192.168.33.10 -> 192.168.10.254

11/02-09:05:38.985550 [*] [1:469:3] ICMP PING NMAP [*] [Classification: Attempted

Information Leak] [Priority: 2] {ICMP} 192.168.33.10 -> 192.168.10.254

11/02-09:05:52.107842 [~] [1:1000001:1] Warning!Fraudulent Access [~] [Priority: 0] {TCP}
192.168.33.10:43346 -> 192.168.10.254:23
8 Mtim 2

Figure 8 Detection log
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VEAEOZE S ZEE Uiz, FHlOER, ik CPU iR
WYY 33.5%, FEUERZE 2.1 Thot-. £, AEVHH
BTV 1.59GB, 1ZHERZE 0.017 THh-o7z. Lk by, 48
ETHHBE Oy U — 7 BURICAK T AT L5 ATRE T
DL EMHR L.

WIZ, AR O BN ET 2 A U & & REH (B
T, EEIREHE), AERICET 2EEHE (LR, ASEREEME), W
—ROEMET L AEVHEHAEEZZNEN 20 BIFHHIL
7=, AEVEHEOFHANCIE, Linux @ free 2~ F%&H
WoL ARARRSEROEENCE T 2 A UM EE, JHROMK
FEREIR DB L EBERTO A U HHEDOESEEE LT
P ROEMCET L A VHHAEL, P NEE% SR
o AT VEHREOES B L Lz, EEIRFRH & o
FHENCIE, 27947 FPOBRICEMH L T2 Action
Script[18]? getTimer()BA% % HV . ELEHFRERIL, 21
& DHEFHBINASEZNA DD ROBABMERR DT A 2 &R
Y= EREIC R T v 7&K vy 7 LThb, ®5H0
R ER DT A 2 RK 2125 D F v b U —7 NFIREBIC
TR, K2iZbbaryy— i\ Tavy RO
ITRVHEL 70D F COR M AL L7z, fEsEFHEICB LT
X, 571U 2 B0 EB) L, 2 ORARMIERH
TRMEAT D . WHOBEREZEEFELTHE, K212hHD*
v U — 7 REREI S 2 AR ORI ER N R R S
% FE CORH A FERRRFH O L LTz,

BAAERERR ORLENCE T D A ® U R & B o
MRS B2 % 2 1T T. Web Server 2[4 < & T ORAERESR I
) 60MB LT D AEUMHETERTHZ & 2mMR L.
F 7z, & CORAEHEERNK 20 LU N CREIT 2 Z & & iGd
L7-. Hub ®AE VMR, ¥ 25 A L THINF R/
FHNIZ 72 B 72 o T2 FRE 2DV TIE, Hub %3 UML %
R LTHE ST, uml switch ZANTWEZ ENREZ BN

#* 2 RAEHEER ORI R

Table 2~ Measuring result of virtual machine
AEVEHE (MB) EEEH (7))
) PR 22 WY | e
Host 13.8 0.8 3.45 0.03
Router 25.1 1.1 8.85 3.21
Firewall 25.3 1.1 8.73 2.58
Web
211.3 9.1 10.16 0.77
Server
Attacker
19.7 1.7 18.52 2.55
Host
Hub 0 0
NIDS 54.5 4.3 10.04 0.19
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5. £, Hib iZX 2 I2H D=2 Y — il &M Lz
OEEFEIEFHHIARGEL LTWA. 728, Hub D7 A =2
BB TICERIND . AEREERNE, S 032 B,
B 001 Tholz. EDIL, KRVAT AIBIT LY —
ANORBICET 5 AE Y EHEITFEY 29.6MB, FERE
37 Thoto. ULV, HEICHERBIEREES 3%
ERRETH D Z &L L, FHENAR AT A& MU
HETHDZ LM Lz, £z, KBRS OREICES
HAEVERBEOHIFERD, HEZBX RO R~
FU— R LBER N EEB XD,
6.2 ENMERREE

FEHE L2 NIDS EARIERATT U ANIE L BET S0
eI 5. AMIETIE, NIDS ZEE L7-HExy FU—
THIZH D, 23 FR— FBEVTUYS Web Server 12, B
BIBBERHAA NEHNTRERAST Y F%EITH. £D
KE, NIDS iz, RFEe/N7 >y MBS 2 IE RO
EITH. WIT, WERKA SO OMLNO a3~ RONRELT
ST, Y — N8 NIDS (28 5 RE 37 v MZBET 5
RN SND T 7 A VONEZfER L TV D AR
T5. 77 ANVONFIZENNH D728, $— 3% NIDS
DARFRAr Y FERAILEEGE2ERO 7 547 2 b
WAEAT S . BFEMANE, @REZI B B ARE Ry
MBI B IEMEERTH. 0%, BHEEIN Firewall %
FANWTR=F T4V HZ ) T DOHREREZATV, R
Telnet B3 ITON/RWVE HIZT 5. BHEMIE, REFER
Telnet #Efcicxt L ClEiblZaxtisd Lictk, LIEH LTTF
¥ MREIZRR SN D HEEIRPICR R EN DB ER S
TNDZ EEMRT D, WEANE, FERWAEFH SN T
WHZ EEMERT D E, WEM Host 2°5 Web Server (2
Telnet B 200D TIT 5. = OB, Telnet 03T 272 < 72
STWD ZEEMRTDH. MIEORER, 1BE LEfEL
WD ENTET.
6.3 FlFAFT{ESRER

FEEE L7- NIDS OFHMEEZERT 2720, AFETHH#L
TWAHAYVRIAR Y NU—X 2 7T H5 I —[19)5% 8RR E
64 (LUF, #8RF#F) ZX%IGUcH AR ER A i L7z,
FEBRNA L LT, NIDS ZHWTITHE LB v k
J—JIZR LTCRERAV TV X %2ITo 7284 L, NIDS
EHOTHBELBER Y NI — 7128 L TRERAT T
VA EATo L HEITBNT, WRENRER T > e
MTENENE, RITEEHEICIRMEHERT S
TORHE (LLF, Bk ZFHUL7-. NIDS % Hv e
WAL, RERATT U A OB S tepdump % VT
RERry M 1 DRESTTH B H £ CTORRZ MREEE
& L7z, NIDS ZHWAHE D tepdump #FEITLTHH
VY, RIERATF U A OBLE) S NIDS (28 5 K573
v MZBT 2 ERPBFLEREIND 7 7 A VNEDONT &
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EET 5% v b tepdump DHITFER NS 1 DR T
H 59 ETORMAERMIERE & Lz, 7ok, B Ici3H
ANZAREER Ty NOBIERLTEY, ZRE2BITHRMN
LTHH-TWVAD.

EBRFERAZE 1 (RT. NIDS ZHWARWES EHWD
BEOWTIIZBN TS, HBRENRER AT v N a2
TEZZEMD, RAOEIR NN & 2R LTz,
UL, £ORARFMIZENHTEY, 6 4H 542 NIDS
ERCDEEOTNEI BN TECND I L 2R L.
ZHIZBE LTI, NIDS ZHWDIEE, RER/ 7y MC
BT 2 ERPELEIND 7 7 A NVNBREHRTDHZ LT
WMNTERRT Y RREDIIITRELRONTERETE, %
V% JCIZ tepdump DI DFER N HHRTZ & TR TE
EEZOND. —J7, NIDS Z MW THRAR A ED
ST ERE b \WZ, ZOFKNE LT, NIDS & tepdump %
I U 7= AR AT BT B ¥ AT AR O R —FN KT 5
b, VAT AR OR—EIZ LY, RFER/T > M
THERPLFEEIND T 7 ANNBFILH DL A LAX T
L tepdump ODHIFERIZH DX A DAY T ITRE IEN
WAEUTZ. 2070, B0 T 2 9E 5 & TITH
VENHTLEY, BT 537 v b EET OISR %2 5
Lict®E25. WERE LT, 2TORBEIRO Y AT A
Wizl —H &g 2 ENETF LN D.

LT, #HBREOFITITFERNR LIERE R ATy b
WL DR 723 » R %, NIDS 23iiek L= RER r
v MZBETAE®REZSZICLTRMLEEL W, 202
LB, NIDS ZHAWAHHE T, RHENE I NS ETH
BENRDT NS T2y Ve RERNry R TH
LERDTONDEIC AN FETDHEERD. L
L XY, NIDS OfFHMEEZFER L.

7. £&H

AT, AVAT LATITALHE L2 LY KRSEDT
O, FERBAICETHEEZITZDL9ICL. RERA
WRET 2B ZITH 2 LT, FEFIRERAICHETH
fREROD Z EMFREE 225, £z, RERACET HHE

= 3 FIHFHMER O R

Table 3  Results of utilization evaluation experiment
NIDS #7228 | NIDS 2V 2456
WeRE | B RN FH] B | ]

A O 94y O 343

9 77 40 B 745 10 7

34720% 547

84y 14y 40 B

445 40 B 245 108

o m | OO
Olo0|1010|0
Olo0|1010|0

545 56 ¥ 2457 52 %
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HIZBWT, RERAZKISFEDO—DE LT, #Hzi
NIDS %Z32%E L7=. NIDS 2LV, BAEVIE tepdump % A
TRATCTEX RS To R/ M HRAFREE 72D, &S
Bz, BAEIIE NIDS 23508k L7215 & tepdump O HiJ1#E
RERKARDZET, EOX DRy MBBREAKRIGIZ
LD ERREE LD, LU EXY, NIDS #HWTA
ERACET2HEZ(TH 2 LT, Biflix NIDS o5&
RARERN T 2 FIEDFE IR ERwae L 70 5.

PEREREMESERRIC L 0, #7212 L7- NIDS & L CEfE
T OB E AR AT DB A LTZEAICBW T, 18
ETHEEOR Y N — T HFIIAR T AT ARG AHET

bV, MIHREEOEBNRTHLIZLEER L. £
7o, BEEZBITHBOR Y MU — 7 HELBEL N EH
z25. LT, BERFEICE D, NIDS L RERATT Y
ADEE LIBEER R T Z N TE -, &bl FIH
FEMFEBRIC IV, NIDS OF A2 TR L.

B, W%T7)5*Va/&%@8@%k&?TU
FOFEEETH>TETHD. Zhicky, 2EEE, LV
y<@@”@ﬁ%%ozy%Uw&t%1)74ﬁ”%ﬁ

5T LNTEIREL 72D, E1m, BUR—FEIZ 2 ADSEEE A
BEITZDEHITLTWDR, —EIZ2 AL EOEEHEN

HEEZTAD L OMEELEDDTETHS.
KO FEEREEZATADEEAD.

iz Ly,

BE A
LOTT.
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