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Construction of evaluation environment for network security products

YUTAKA NAKAMURAY®  AKIHIRO SATOHYP)  YuTaka Fukupal® Sujiro Wapa2:d)

Abstract: To evaluate the network security products so far, we perform either evaluation of the function
by obtaining mirror traffic from the actual environment, or evaluation using the emulator. In the case of
evaluation in an actual environment, it is difficult to evaluate multiple devices at the same time, and therefore
it is difficult to evaluate fair them. In the evaluation using the emulator, there is a problem it is different
from the actual environment. In order to solve such a problem, in this paper we propose to replay the packet
capture stored in the past, thereby constructing an environment that can evaluate multiple network security
products under the same conditions. Furthermore, we applied security products of multiple manufacturers

to packet replay device and confirmed the difference between manufacturers.
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brEbhd.
5.2.3 FG-500E

FG-500E (&~ )V = 7 31 MNHIEED 77918 T4 [HIFE
iU 7= CiE £ o7z, ZOMEIZIE Web Filter-
ing DFATIFIZ & > T Malicious Web Site & ¥IE I N7~ E
DWAT Y NINTEY, TA—T 4 %Y MEOKH FH]
EYA N1 TRFENCE VR TLILNTED. 74—
T4 2w MEOKAHTIE, RRERKIIZ Malicious Web Site %
52710 —=vH A MADKMITEHRDOEmEA MO F 2V
TANRVAEYEBN D, ZOLDBIERIZE DT
IFRnheEZLEND.
5.2.4 SRX-1500

SRX-1500 (&< )V = 741 NHEEMN 7261 fETH Y,
Z & Web Filtering DF&AS 1712 & > T Malicious Web Site
CHEINZEDE AT Y FINTWD, Jaz=/N—%v
N7 =2 2 #OREAITHEY A b [12] TFENIZ &Y R
THIELETED., OITHELH 21 kL 5 A=A D
T—FLL<BoTWEN, Thidty > a VHBE, Y
YarvikTrRBieFaV F oA RV NTIRANTO TS
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K2 KXoV T BEORREEED

BT FEERHA 0 i =EZELE ¢ TNy T VA MR
PA-3250 7/19 0900 - 7/20 2300 | # 277GB | # 6 {& 6624 JifF 14366 14
CP-23800 7/26 1600 - 7/28 0400 # 13GB #1535 Jiff 284 1
FG-500E 8/15 0700 - 8/16 1900 | # 211GB | # 3 fi 5323 77918 1
SRX-1500 8/20 0900 - 8/21 1900 #7 580GB | #9 21 & 2541 1 7261
SM-9600 | (1)9/9 1700 - 9/11 0700 | #J61GB | 9 1 1% 6186 /ifF 3455 ff

(2)7/30 0900 - 7/31 2100 | #J44GB | #J 1 {i 1946 /i 1847 f:
(3)6/18 1600 - 6/20 0500 | # 237GB | # 7 & 6145 Fifk: 1910 14
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HAOINTWEEZODTHEEEALNS. MBODFa1—=
VITHOTIENARTHDEZRAOND.
5.2.5 SM-9600

SM-9600 (5% 3 MFEML T\ 5. FEER (2) BL T
(3) Ti%, BARTD OS TH D 6.2 2% HWTERE EHi L
7. Ro2MoENNDEEDIZ, A—O0STH-TH, £
DERIFHDE NI & > T, INBOBEIERNZEAT B 7=
SO T OEIEMNCZE AR REND. VT T YA M
TEBFEER (3) D 1910 25 (2) D 1847 LA LTV 3.
OSOTY FI7L—RIZE-T, (2) iRl THVHRE,
O e EICEFHEMLU TS, /2, VY7 HE
Yo NS 3455 e 2o THEY, 15 EHIML TV 5.
INH XY OSON—VavaElIedlizkoT,
XY T A BRABREDOEMNRONE ZENHLENE

ol
6. F&H

INETORAY NI =T X2V 7 ¢ DML, FE
BROBRENSI T —bT by 7205 L CTHEEZ TGS
%, bLEFZIal—22HVWTIHMiTE2DES HMNT
Holz. Brlk, ZOELLTERVERIZRETHRIFL
TWBNTY MY TF Y F—REHAWT, ThEHEET
5V 7 MU xTRERTDI LT, EREICEELEIR
WAFR Y NI —TXF a2V 7« BEESO MBS % 5
UZz. 72k~ B A= OFMEE % 0 213 CTHMlid 5 2
LT, TNODBEVEHRTD I ENTE 2., SBOMHE
LT, 2V NI TAVLVIVITVATAIBEITZN
7y NOADHIEB KT, STy NEEFIEOI H551R
HMEIFoND.

BEE AW EHEST S I2H ) AN AR 2 R LT
TEWZ8a 7 by N —7 A%tEE, 74 —F7 1 %Y b
g, Frv o KAV VI YT - F7AY—
AREE, YazmN—=2Y NI =T AR, Vv T F—
VAERRIZD & ) B L £ 7.
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[1] Magic Quadrant for Enterprise Network Firewalls
https://www.gartner.com/doc/reprints?id=
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NSS LABS https://www.nsslabs.com/
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TCP Replay: pcap editing & replay tools for *NIX
http://tcpreplay.synfin.net/

Avalanche - Testing the security of app aware de-
vices and networks - Spirent https://www.spirent.
com/Products/Avalanche

How to Configure Wire / Tap mode in SonicOS — Son-
icWall https://support.sonicwall.com/kb/sw8962
Big Monitoring Fabric, http://www.
bigswitch.com/sdn-products/sdn-products/
big-monitoring-fabric/overview

Wireshark Go Deep. https://www.wireshark.org/
Palo Alto Networks URL filtering - Test A Site, https:
//urlfiltering.paloaltonetworks.com/query/
FortiGuard Labs, https://fortiguard.com/
learnmore#wf

Juniper Test-a-Site Results, http://mtas.
surfcontrol.com/mtas/Juniper-Results.php

URL Categorization — Check Point Software Technolo-
gies, https://www.checkpoint.com/urlcat/main.htm
SonicWALL Content-Filter Service, http:
//cfssupport.sonicwall.com/Support/servlet/
CFSSupportServlet/viewRating
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