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Monitoring a Server and a Server Room by an IoT System,
which Can Configure and Control its Sensor Terminals
Behind NAT using Wiki Page on the Internet

Takashi YAMANOUE

Abstract: This paper discusses a method of monitoring servers or server rooms by an IoT (Internet of Things) system which
enables configure and control of a sensor terminal behind a NAT (Network Address Translator router) by a Wiki page on the
Internet. This IoT system consists of the Wiki pages on the Internet and a Bot (Wiki Bot) which is made by combining an Android
terminal or a Raspberry Pi, and sensors. The Wiki Bot can be placed behind the NAT. The Wiki Bot has higher tolerance of various
attacks from the Internet by placing the Wiki Bot behind the NAT. The [oT system also can monitor servers, which is placed behind
the NAT, from the Internet. The bot is controlled by the script, which is a sequence of commands and the program, on the Wiki
page. The Wiki Bot acquires data from sensors which are connected to the Wiki Bot, and processes the data by the sequence of
commands and the program. Settings of sensors and the sampling rate of data can be changed by rewriting the script on the Wiki
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page, without the manager going to the place of the Wiki Bot and rewriting the settings at the place.

Keywords: Wiki, Bot, IoT, Monitoring
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HYV, ZOZLILEY, A ¥ —Fy b bITbRLD
BRx BRI T AN ERELTHENTE
L. 7, NAT 5% ICH D — DKM %E = D Bot 1T
FoTHBEL, COoRWEA X —F v N L CTHER
AEIC T & B[1][2][3]. Wiki X—V % ToT Y AT LADT
— 2 X =2 L LTHMBPT D EIicky, B (Wiki
Bot)b Al bR UEXOTF — ¥ 25AEBEET DL LN
TE2%.Wiki Y7 v =7 & LT PukiWiki[4]Z FIl ] L
TWEED, F—EAR—ZAV AT AEHERET D
ERLIZ, 0T VAT ADT — X EHEeHBET 5 2
LN TED,

Wiki Bot | Wiki X— ¥ kicErhiza~r RFl L
Fa s ATHERENTAZ Y T % E MBI EH A
o, TDOAZ U RIZX o T, Wiki Bot ICHifE Sz
LUV DOBREET, T—FEANSL, HERARZ
TV, MB ST —4% % Wiki X—VIcEE Z &,
A7 VT M- T Twitter TOSRLLL T & L A[EET
» D[5].

Wiki Bot iX Bot ® 7’1 7 7 A%, EFEHE N Bot O b
LDHFTICAT T, BEANKEZ DI ERLIZ, 1%
— %y b EICHB Wiki =P DR7 Y F haEEH
2D LXKV, NAT H#%ICH D Wiki Bot D& % D
RELFER, 7—20F TV v VMR R EOFE S
THZ2 LN T&EBH[6].

& 1Z, Wiki IoT %> T, — NOEH L ¥ —
BEOEMREIT > TV 5. Wiki IoT Tffi o TW 5 Wiki
Bot & L T, Raspberry Pi[7]IC 12C B> ¥ &8k L, &
D RCEBVYIOREEZ Wiki X—Y EORX7 Y7 NT
TH2LBTEDLHLOLH H[8].

ARF 3L TiE, Wiki IoT & Wiki Bot O %, Wiki IoT %
fiff o 72— "B O fi, Raspberry Pi & 12C & %
e U CHERL L7 Wiki Bot lT & » T, +— NEDE
AT > TV AHH], BEFIZTONTERD.

2. Wiki IoT & Wiki Bot D&

112, Wiki 1oT O #E % 7~ 3. Wiki loT 1%, 1 » %
— X v b bEO Wiki =YL, BV RER SN
Wiki Bot X°, TRy b U — 7 &IEIE 2 A[HE 722 Wiki
Bot/Gateway[9] <, Bty MU — 7 B EE
Be SN TV Wiki Bot ORI TWS, &
PG TR, 770Faxz—FE2EH>LHTED.

212, Wiki Bot D ¥ % 7~k 3. Wiki Bot ($ A 7 U 7
A& =7V X% THY, Wiki Bot D 5 |\ X, Wiki
R=VIcik&n7=A227 V7ML > TEE 5. Wiki
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¥R 7 7 Fax—H %S Arduino A — K

(© 2018 Information Processing Society of Japan

10TS2018
2018/12/7
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BT IV Faxz— X EER LY O, GPIO I B
#t L TU 72> Raspberry Pi, Windows /XY =22, 72 &
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Wiki Pages
l Pro;ra‘m/ OB \Wiki
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= Program/ m@¢ Bot
Data
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et Wiki Bot

1. Wiki IoT o #f 22

Wiki Pages/
Web Pages . le 74 3\
_ WikiBot Main wiki [ User/Users
@
Read
— Program e Commands,
 ewit N 2 . Program to
A g ! T Send | Wait 2 the Wiki Page
A ? xecute Buffer
( Commands,
by s Program
gy, g
Write
Results to
the Buffer Write
Resultsto [y T Read Results

the Wiki
Page

2. Wikii Bot O 5

objectPage http://www.

device yamaRasPiDp9 1 or yamaRasPiDp9 2 start after no w
command: set readInterval=60000

command: set execInterval=0

command: clear sendBuffer;

command: program exl

program: s=0;

program: for i=0 to 10

program: s=s+i

program: ex ("service", "putSendBuffer "+s)
program: next i

command: end exl

command: run exl

command: ex ("service", "sendResults.")
result:

0

1

3

6

10

15

21

28

36

45

55)

currentDevice="yamaRasPiDp9 1",Date=2018/5/15/ 12:54:17

3.Wiki Bot ® 71 7 5 A & EL7H4l
Wiki Bot (X NICR Wi-FiZ#@ U CA % —%v bk
D Wiki ¥ 7 b =T LBEEITO . EITRRICIE, Wiki
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Wiki Bot & f£7£9 5. Z ® Wiki Bot {%, Wiki IoT & Wiki
R=DRL, ZOMOR=JICENINT-T — X BT
LI END.

Wiki Bot il EHMMICED A7 U7 F BRI
- Wiki =P E2FE AT D, 2L DAL,
Wiki Bot & Wiki X— Y OIZ NAT R 7 7 4 ¥ — 7 +
— ARFEEL TS, Wiki R—=Jlc@MhiL=2 27 U 7 b
12 &~ T, Wiki Bot Z | #1925 Z & 23 T & % . Wiki Bot
BWkiX =V & AIAT<ERL, A2 V7 M TEE
TAHILERTEX S,

X 2 1%, Wiki Bot DR 5 # &8 L T 5. Wiki Bot
MNEE) L= %, Wiki Bot [ZLL F D FIEZ # 0 K.

. BESNTE Wikit—=VIcErNEA2Z ) S b
FeAHIATe. T 0O Wiki X—3¥ D Z & &, Object <X— &
IE 5L Object ~X— @ URL (X Wiki Bot D% E 7 7 A L
IZENN TV D, Wiki Bot ® GUI TZ @ URL % &% & 4
HZEBHLTED.
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3. A7 VS M EFEFTEK, BEITHEREEESINL
Object X — |2 EX Z Tp.

Bl 312 Wiki R—TICEHEEZENTAZ Y S M E
DETREREOF 27T, 202 Y7 Fid Wiki Bot 12
HLTUTDOX D RIBEREZLT .

“command: set readInterval=60000" D 1712 X ¥ ,
1M —E, Z @ Object ~X— ¥ % Wiki Bot 2% it A iA
X HIcT 5.

UTEA Tl 7 5% ERTH.

command: program ex!

program: ...

program: ...
command: end exl
“command: program ex1” & “command: end ex1”
ODHNEREINDI T T Z7 LT, exl EAMITLNRT
Wiki Bot IZk# S5 2 & Z7/R T . “program:” T E 5
1T, TN T 7T 60—MTHDHZI LERT.
IoTmr T AE1In6 10 ETOME, BRREE R
RLEBRLHAETLIHOTHD.
“command: run ex1” 2 X > T, I/
7T A exl BWEITIND.
o7 m s T A%, NE T Lisp ICA#H L THEIME

(© 2018 Information Processing Society of Japan

10TS2018
2018/12/7

SETWL O HImMREBROER L EITV AR TH
.0 E LTy vyaREFACES. RHHEICH
THOEELWLS OFMAAETSH D, CSV 2 RITH A
AAT, T—HRITReMTE24T5 2 ENARETH 5.

Object X—JIZEINIT —FOENKRELI 2D L,
MAEDS Zh g AnsRE <KD RIS, Wiki
Bot b 2 ZEZHALY, T—F & EXMx=0T54
MBRRKEL 2D, ZOMBE~OXLFEEL LT, ~—
COREEATO)ENTED. BE LICKHEIZEL
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DY —=NIIHEMLTHE->TWDER, 2o+ —2NF, 7
A Z2DHIBIZEY, ZRICT 7 EATEL 7 T4
T RDIPT FLVADHIRAEIT-TEY, £/, &%
2 VT 4 OMILEATI &, FHPGEXT 7 EATER
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OV = NOREIEEHREZAT O 2O, Wiki IoT % ff
S TW 5 [14]. Wiki Bot %N LAN IZg&KEL, Z O
WikiBot D IP 7 KL X %, B RO — N7 7 &
AR[BEIR 7 TA T hELTHEHELTWD., Z4NL
M & AT fE 7 Y- — /N2, Z @ Wiki Bot @ Object X — U %
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HEOBERR G FALLHEETEDS LSICL TEL.
Z @ Object X— L, BHNGEOY — NOLEFE, &
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3 ServerMonitorEx1

- http://www.yama-lab.org NN - ScrverMonitorEx1

PUKIWIKI

[ b1 [IRE | #S | 29 | NwoFwD | & | Uo—K ] [ 38 | —55 | EeEas | SEEH |~ ]

index LightSensori

objectPage http://www.yama-lab.orqg /R . php?ServerMonitorExl or http://www.yama-lab2.or

FrontPage : . - . .
9 device yamaRasPiDp2 1 or yamaRasPiDp% 2 start after no write for 10 min.
1 command: set readInterval=3600000
simple ex command: set execInterval=0
ample command: program exl
. program: url="http://163 .S "
. program: page=ex ("connector", "getRawPage "+url)
music program: if page="ERROR" then 'move ch0 to center
T program: {
NetDraw program: ex("twitter”, "tweet \"rinri down <hour>:<min>\" ")
program: }
. : program: else
basic program: {
; program: ex ("twitter", "tweet \"rinri up <hour>:<min>\" ")
pen program: }
program: delay (10000)
250208 program: ex("service","sendResults."};
command: end exl
2017-04-30 command: run exl
» ServerMonitorE :
x1 result:
2017-01-30 currentDevice="yamaRasPiDpl 1",Date=2017/4/30/ 23:44:21
» SerialEx2
2017-01-29
v SerialFx1

K6 HELNHOLEET 7 EATERNWT—NOER S AT AT % Wiki =—

K62, ¥ —"OEFREHRL, FDORMNE Twitter T
L J Searct SRLL AT Y S FRER SN Wiki X— DB RET
T T M7 0,3 18RI —"NF T LTI &% Twitter

D Tweet CHM LA 2 RT.

B.d)
android-tester-1 @ androidtester! - Mar 18 4. Y—NREDEH
D rinri down 4:56 Hox 12 10T23 (0B 0T, [Wiki TRESLT B 7 F 4
RV Ry N VAT A IZOWVWT
HRETHOTWVB6IN, TOVATLDE LV ERy %
android-tester-1 androidtester1 - Mar 18 P NBIZBELFPT T, Y= N"BORER ORI E
D ANTEOWNE: BALL, AL TR EHBT 5 LB TED.
2 1%, SCER[6]D Wiki IoT & fif > T, f 1L K% T
MOV —=NEOEHEZIT>TVD., ZOF = "ETIF
android-tester-1 (androidtester! - Mar 18 BLEZ10BDT7 7 AL —R"%0 AD H— 72 ERE
D FINMPEESS LT B DU, R I 2 A AR 00 R SR A L
ABBOHORED L, BEREOLO T —/NEWN
DEFEY — NICEERFEELTNT, BENB IR X
android-tester-1 (androidtester1 - Mar 18 ol b ot U, BEEEEG LTS,
D RIp-1E35 WO RWITRALTNARLAR, WhbE AT
AbZWEHIETE ho e —NEORWE, T4t
ba O N S WICEEEIC R oT. 22 Tl
B 7.9 = NOAEED DR X TWa Wiki N— P E R — vy Z@BAEIC LY, B H
[RE1T-> T\ 5.
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sensors-1-h-class
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K] (W |

24 Wiki

[yt

w’
‘ Sensors %
/

v

commands/

Wiki Bot

\ Server room

31 Wiki pages for each day (sensorsﬁl-d-*)

| daily-1-29

g e Wi aii
daily-1-29
Y. e—

e T

| daily-1-29
o —

N

Wiki Bo

Monitor

Y —NEORNEERT D 0T VAT LOHME

9. IRJE, HE,

225V, NOBE 29 % Wiki Bot

http://192.168.22.250/fueng-04303/sensors-1-h-graph.html

device yameRasPiDpl 1 or yemaRasPiDpl 2 start afte
ocbjectPage http:// i
include http:// N ©11= 1

regult:

device=light, Date=2018/9/18/ 14:1:21, =45
device=airPol, Date=201B/59/1Bf 14:1:21, w=205
device=temp, Date=2018/9/18/ 14:1:21, v=19
device=motion, Date=2018/5/18/ 14:1:21, w=0
device=light, Date=2018/9/18/ 14:2:22, w=495
device=airPcl, Date=Z018/9/18/ 14:2:22Z, w=205

10. Object ~X—3 “sensors-1-h-14"0—3Hf
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program:
program:
program:
program:
program:
program:
program:
program:
program:
program:
program:
program:
program:
program:

'get the Aanalog value from the ADS1115 chl
config=0x0003|0x0000|0x0000|0x0000|0x0080]0x0100
config=config|0x0000

config= config|0x5000 'channel 1
config=config|0x8000

ex("pi4ji", "i2c write2 0x49,0x01, "+config)
delay(10)

v2=ex ("pi4j","i2c read2 0x49,0x00")
airpol=s2i(v2)

airpol=airpol+800

'

' get temperature
vi=ex ("pi4j", "i2c readl 0x48,0x00")
tmp=s2i (vl)

1. I8 oY Ins0T—% AN %E1TH Wiki [oT O

27 ) F ho—H#

Wy, = Wiki lot X, I0T23 O ¥ AT AIZE W T,
Android iR THEHBEENR TV I F —FETH O
Wiki Bot &% D £ FHIH L TV 7=[14]2%, 4[E], Wiki Bot %,
Android ###2>5 Raspberry Pi TE-72 12C A ¥ —7 =
— ZADFIHWHEZ: Wiki Bot[8]ICE Xz 7= b DA1ERK L,
BEEHZ . X822 D Wiki loT OHEE, X 9 IZ Raspberry
Pi T/ER% L 7= Wiki Bot D/n— R = 7 OB E &=~
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@ http://192.168.22.250/fuenq-04303/sensors-1-h-graph. htrnl p-¢|@
IPE) REE) BRN) SIEANR) UM ALTH)
2 G Google | Zi-A~v | #5+ 4 manaba- home £ Zelkova @ Amazon - &, Frviay, .. [ Facebook

A URL of the servers-1-h collected data (Hourly);
[nttp-11192 168 22 250/fueng-04303/index pth Show the graph \

Graph Area
20 50
18 40 \ ﬂ
12 30 \
8 20 L
4 10 I
° ] ’
2018/8H8/ 132320 2018/8H8/ 142223 2018/8/18/ 132320 2018/818/ 142223
Temprature(c) Lunc
100 500
L 400/
L 300
4 200/
2 100
1] ]
2010/8H8/ 132320 2018918/ 142228 20108118/ 132920 2018/818/ 142223

12.:Wiki IoT TUUEE SN T=Y— "EDOWEE - B - A
DEE, ZEROIFENOHERE DR,

8 IZBWT, P — \ZEIIEIE S 7z Wiki Bot @ 12C A
VHE—T 2 — R, BER Y, REF, AD AHE
FeSNTWD. AD ZHHE T OEITITERIGYE | PR
I Tnd., ANHo#h& &M+ 2 PIR &2 ¥»
Raspberry Pi @ GPIO ¥t It STV 5. 2o, H—n
28 @ Wiki Bot 1%, R x (Z%Hit L7z Object ~<—° “sensors-
1-h-x"% EH BN FHEAAT (K 10). Z D Object X—TDH
T, Class ~X—3 “sensors-1-h-class”% include LT\ 5. =
®D Class X—TOHIZ, BV ORERT =X ANE1TH
T s AREIRENTWD, Z0o7Tal T K fE>TT
— X AJ1 L7 Wiki Bot I, # D% %, Object <X —
“sensors-1-h-x"IZEEZ Nz 5. Z @ Class ~_X—I|21%, W
T Lz, BiAiATe Object X— U EIRET D~ KGR
ENTWDLDOT, TNENORMIZRS LizX—Yi, &
DORHOBOT — 2 RNEZZFEND T LI 5.

8 OAMD Wiki A v ME, B y IZHIG L7 Object 2
— U Daily-1-y” & EWIRJIZFE A iAte. 2 D Object <X— D
H1C, Class ~*—""Daily-Class-17% include L C\%. Z®
Class ~3— V1%, "sensors-1-h-y” D Z NL N DB D, Fh =
ot oEoVE %R -5 T, Daily-1-y IZEZMZ 5.
Z®D Class X— I, —ABZ &, TORHEZRIL L
Object X—TVHIFET DA~y RRRBINTWVWEDT,
ZTHEND B IG LIZ_R—=I2, ZDOH O 24 O
F—AOWEBNEXZEND I LITRD.

11 12, ¥ 10 @ Object ~— VIZHH A X315 ’sensors-1-
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h-class” X — Y D —ERZ /R T. T DOEYIE, 12C A » H—T
= — A% AD BB FICR LT, RESLY Y o)
MRCT — % F ¥ U RVOFREEIT, ZBRIGREE Y
DT Fa HONER ST Y RxAnbT —H &2 AL,
FOTF—HEEMETDHEE, 2C A VX —T2—RA%
FOIREFHDPDIRET =X 2 AT Mo ERLTND.

12 12, sensors-1-h-14 (2 E & Z £ 172, Wiki Bot 2345
U7z, R, NoBiE, EXIGREOHR OHl % 7~7.
10 T/RJ Object _X—TD—F LDITIL, FDOX—=TV D
T—H % T 7HKRT D Java Script X—T~D VY T B
D, ZoESEI Y v I THET, 11 D7 T 708K
5.

5. BAEMR
510 EBRY IV DREICLDER

LD 6 NAT N OSSR OSEITEL 21T 9 FB L LT, %
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