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���������������������IBM� !"#$%&'242{8502()*+,-./011623-14 LAB-S77E-mail: feb91801,atozawa,kudo,satoshihg�jp.ibm.omXML234564789:;<=>?@7ABCDE9FGHIJKLMNOIPQRST9789:FUVLMWXY4789:OZ[\]=ST9789:IZ>?@7̂_̀abRcMdefghi;jki\cW>?@7̂lmabRcMdefghIncR4op\qrFstuvM4u=ST9789:Zwxyz:4{|F}~LMWView Shemas for XML Aess ControlMakoto MURATA, Akihiko TOZAWA, Mihiharu KUDO, Satoshi HADAIBM Tokyo Researh Lab.1623-14 Shimotsuruma, Yamato, Kanagawa 242{8502, JAPANE-mail: feb91801,atozawa,kudo,satoshihg�jp.ibm.omA view shema is derived from an original shema for XML douments by enforing anaess ontrol poliy statially. Unlike the original shema, the view shema allows onlythose elements or attributes whih are exposed by the poliy. Sine the view shema hidessuperuous information about aess-denied elements or attributes, it is more programmer-friendly than the original shema.1 IntrodutionXML [4℄ has beome an ative area in databaseresearh. XPath [6℄ and XQuery [3℄ from the W3Chave ome to be widely reognized as query lan-guages for XML, and their implementations are a-tively in progress. In this paper, we are onernedwith �ne-grained (element- and attribute-level) a-ess ontrol for XML database systems. We believethat aess ontrol plays an important role in XMLdatabase systems, as it does in relational databasesystems. Some early experienes [15, 9, 2℄ with a-ess ontrol for XML douments have been reportedalready.Existing languages (e.g. [15, 9℄) for XML a-ess ontrol are typially use XPath [6℄ as a sim-ple and powerful mehanism for handling an in�-

nite number of paths. For example, to deny a-esses to name elements that are immediately ornon-immediately subordinate to artile elements,it suÆes to speify a simple XPath expression//artile//name as part of an aess ontrol pol-iy.To eÆiently determine whether or not an a-ess is granted by an XML aess ontrol poliy,we have studied stati analysis and run-time hek-ing. They are presented in our previous paper[15℄ and ompanion paper, respetively [20℄. Run-time hek is performed when a query engine a-esses an element or attribute in an XML database.Meanwhile, stati analysis is performed at ompiletime (when a query expression is reated ratherthan eah time it is evaluated). It examines a-ess ontrol poliies and query expressions as well1
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as shemas (if present), but does not examine a-tual databases. Run-time heking is required onlywhen stati analysis is unable to grant or deny a-ess requests.In this paper, we attempt to help the databaseprogrammer by view shemas. A view shema isderived from an original shema by enforing anaess ontrol poliy statially. Unlike the origi-nal shema, the view shema allows only those ele-ments or attributes whih are exposed by the pol-iy. Sine the view shema hides superuous infor-mation about aess-denied elements or attributes,it is more programmer-friendly than the originalshema.1.1 Related WorksFine-grained aess ontrol for XML doumentshas been studied by many researhers [1, 15, 2, 9,11℄. Their aess ontrol poliies are similar to ours.They all provide run-time heking of aess ontrolpoliies.It was [10℄ that introdued view-based aess on-trol for XML. Although their work is restrited toDTDs, it derives view shemas (whih they all \se-urity views") by eliminating aess-denied infor-mation from shemas. Our view shemas are in-spired by their work. However, our work is notrestrited to DTDs; it an handle modern shemalanguages suh as RELAX NG and W3C XMLShema. Another di�erene between our work and[10℄ is the way aess ontrol poliies are enfored.[10℄ uses query rewriting, whih is restrited toXPath queries. Meanwhile, our work relies on run-time heking and stati analysis, whih are appli-able to any XPath-based query languages inlud-ing XQuery.2 PreliminariesIn this setion, we introdue the basis of XML,shema languages, XPath, and XQuery.

<reord patientId="0003"><diagnosis><pathology type="Gastri Caner">Well differentiated adeno arinoma</pathology><omment>This seems orret</omment></diagnosis><hemotherapy><presription>5-FU 500 mg</presription><omment>Is this suffiient?</omment></hemotherapy><omment>How was the operation?</omment></reord>Fig. 1: An XML doument example2.1 XMLAn XML doument onsists of elements, at-tributes, and text nodes. We hereafter use �E and�A as a set of element names and that of attributenames, respetively. To distinguish between thesymbols in these sets, we prepend '�' to symbolsin �A.An XML doument representing a medial reordis shown in Figure 1. This XML doument de-sribes diagnosis and hemotherapy information fora ertain patient. For the rest of this paper, we usethis doument as a motivating example.2.2 ShemaA shema is a desription of permissible XMLdouments. A shema language is a omputerlanguage for writing shemas. DTD, W3C XMLShema [19℄, and RELAX NG [7℄ from OASIS (andnow ISO/IEC) are notable examples of shema lan-guages.We do not use any partiular shema language inthis paper, but rather use tree regular grammars [8℄as a formal model of shemas. Murata et al. [18℄have shown that tree regular grammars an modelDTD, W3C XML Shema, and RELAX NG.A shema is a 5-tuple G = (N;�E ;�A; S; P ),where:� N is a �nite set of non-terminals ,� �E is a �nite set of element names ,2
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� �A is a �nite set of attribute names ,� S (start set) is a subset of �E �N ,� P is a set of prodution rules X ! r A, whereX 2 N , r is a regular expression over �E �N ,and A is a subset of �A.Prodution rules olletively speify permissibleelement strutures. We separate non-terminals andelement names, sine we want to allow elements ofthe same name to have di�erent subordinates de-pending on where these elements our. Althoughexamples in this paper an be aptured withoutseparating non-terminals and element names, W3CXML Shema and RELAX NG require this separa-tion. Unlike the de�nition in [18℄, we allow pro-dution rules to have a set of permissible attributenames1 .For the sake of simpliity, we do not allowshemas to speify onstraints on text nodes or at-tribute values. In the ase of DTDs, this restritionamounts to the onfusion of #PCDATA and EMPTY.A shema for our motivating example is G1 =(N1;�E1 ;�A1 ; S1; P1), whereN1 = fReord, Diag, Chem, Com, Patho, Presg;�E1 = freord; diagnosis; hemotherapy;omment; pathology; presriptiong;�A1 = f�patientId;�typeg;S1 = freord[Reord℄g;P1 = fReord! (diagnosis[Diag℄� ;hemotherapy[Chem℄� ;omment[Com℄�; reord[Reord℄�)f�patientIdg;Diag! (pathology[Patho℄;omment[Com℄�) ;;Chem! (presription[Pres℄� ;omment[Com℄�) ;;Com! � ;; Patho! � f�typeg;Pres! � ;g:An equivalent DTD is shown below.<!ELEMENT reord (diagnosis*,hemotherapy*,omment*,reord*)><!ATTLIST reord patientID CDATA #REQUIRED><!ELEMENT diagnosis (pathology,omment*)><!ELEMENT hemotherapy (presription*,omment*)><!ELEMENT omment (#PCDATA)><!ELEMENT pathology (#PCDATA)><!ATTLIST pathology type CDATA #REQUIRED><!ELEMENT presription (#PCDATA)>1RELAX NG provides a more sophistiated mehanismfor handling attributes [14℄.

2.3 XPathXPath is a mehanism for loating ertain ele-ments or attributes in XML douments. XPath iswidely reognized in the industry and is used byXSLT [5℄ and XQuery.XPath uses axes for representing the struturalrelationships between nodes. For example, theabove example an be aptured by the XPathexpression //p//a, where // is an axis alled\desendant-or-self". Although XPath providesmany axes, we onsider only three of them, namely\desendant-or-self" (//), \hild" (/), and \at-tribute" (�) in this paper. Namespaes and wild-ards are outside the sope of this paper, althoughour framework an easily handle them.2.4 XQueryXQuery is an XML query language developedby W3C. The following query lists the pathology-omment pairs for the Gastri Caner.<TreatmentAnalysis>{ for $r in doument("medial_reord")/reordwhere $r/diagnosis/pathology/�type= "Gastri Caner"return$r/diagnosis/pathology, $r//omment}</TreatmentAnalysis>3 Aess Control for XMLDoumentsIn this paper, aess ontrol for XML doumentsmeans element- and attribute-level aess ontrolfor a ertain XML instane. Eah element and at-tribute is handled as a unit resoure to whih aessis ontrolled by the orresponding aess ontrolpoliies. In the following setions, we use the termnode-level aess ontrol when there is no need toseparate the element-level aess ontrol from theattribute-level aess ontrol.3
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3.1 Syntax of Aess Control PoliyThe aess ontrol poliy onsists of a set of a-ess ontrol rules. Eah rule onsists of an objet(a target node), a subjet (a human user or a userproess), an ation, and a permission (grant or de-nial) meaning that the subjet is (or is not) allowedto perform the ation on the objet. The subjetvalue is spei�ed using a user ID, a role or a groupname but is not limited to these. For the objetvalue, we use an XPath expression. The ationvalue an be either read, update, reate, or delete,but we deal only with the read ation in this paperbeause the urrent XQuery does not support otherations. The following is the syntax of our aessontrol poliy2:(Subjet, +/-Ation, Objet)The subjet has a pre�x indiating the type of thesubjet suh as role and group. \+" means grantaess and \-" means deny aess. In this paper, wesometimes omit speifying the subjet if the subjetis idential with the other rules.Suppose there are three aess ontrol rules forthe doument desribed in Setion 2.1:Role: Dotor+R, /reordRole: Intern+R, /reord-R, //ommentEah rule is ategorized by the role of the re-questing subjet. The �rst rule says that \Dotoran read reord elements". The seond rule saysthat \Intern an read reord elements". The thirdrule says that \Intern annot read any omment el-ements" beause omment nodes may inlude on�-dential information and should be hidden from a-ess by Intern. Please refer to Setion 3.2 for morepreise semantis.2The syntax of the poliy an be represented in a stan-dardized way using XACML [12℄ but we use our syntax forsimpliity.

3.1.1 Using XPath for XML Aess Con-trolMany reports [15, 9, 2, 11℄ on the node-levelaess ontrol for XML douments use XPath toloate the target nodes in the XML douments.XPath provides a suÆient number of ways to referto the smallest unit of an XML doument struturesuh as an element, an attribute, a text node, or aomment node. Therefore it allows a poliy writerto write a poliy in a exible manner (e.g. grantaess to a ertain element but deny aess to theenlosing attributes). In this paper, for simpliity,we limit target nodes of the poliy to only the ele-ments and attributes. We assume that other nodessuh as text and omment nodes are governed bythe poliy assoiated with the parent element.3.2 Semantis of Aess Control Pol-iyAess ontrol poliies in general should satisfythe following requirements: suintness, least priv-ilege, and soundness. Suintness means that thepoliy semantis should provide a way to speify asmaller number of rules rather than to speify ruleson every single node in the doument. Least priv-ilege means that the poliy should grant the mini-mum privilege to the requesting subjet. Soundnessmeans that the poliy evaluation must always gen-erate either a grant or a denial deision in responseto any aess request.To satisfy the above requirements, the semantisof our aess ontrol poliies are de�ned as follows:1. An aess ontrol rule with +R or -R (apitalletter) propagates downward through the XMLdoument struture. An aess ontrol rulewith +r or -r (small letter) does not propa-gate and just desribes the rule on the spei�ednode.2. A rule with denial permission for a node over-rules any rules with grant permission for thesame node.3. If no rule is assoiated with a ertain node, thedefault denial permission \-" is applied to that4
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<reord patientID="0003"><diagnosis><pathology type="Gastri Caner">Well differentiated adeno arinoma</pathology></diagnosis><hemotherapy><presription>5-FU 500 mg</presription></hemotherapy></reord>Fig. 2: The XML doument that Intern an seenode.Now we informally desribe an algorithm to gen-erate an aess deision aording to the above def-initions. First, the algorithm gathers every grantrule with +r and marks \+" on the target nodesreferred to by the XPath expression. If the nodetype is an element, the algorithm marks \+" on im-mediate hildren nodes (e.g. a text and ommentnodes) exept for the attributes and the elements.It also marks a \+" on all the desendant nodes ifthe ation is R. Next, the algorithm gathers the re-maining rules (denial rules) and marks \-" on thetarget nodes in the same way. The \-" mark over-writes the \+" mark if any. Finally, the algorithmmarks \-" on every node that is not yet marked.This operation is performed for eah subjet andation independently.For example, the aess ontrol poliy in Se-tion 3.1 is interpreted as follows: The �rst rulemarks the entire tree with \+" and therefore Do-tor is allowed to read every node (inluding at-tributes and text nodes) equal to or below anyreord element. The seond and third rules arepoliies for Intern. The seond rule marks the en-tire tree with \+" as the �rst rule does and the thirdrule marks omment elements and subordinate textnodes with \-", whih overwrites + marks. Thus,three omment elements and text nodes are deter-mined as \aess denied". The XML doumentthat Intern an see is shown in Figure 2.A rule that uses +R or -R an be onvertedto the rule with +r or -r. For example,(Sbj,+R,/a) is semantially equivalent to a setof three rules: (Sbj,+r,/a), (Sbj,+r,/a//*) and

(Sbj ,+r,/a//�*). Thus, +R and -R are tehni-ally syntati sugar, but enable a more suintrepresentation of the poliy spei�ation.3.2.1 Denial downward onsistenyWe require that aess ontrol poliies satisfydenial downward onsisteny, whih is spei� toXML aess ontrol. Although view shemas anbe onstruted even when this requirement is notsatsi�ed, we feel that it ensures simpiity and on-sisteny of aess ontrol poliies.Denial downward onsisteny requires that when-ever a poliy denies an aess to an element, it mustalso deny the aess to its subordinate elements andattributes. In other words, whenever aess to anode is allowed, aess to all the anestor elementsmust be allowed as well. We impose this require-ment sine we believe that elements or attributesisolated from their anestor elements are meaning-less. For example, if an element or attribute spe-i�es a relative URI, its interpretation depends onthe attribute xml:base [16℄ spei�ed in the anes-tor elements. Another advantage of denial down-ward onsisteny is that it makes implementationof runtime poliy evaluations easier.4 View ShemasReall that a shema de�nes the set of permis-sible XML douments in terms of elements, at-tributes, and their strutural relationships. Whenaess ontrol is present, however, the elements orattributes permitted by the shemas are not alwaysaessible to the database programmer. In otherwords, the exposed douments are di�erent fromthe douments permitted by the shema. Suh ashema is not only onfusing but may also allowmaliious programmers to guess hidden information[10℄.To overome this problem, we derive a viewshema from an input shema. A view shema isequivalent to the input shema exept that it doesnot allow those elements and attributes whih arehidden by the poliy.5
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4.1 Automata and XPath expres-sionsIn preparation, we introdue automata and showhow we apture XPath expressions by using au-tomata.A non-deterministi �nite state automaton(NFA) M is a tuple (
; Q;Qinit; Q�n; Æ), where 
is an alphabet, Q is a �nite set of states, Qinit (asubset of Q) is a set of initial states, Q�n (a subsetof Q) is a set of �nal states, and Æ is a transitionfuntion from Q�
 to the power set of Q [13℄. Theset of strings aepted by M is denoted L(M).Reall that we have allowed only three axes ofXPath (see Setion 2.3). This restrition allowsus to apture XPath expressions with automata.As long as an XPath expression ontains no pred-iates, we an easily onstrut an automaton fromit. We �rst reate a regular expression by replaing\/" and \//" with \�" and \� (�E)��", respetively,where \�" denotes the onatenation of two regularsets, and then reate an automaton from this regu-lar expression. The onstruted automaton aeptsa path if and only if it mathes the XPath expres-sion.When an XPath expression r ontains prediates,we annot apture its semantis exatly by using anautomaton. However, we an still approximate rby onstruting an over-estimation r and an under-estimation r and then onstrut automata for them.To onstrut r, we assume that prediates are al-ways satis�ed. Meanwhile, to onstrut r, we as-sume that the prediates ourring in r are neversatis�ed. See our previous paper [15℄ for furtherdetails of over- and under-estimation.4.2 Creating aess ontrol au-tomataAn aess ontrol poliy onsists of rules, eahof whih applies to some roles. For eah role, wereate an aess ontrol automaton. This automa-ton aptures the set of those paths to elements orattributes whih are exposed by the aess ontrolpoliy.

In preparation, we replae +R and -R rules with+r and -r rules, respetively (see Setion 3.2).Let r1; :::; rm be the XPath expressions ourringin the grant rules (+r), and let r01; :::; r0n be theXPath expressions ourring in the denial rules(-r). For simpliity, we assume that none ofr1; :::; rm; r01; :::; r0n ontain prediates. (This re-strition an be lifted by using under-estimationfor r1; :::; rm and over-estimation for r01; :::; r0n.)Reall that we interpret the poliy aording tothe \denial-takes-preedene" priniple. M� a-epts those paths whih are allowed by one ofr1; :::; rm but are denied by any of r01; ::::; r0n. For-mally,L(M�) = (L(M [r1℄) [ � � � [ L(M [rm℄))n (L(M [r01℄) [ � � � [ L(M [r0n℄))where � = �E [�A and \n" denotes the set di�er-ene. We an onstrut M� by applying Booleanoperations to M [r1℄; :::;M [rm℄;M [r01℄; :::;M [r0n℄.We demonstrate this onstrution for the aessontrol poliy in Setion 3.1. For the role Intern,this poliy ontains a grant rule and a denial rule,both of whih propagate downward. The grant ruleontains an XPath /reord, while the denial ruleontains an XPath //omment. Thus,L(M�) = freordg� (�E)�� (�A [ f�g) n(�E)�� fommentg� (�E)�� (�A [ f�g)4.3 Construting view shemasThe key idea for onstruting view queries is tosimulate the exeution of the aess ontrol au-tomaton as well as the derivation of the shema3.This is done by using (non-terminal, state) pairsas \non-terminals", where non-terminals are takenfrom the shema and states are borrowed from theaess ontrol automaton. The key observation isthat a \non-terminal" omprising a non-�nal stateis used only for deriving aess-denied elements orattributes. A view shema an then be obtained bydeleting suh non-terminals.3This approah is a speial ase of the shema transfor-mation shown by the �rst author in [17℄6
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Formally, the view shema G� is de�ned as fol-lows. Let the aess ontrol automaton M� bea deterministi automaton (�A [ �E ; Q; q0; Æ; QF )where q0 2 Q, QF � Q, and Æ is a funtion fromQ�(�A[�E) to Q. We �rst onstrut the produtof G and M� as below:1. The set of non-terminals is the ross produtof the non-terminal set N of G and the stateset Q of M�.2. The underlying alphabets (namely, �E and�A) for elements and attributes are borrowedfrom G, but terminals not appearing in anyprodution rules or start sets are deleted.3. The start set is onstruted from S as well asq0 and Æ; for every e[x℄ in S, we introduee[(x; Æ(q0; e))℄, where Æ(q0; e) simulates the ex-eution of M� from q0 via e.4. The set of prodution rules is onstruted fromP as well as Æ. For every prodution rulex ! r A of G and every state q in M�, aprodution rule is introdued. Its left-handside is (x; q) and its right-hand side is obtainedby replaing eah e[x0℄ in r with e[(x0; Æ(q; e))℄,whih simulates the exeution of M� from qvia e.5. Element or attribute names not appearing inany prodution rules are removed.To reate a view shema from this produt,we only have to make the aess-denied elementsand attributes invisible. That is, we remove non-terminals ontaining non-�nal states, remove at-tributes leadingM� to non-�nal states, and replaee[(x1; q1)℄ on the right-hand side with an empty se-quene where q1 is a non-�nal state.To summarize, a view shema isG� = (N �Q; (�E)0; (�A)0; S0; P 0);where:S0 = fe[(x; q)℄ j e[x℄ 2 S; q = Æ(q0; e);q 2 QF g;P 0 = f(x; q)! �q(r) A0 j x! r A 2 P;q 2 QF ;A0 = fa 2 A j Æ(q; a) 2 QF g;

(�E)0 = fe 2 �E j e ourrs in S0 or P 0g;(�A)0 = fa 2 �A j a ourrs in P 0g:where �q is a homomorphism from (�E � N)� to(�E �N �Q)� de�ned as�q(e0[x0℄) = ( e[(x0; Æ(q; e0)℄ (Æ(q; e0) 2 QF )� (otherwise)Note that our view shemas hide elements as wellas their subordinate elements and attributes. Thisis beause we believe in the denial downward onsis-teny. However, should we drop denial downwardonsisteny, we an still make view shemas by re-naming aess-denied elements (as in [10℄) ratherthan by deleting them.4.4 ExampleA view shema for our motivating example isG1 = (N1;�E1 ;�A1 ; S1; P1), whereN1 = fReord1, Diag1, Chem1, Patho1, Pres1g;�E1 = freord; diagnosis; hemotherapy;pathology; presriptiong;�A1 = f�patientId;�typeg;S1 = freord[Reord1℄g;P1 = fReord1 ! (diagnosis[Diag1 ℄�;hemotherapy[Chem1 ℄�;reord[Reord1℄�)f�patientIdg;Diag1 ! (pathology[Patho1 ℄�) ;;Chem1 ! (presription[Pres1 ℄�) ;;Patho1 ! � f�typeg; Pres1 ! � ;g:Note that omment elements do not exist in thisview shema, sine our aess ontrol poliy (shownin Setion 3) has a denial rule (-R, //omment).5 Conluding RemarksWe presented a formal onstrution of viewshemas from input shemas and aess ontrolpoliies. We plan to implement this onstrutionusing modern shema languages. We believe thatthe onstrution is not diÆult when we use RE-LAX NG, but it beomes muh harder when weuse XML Shema. Another hallenge is to gener-ate omprehensible shemas.7
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