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omA view s
hema is derived from an original s
hema for XML do
uments by enfor
ing ana

ess 
ontrol poli
y stati
ally. Unlike the original s
hema, the view s
hema allows onlythose elements or attributes whi
h are exposed by the poli
y. Sin
e the view s
hema hidessuper
uous information about a

ess-denied elements or attributes, it is more programmer-friendly than the original s
hema.1 Introdu
tionXML [4℄ has be
ome an a
tive area in databaseresear
h. XPath [6℄ and XQuery [3℄ from the W3Chave 
ome to be widely re
ognized as query lan-guages for XML, and their implementations are a
-tively in progress. In this paper, we are 
on
ernedwith �ne-grained (element- and attribute-level) a
-
ess 
ontrol for XML database systems. We believethat a

ess 
ontrol plays an important role in XMLdatabase systems, as it does in relational databasesystems. Some early experien
es [15, 9, 2℄ with a
-
ess 
ontrol for XML do
uments have been reportedalready.Existing languages (e.g. [15, 9℄) for XML a
-
ess 
ontrol are typi
ally use XPath [6℄ as a sim-ple and powerful me
hanism for handling an in�-

nite number of paths. For example, to deny a
-
esses to name elements that are immediately ornon-immediately subordinate to arti
le elements,it suÆ
es to spe
ify a simple XPath expression//arti
le//name as part of an a

ess 
ontrol pol-i
y.To eÆ
iently determine whether or not an a
-
ess is granted by an XML a

ess 
ontrol poli
y,we have studied stati
 analysis and run-time 
he
k-ing. They are presented in our previous paper[15℄ and 
ompanion paper, respe
tively [20℄. Run-time 
he
k is performed when a query engine a
-
esses an element or attribute in an XML database.Meanwhile, stati
 analysis is performed at 
ompiletime (when a query expression is 
reated ratherthan ea
h time it is evaluated). It examines a
-
ess 
ontrol poli
ies and query expressions as well1
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as s
hemas (if present), but does not examine a
-tual databases. Run-time 
he
king is required onlywhen stati
 analysis is unable to grant or deny a
-
ess requests.In this paper, we attempt to help the databaseprogrammer by view s
hemas. A view s
hema isderived from an original s
hema by enfor
ing ana

ess 
ontrol poli
y stati
ally. Unlike the origi-nal s
hema, the view s
hema allows only those ele-ments or attributes whi
h are exposed by the pol-i
y. Sin
e the view s
hema hides super
uous infor-mation about a

ess-denied elements or attributes,it is more programmer-friendly than the originals
hema.1.1 Related WorksFine-grained a

ess 
ontrol for XML do
umentshas been studied by many resear
hers [1, 15, 2, 9,11℄. Their a

ess 
ontrol poli
ies are similar to ours.They all provide run-time 
he
king of a

ess 
ontrolpoli
ies.It was [10℄ that introdu
ed view-based a

ess 
on-trol for XML. Although their work is restri
ted toDTDs, it derives view s
hemas (whi
h they 
all \se-
urity views") by eliminating a

ess-denied infor-mation from s
hemas. Our view s
hemas are in-spired by their work. However, our work is notrestri
ted to DTDs; it 
an handle modern s
hemalanguages su
h as RELAX NG and W3C XMLS
hema. Another di�eren
e between our work and[10℄ is the way a


ess 
ontrol poli
ies are enfor
ed.[10℄ uses query rewriting, whi
h is restri
ted toXPath queries. Meanwhile, our work relies on run-time 
he
king and stati
 analysis, whi
h are appli-
able to any XPath-based query languages in
lud-ing XQuery.2 PreliminariesIn this se
tion, we introdu
e the basi
s of XML,s
hema languages, XPath, and XQuery.

<re
ord patientId="0003"><diagnosis><pathology type="Gastri
 Can
er">Well differentiated adeno 
ar
inoma</pathology><
omment>This seems 
orre
t</
omment></diagnosis><
hemotherapy><pres
ription>5-FU 500 mg</pres
ription><
omment>Is this suffi
ient?</
omment></
hemotherapy><
omment>How was the operation?</
omment></re
ord>Fig. 1: An XML do
ument example2.1 XMLAn XML do
ument 
onsists of elements, at-tributes, and text nodes. We hereafter use �E and�A as a set of element names and that of attributenames, respe
tively. To distinguish between thesymbols in these sets, we prepend '�' to symbolsin �A.An XML do
ument representing a medi
al re
ordis shown in Figure 1. This XML do
ument de-s
ribes diagnosis and 
hemotherapy information fora 
ertain patient. For the rest of this paper, we usethis do
ument as a motivating example.2.2 S
hemaA s
hema is a des
ription of permissible XMLdo
uments. A s
hema language is a 
omputerlanguage for writing s
hemas. DTD, W3C XMLS
hema [19℄, and RELAX NG [7℄ from OASIS (andnow ISO/IEC) are notable examples of s
hema lan-guages.We do not use any parti
ular s
hema language inthis paper, but rather use tree regular grammars [8℄as a formal model of s
hemas. Murata et al. [18℄have shown that tree regular grammars 
an modelDTD, W3C XML S
hema, and RELAX NG.A s
hema is a 5-tuple G = (N;�E ;�A; S; P ),where:� N is a �nite set of non-terminals ,� �E is a �nite set of element names ,2
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� �A is a �nite set of attribute names ,� S (start set) is a subset of �E �N ,� P is a set of produ
tion rules X ! r A, whereX 2 N , r is a regular expression over �E �N ,and A is a subset of �A.Produ
tion rules 
olle
tively spe
ify permissibleelement stru
tures. We separate non-terminals andelement names, sin
e we want to allow elements ofthe same name to have di�erent subordinates de-pending on where these elements o

ur. Althoughexamples in this paper 
an be 
aptured withoutseparating non-terminals and element names, W3CXML S
hema and RELAX NG require this separa-tion. Unlike the de�nition in [18℄, we allow pro-du
tion rules to have a set of permissible attributenames1 .For the sake of simpli
ity, we do not allows
hemas to spe
ify 
onstraints on text nodes or at-tribute values. In the 
ase of DTDs, this restri
tionamounts to the 
onfusion of #PCDATA and EMPTY.A s
hema for our motivating example is G1 =(N1;�E1 ;�A1 ; S1; P1), whereN1 = fRe
ord, Diag, Chem, Com, Patho, Pres
g;�E1 = fre
ord; diagnosis; 
hemotherapy;
omment; pathology; pres
riptiong;�A1 = f�patientId;�typeg;S1 = fre
ord[Re
ord℄g;P1 = fRe
ord! (diagnosis[Diag℄� ;
hemotherapy[Chem℄� ;
omment[Com℄�; re
ord[Re
ord℄�)f�patientIdg;Diag! (pathology[Patho℄;
omment[Com℄�) ;;Chem! (pres
ription[Pres
℄� ;
omment[Com℄�) ;;Com! � ;; Patho! � f�typeg;Pres
! � ;g:An equivalent DTD is shown below.<!ELEMENT re
ord (diagnosis*,
hemotherapy*,
omment*,re
ord*)><!ATTLIST re
ord patientID CDATA #REQUIRED><!ELEMENT diagnosis (pathology,
omment*)><!ELEMENT 
hemotherapy (pres
ription*,
omment*)><!ELEMENT 
omment (#PCDATA)><!ELEMENT pathology (#PCDATA)><!ATTLIST pathology type CDATA #REQUIRED><!ELEMENT pres
ription (#PCDATA)>1RELAX NG provides a more sophisti
ated me
hanismfor handling attributes [14℄.

2.3 XPathXPath is a me
hanism for lo
ating 
ertain ele-ments or attributes in XML do
uments. XPath iswidely re
ognized in the industry and is used byXSLT [5℄ and XQuery.XPath uses axes for representing the stru
turalrelationships between nodes. For example, theabove example 
an be 
aptured by the XPathexpression //p//a, where // is an axis 
alled\des
endant-or-self". Although XPath providesmany axes, we 
onsider only three of them, namely\des
endant-or-self" (//), \
hild" (/), and \at-tribute" (�) in this paper. Namespa
es and wild-
ards are outside the s
ope of this paper, althoughour framework 
an easily handle them.2.4 XQueryXQuery is an XML query language developedby W3C. The following query lists the pathology-
omment pairs for the Gastri
 Can
er.<TreatmentAnalysis>{ for $r in do
ument("medi
al_re
ord")/re
ordwhere $r/diagnosis/pathology/�type= "Gastri
 Can
er"return$r/diagnosis/pathology, $r//
omment}</TreatmentAnalysis>3 A

ess Control for XMLDo
umentsIn this paper, a

ess 
ontrol for XML do
umentsmeans element- and attribute-level a

ess 
ontrolfor a 
ertain XML instan
e. Ea
h element and at-tribute is handled as a unit resour
e to whi
h a

essis 
ontrolled by the 
orresponding a

ess 
ontrolpoli
ies. In the following se
tions, we use the termnode-level a

ess 
ontrol when there is no need toseparate the element-level a

ess 
ontrol from theattribute-level a

ess 
ontrol.3
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3.1 Syntax of A

ess Control Poli
yThe a

ess 
ontrol poli
y 
onsists of a set of a
-
ess 
ontrol rules. Ea
h rule 
onsists of an obje
t(a target node), a subje
t (a human user or a userpro
ess), an a
tion, and a permission (grant or de-nial) meaning that the subje
t is (or is not) allowedto perform the a
tion on the obje
t. The subje
tvalue is spe
i�ed using a user ID, a role or a groupname but is not limited to these. For the obje
tvalue, we use an XPath expression. The a
tionvalue 
an be either read, update, 
reate, or delete,but we deal only with the read a
tion in this paperbe
ause the 
urrent XQuery does not support othera
tions. The following is the syntax of our a

ess
ontrol poli
y2:(Subje
t, +/-A
tion, Obje
t)The subje
t has a pre�x indi
ating the type of thesubje
t su
h as role and group. \+" means granta

ess and \-" means deny a

ess. In this paper, wesometimes omit spe
ifying the subje
t if the subje
tis identi
al with the other rules.Suppose there are three a

ess 
ontrol rules forthe do
ument des
ribed in Se
tion 2.1:Role: Do
tor+R, /re
ordRole: Intern+R, /re
ord-R, //
ommentEa
h rule is 
ategorized by the role of the re-questing subje
t. The �rst rule says that \Do
tor
an read re
ord elements". The se
ond rule saysthat \Intern 
an read re
ord elements". The thirdrule says that \Intern 
annot read any 
omment el-ements" be
ause 
omment nodes may in
lude 
on�-dential information and should be hidden from a
-
ess by Intern. Please refer to Se
tion 3.2 for morepre
ise semanti
s.2The syntax of the poli
y 
an be represented in a stan-dardized way using XACML [12℄ but we use our syntax forsimpli
ity.

3.1.1 Using XPath for XML A

ess Con-trolMany reports [15, 9, 2, 11℄ on the node-levela

ess 
ontrol for XML do
uments use XPath tolo
ate the target nodes in the XML do
uments.XPath provides a suÆ
ient number of ways to referto the smallest unit of an XML do
ument stru
turesu
h as an element, an attribute, a text node, or a
omment node. Therefore it allows a poli
y writerto write a poli
y in a 
exible manner (e.g. granta

ess to a 
ertain element but deny a

ess to theen
losing attributes). In this paper, for simpli
ity,we limit target nodes of the poli
y to only the ele-ments and attributes. We assume that other nodessu
h as text and 
omment nodes are governed bythe poli
y asso
iated with the parent element.3.2 Semanti
s of A

ess Control Pol-i
yA

ess 
ontrol poli
ies in general should satisfythe following requirements: su

in
tness, least priv-ilege, and soundness. Su

in
tness means that thepoli
y semanti
s should provide a way to spe
ify asmaller number of rules rather than to spe
ify ruleson every single node in the do
ument. Least priv-ilege means that the poli
y should grant the mini-mum privilege to the requesting subje
t. Soundnessmeans that the poli
y evaluation must always gen-erate either a grant or a denial de
ision in responseto any a

ess request.To satisfy the above requirements, the semanti
sof our a

ess 
ontrol poli
ies are de�ned as follows:1. An a

ess 
ontrol rule with +R or -R (
apitalletter) propagates downward through the XMLdo
ument stru
ture. An a

ess 
ontrol rulewith +r or -r (small letter) does not propa-gate and just des
ribes the rule on the spe
i�ednode.2. A rule with denial permission for a node over-rules any rules with grant permission for thesame node.3. If no rule is asso
iated with a 
ertain node, thedefault denial permission \-" is applied to that4
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<re
ord patientID="0003"><diagnosis><pathology type="Gastri
 Can
er">Well differentiated adeno 
ar
inoma</pathology></diagnosis><
hemotherapy><pres
ription>5-FU 500 mg</pres
ription></
hemotherapy></re
ord>Fig. 2: The XML do
ument that Intern 
an seenode.Now we informally des
ribe an algorithm to gen-erate an a

ess de
ision a

ording to the above def-initions. First, the algorithm gathers every grantrule with +r and marks \+" on the target nodesreferred to by the XPath expression. If the nodetype is an element, the algorithm marks \+" on im-mediate 
hildren nodes (e.g. a text and 
ommentnodes) ex
ept for the attributes and the elements.It also marks a \+" on all the des
endant nodes ifthe a
tion is R. Next, the algorithm gathers the re-maining rules (denial rules) and marks \-" on thetarget nodes in the same way. The \-" mark over-writes the \+" mark if any. Finally, the algorithmmarks \-" on every node that is not yet marked.This operation is performed for ea
h subje
t anda
tion independently.For example, the a

ess 
ontrol poli
y in Se
-tion 3.1 is interpreted as follows: The �rst rulemarks the entire tree with \+" and therefore Do
-tor is allowed to read every node (in
luding at-tributes and text nodes) equal to or below anyre
ord element. The se
ond and third rules arepoli
ies for Intern. The se
ond rule marks the en-tire tree with \+" as the �rst rule does and the thirdrule marks 
omment elements and subordinate textnodes with \-", whi
h overwrites + marks. Thus,three 
omment elements and text nodes are deter-mined as \a

ess denied". The XML do
umentthat Intern 
an see is shown in Figure 2.A rule that uses +R or -R 
an be 
onvertedto the rule with +r or -r. For example,(Sbj,+R,/a) is semanti
ally equivalent to a setof three rules: (Sbj,+r,/a), (Sbj,+r,/a//*) and

(Sbj ,+r,/a//�*). Thus, +R and -R are te
hni-
ally synta
ti
 sugar, but enable a more su

in
trepresentation of the poli
y spe
i�
ation.3.2.1 Denial downward 
onsisten
yWe require that a

ess 
ontrol poli
ies satisfydenial downward 
onsisten
y, whi
h is spe
i�
 toXML a

ess 
ontrol. Although view s
hemas 
anbe 
onstru
ted even when this requirement is notsatsi�ed, we feel that it ensures simpi
ity and 
on-sisten
y of a

ess 
ontrol poli
ies.Denial downward 
onsisten
y requires that when-ever a poli
y denies an a

ess to an element, it mustalso deny the a

ess to its subordinate elements andattributes. In other words, whenever a

ess to anode is allowed, a

ess to all the an
estor elementsmust be allowed as well. We impose this require-ment sin
e we believe that elements or attributesisolated from their an
estor elements are meaning-less. For example, if an element or attribute spe
-i�es a relative URI, its interpretation depends onthe attribute xml:base [16℄ spe
i�ed in the an
es-tor elements. Another advantage of denial down-ward 
onsisten
y is that it makes implementationof runtime poli
y evaluations easier.4 View S
hemasRe
all that a s
hema de�nes the set of permis-sible XML do
uments in terms of elements, at-tributes, and their stru
tural relationships. Whena

ess 
ontrol is present, however, the elements orattributes permitted by the s
hemas are not alwaysa

essible to the database programmer. In otherwords, the exposed do
uments are di�erent fromthe do
uments permitted by the s
hema. Su
h as
hema is not only 
onfusing but may also allowmali
ious programmers to guess hidden information[10℄.To over
ome this problem, we derive a views
hema from an input s
hema. A view s
hema isequivalent to the input s
hema ex
ept that it doesnot allow those elements and attributes whi
h arehidden by the poli
y.5
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4.1 Automata and XPath expres-sionsIn preparation, we introdu
e automata and showhow we 
apture XPath expressions by using au-tomata.A non-deterministi
 �nite state automaton(NFA) M is a tuple (
; Q;Qinit; Q�n; Æ), where 
is an alphabet, Q is a �nite set of states, Qinit (asubset of Q) is a set of initial states, Q�n (a subsetof Q) is a set of �nal states, and Æ is a transitionfun
tion from Q�
 to the power set of Q [13℄. Theset of strings a

epted by M is denoted L(M).Re
all that we have allowed only three axes ofXPath (see Se
tion 2.3). This restri
tion allowsus to 
apture XPath expressions with automata.As long as an XPath expression 
ontains no pred-i
ates, we 
an easily 
onstru
t an automaton fromit. We �rst 
reate a regular expression by repla
ing\/" and \//" with \�" and \� (�E)��", respe
tively,where \�" denotes the 
on
atenation of two regularsets, and then 
reate an automaton from this regu-lar expression. The 
onstru
ted automaton a

eptsa path if and only if it mat
hes the XPath expres-sion.When an XPath expression r 
ontains predi
ates,we 
annot 
apture its semanti
s exa
tly by using anautomaton. However, we 
an still approximate rby 
onstru
ting an over-estimation r and an under-estimation r and then 
onstru
t automata for them.To 
onstru
t r, we assume that predi
ates are al-ways satis�ed. Meanwhile, to 
onstru
t r, we as-sume that the predi
ates o

urring in r are neversatis�ed. See our previous paper [15℄ for furtherdetails of over- and under-estimation.4.2 Creating a

ess 
ontrol au-tomataAn a

ess 
ontrol poli
y 
onsists of rules, ea
hof whi
h applies to some roles. For ea
h role, we
reate an a

ess 
ontrol automaton. This automa-ton 
aptures the set of those paths to elements orattributes whi
h are exposed by the a

ess 
ontrolpoli
y.

In preparation, we repla
e +R and -R rules with+r and -r rules, respe
tively (see Se
tion 3.2).Let r1; :::; rm be the XPath expressions o

urringin the grant rules (+r), and let r01; :::; r0n be theXPath expressions o

urring in the denial rules(-r). For simpli
ity, we assume that none ofr1; :::; rm; r01; :::; r0n 
ontain predi
ates. (This re-stri
tion 
an be lifted by using under-estimationfor r1; :::; rm and over-estimation for r01; :::; r0n.)Re
all that we interpret the poli
y a

ording tothe \denial-takes-pre
eden
e" prin
iple. M� a
-
epts those paths whi
h are allowed by one ofr1; :::; rm but are denied by any of r01; ::::; r0n. For-mally,L(M�) = (L(M [r1℄) [ � � � [ L(M [rm℄))n (L(M [r01℄) [ � � � [ L(M [r0n℄))where � = �E [�A and \n" denotes the set di�er-en
e. We 
an 
onstru
t M� by applying Booleanoperations to M [r1℄; :::;M [rm℄;M [r01℄; :::;M [r0n℄.We demonstrate this 
onstru
tion for the a

ess
ontrol poli
y in Se
tion 3.1. For the role Intern,this poli
y 
ontains a grant rule and a denial rule,both of whi
h propagate downward. The grant rule
ontains an XPath /re
ord, while the denial rule
ontains an XPath //
omment. Thus,L(M�) = fre
ordg� (�E)�� (�A [ f�g) n(�E)�� f
ommentg� (�E)�� (�A [ f�g)4.3 Constru
ting view s
hemasThe key idea for 
onstru
ting view queries is tosimulate the exe
ution of the a

ess 
ontrol au-tomaton as well as the derivation of the s
hema3.This is done by using (non-terminal, state) pairsas \non-terminals", where non-terminals are takenfrom the s
hema and states are borrowed from thea

ess 
ontrol automaton. The key observation isthat a \non-terminal" 
omprising a non-�nal stateis used only for deriving a

ess-denied elements orattributes. A view s
hema 
an then be obtained bydeleting su
h non-terminals.3This approa
h is a spe
ial 
ase of the s
hema transfor-mation shown by the �rst author in [17℄6
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Formally, the view s
hema G� is de�ned as fol-lows. Let the a

ess 
ontrol automaton M� bea deterministi
 automaton (�A [ �E ; Q; q0; Æ; QF )where q0 2 Q, QF � Q, and Æ is a fun
tion fromQ�(�A[�E) to Q. We �rst 
onstru
t the produ
tof G and M� as below:1. The set of non-terminals is the 
ross produ
tof the non-terminal set N of G and the stateset Q of M�.2. The underlying alphabets (namely, �E and�A) for elements and attributes are borrowedfrom G, but terminals not appearing in anyprodu
tion rules or start sets are deleted.3. The start set is 
onstru
ted from S as well asq0 and Æ; for every e[x℄ in S, we introdu
ee[(x; Æ(q0; e))℄, where Æ(q0; e) simulates the ex-e
ution of M� from q0 via e.4. The set of produ
tion rules is 
onstru
ted fromP as well as Æ. For every produ
tion rulex ! r A of G and every state q in M�, aprodu
tion rule is introdu
ed. Its left-handside is (x; q) and its right-hand side is obtainedby repla
ing ea
h e[x0℄ in r with e[(x0; Æ(q; e))℄,whi
h simulates the exe
ution of M� from qvia e.5. Element or attribute names not appearing inany produ
tion rules are removed.To 
reate a view s
hema from this produ
t,we only have to make the a

ess-denied elementsand attributes invisible. That is, we remove non-terminals 
ontaining non-�nal states, remove at-tributes leadingM� to non-�nal states, and repla
ee[(x1; q1)℄ on the right-hand side with an empty se-quen
e where q1 is a non-�nal state.To summarize, a view s
hema isG� = (N �Q; (�E)0; (�A)0; S0; P 0);where:S0 = fe[(x; q)℄ j e[x℄ 2 S; q = Æ(q0; e);q 2 QF g;P 0 = f(x; q)! �q(r) A0 j x! r A 2 P;q 2 QF ;A0 = fa 2 A j Æ(q; a) 2 QF g;

(�E)0 = fe 2 �E j e o

urrs in S0 or P 0g;(�A)0 = fa 2 �A j a o

urrs in P 0g:where �q is a homomorphism from (�E � N)� to(�E �N �Q)� de�ned as�q(e0[x0℄) = ( e[(x0; Æ(q; e0)℄ (Æ(q; e0) 2 QF )� (otherwise)Note that our view s
hemas hide elements as wellas their subordinate elements and attributes. Thisis be
ause we believe in the denial downward 
onsis-ten
y. However, should we drop denial downward
onsisten
y, we 
an still make view s
hemas by re-naming a

ess-denied elements (as in [10℄) ratherthan by deleting them.4.4 ExampleA view s
hema for our motivating example isG1 = (N1;�E1 ;�A1 ; S1; P1), whereN1 = fRe
ord1, Diag1, Chem1, Patho1, Pres
1g;�E1 = fre
ord; diagnosis; 
hemotherapy;pathology; pres
riptiong;�A1 = f�patientId;�typeg;S1 = fre
ord[Re
ord1℄g;P1 = fRe
ord1 ! (diagnosis[Diag1 ℄�;
hemotherapy[Chem1 ℄�;re
ord[Re
ord1℄�)f�patientIdg;Diag1 ! (pathology[Patho1 ℄�) ;;Chem1 ! (pres
ription[Pres
1 ℄�) ;;Patho1 ! � f�typeg; Pres
1 ! � ;g:Note that 
omment elements do not exist in thisview s
hema, sin
e our a

ess 
ontrol poli
y (shownin Se
tion 3) has a denial rule (-R, //
omment).5 Con
luding RemarksWe presented a formal 
onstru
tion of views
hemas from input s
hemas and a

ess 
ontrolpoli
ies. We plan to implement this 
onstru
tionusing modern s
hema languages. We believe thatthe 
onstru
tion is not diÆ
ult when we use RE-LAX NG, but it be
omes mu
h harder when weuse XML S
hema. Another 
hallenge is to gener-ate 
omprehensible s
hemas.7

研究会Temp
テキストボックス
－129－



Referen
es[1℄ E. Bertino, S. Castano, E. Ferrari, and M. Mesiti.Controlled a

ess and dissemination of XML do
u-ments. In The 2nd Workshop on Web Informationand Data Management, pp. 22{27. ACM, Novem-ber 1999.[2℄ E. Bertino, S. Castano, E. Ferrari, and M. Mesiti.Author-X: a Java-based system for XML data pro-te
tion. In 14th IFIP Workshop on Database Se
u-rity, Vol. 201 of IFIP Conferen
e Pro
eedings, pp.15{26. Kluwer, 2001.[3℄ S. Boag, D. Chamberlin, M. F. Fern�andez, D. Flo-res
u, J. Robie, and J. Sim�eon. XQuery 1.0:An XML query language. W3C working draft 12November 2003. http://www.w3.org/TR/xquery/,November 2003.[4℄ T. Bray, J. Paoli, C. M. Sperberg-M
Queen,E. Maler, and F. Yergeau. Extensible Markup Lan-guage (XML) 1.0. W3C Re
ommendation. http://www.w3.org/TR/REC-xml, Feburary 2004.[5℄ J. Clark. XML Transformations (XSLT) ver-sion 1.0. W3C Re
ommendation, November 1999.http://www.w3.org/TR/xslt.[6℄ J. Clark and S. DeRose. XML Path Lan-guage (XPath) version 1.0. W3C Re
ommenda-tion. http://www.w3.org/TR/xpath, Nov 1999.[7℄ J. Clark and M. Murata. RELAX NG spe
i�
a-tion. OASIS Committee Spe
i�
ation, De
ember2001. http://www.oasis-open.org/
ommittees/relax-ng/spe
-20011203.html.[8℄ H. Comon, M. Dau
het, R. Gilleron, F. Ja
que-mard, D. Lugiez, S. Tison, and M. Tom-masi. Tree automata te
hniques and appli
ations.Available at http://www.grappa.univ-lille3.fr/tata, 1997. release O
tober, 1st 2002.[9℄ E. Damiani, S. D. C. di Vimer
ati, S. Parabos
hi,and P. Samarati. Se
uring XML do
uments. InPro
eedings of the 7th International Conferen
eon Extending Database Te
hnology (EDBT), Vol.1777 of Le
ture Notes in Computer S
ien
e, pp.121{135, Konstanz, 2000. Springer.[10℄ W. Fan, C. Y. Chan, and M. N. Garofalakis. Se-
ure XML querying with se
urity views. In Pro-
eedings of the 23rd SIGMOD International Con-feren
e on Management of Data, to appear. ACM,2004.[11℄ A. Gabillon and E. Bruno. Regulating a

ess toXML do
uments. In Pro
eedings of the 15th IFIPWG 11.3 Working Conferen
e on Database Se
u-rity, pp. 299{314, July 2001.[12℄ S. Godik and T. Moses (Eds). Extensible a

ess
ontrol markup language (XACML) version 1.0.OASIS Standard http://www.oasis-open.org/
ommittees/t
_home.php?wg_abbrev=xa
ml, Feb.2003.[13℄ J. E. Hop
roft and J. D. Ullman. Introdu
tion toAutomata Theory, Languages, and Computation.Addison-Wesley, 1979.

[14℄ H. Hosoya and M. Murata. Validation and booleanoperations for attribute-element 
onstraints. InProgramming Languages Te
hnologies for XML(PLAN-X), O
tober 2002.[15℄ M. Kudo and S. Hada. XML do
ument se
uritybased on provisional authorization. In Pro
eedingsof the 7th Conferen
e on Computer and Communi-
ations Se
urity, pp. 87{96. ACM, November 2000.[16℄ J. Marsh. XML Base. W3C Re
ommendation,June 2001. http://www.w3.org/TR/2001/REC-xmlbase-20010627/.[17℄ M. Murata. Extended path expressions for XML.In Pro
eedings of the 20th Symposium on Prin
i-ples of database systems, pp. 126{137, Santa Bar-bara, May 2001.[18℄ M. Murata, D. Lee, and M. Mani. Taxonomy ofXML s
hema languages using formal language the-ory. In Extreme Markup Languages, August 2001.[19℄ H. S. Thompson, D. Bee
h, M. Maloney, andN. Mendelsohn. XML S
hema part 1: Stru
-tures. W3C Re
ommendation, May 2001.http://www.w3.org/TR/xmls
hema-1/.[20℄�,��.�7�9��FKc5XML>?@7AB.�4�9	
97�9?E�
w(DBWS), July2004.

8

研究会Temp
テキストボックス
－130－




