Computer Security Symposium 2018
22 - 25 October 2018

ITAVRATLATHERT 2 /IN\—HBLEBHHEE AT L
CyExec DIRE

SH BT hE SRR R AET E AT e et

BE: VT AAA—HRITERIEDOEELL TS, RISTHEX2 VT AMEIARREL, AMBERDBREE 25,
FEER R T U AREE L AT AOBRBENKRETHS. LL, TROEE S AT AMTEAT A RRENTD, mEH
FHECH/IMEETHAT I Z SR L. S D OFBEICK LT, WA EERZFIH LgRE kic, 877 A
HRERIETAHEUAT LAERBEETDH L THRTHHEE L, AR TIE, SSAEHRBEOT/INEECTCHEANES R
VirtualBox, Docker ZF|fl L7-iBREEIC, B 707 AOKFERBNAERZ I VAT ADBE X FIZHES AR
— I L R o AT A CyExec 2R 5.

F—D—F: zas AT A, AMEBIR, FA SR OB, R, tX =T 4 AMEE

Proposal of Cyber attack and defense Exercise system CyExec
composed of ecosystem
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Abstract: Cyber attacks are becoming active and sophisticated. There is a shortage of security human resources corresponding to
Cyber attacks, and human resource development is an urgent task in Japan. Although it is necessary to develop a scenario-type
exercise system that can be practiced, it is difficult to introduce commercially practiced exercise system at Higher education
institutions and small and medium-sized enterprises because the installation cost is very high.

To solve these problems, we resolved policy to resolve by developing an exercise system that implements exercise programs on the
environment using virtualization technology. In this paper, we propose Cyber attack and defense exercise system "CyExec" based on
the concept of an ecosystem which can jointly develop exercise program in practical environment using VirtualBox, Docker which
can be easily installed by Higher education institution and small and medium-sized enterprises.
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