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Abstract: Recently, drive-by download (DBD) attacks that infect computers with malware when users browse infected websites
have been a serious problem. These attacks are often done on an attack base called an exploit kit (EK); among them, RIG EK has
been causing the most serious damage. Since DBD attacks occur in a user’s web browser, it is difficult to grasp the whole image
of the attack. Also, although they are detected using indicators of compromise (IOC), which is a characteristic of attack, IOC
changes due to crackdowns on a stepping stone site and avoiding attack detection are a problem. In this research, we analyzed the
long-term logs of a certain security tool for 7 months to clarify the long-term activities of RIG EK. Then, by automatically deriving
a new 10C, we proposed a robust detection method against changes in the IOC of RIG EK. By evaluating the proposed method,
we found that RIG EK domain name could be detected at a recall ratio of 98%(average) and a precision ratio of 50%(average). We
also found that a new 10C can be derived after changing the IOC during the period.
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Figure 1 Overview of Observation environment.
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Figure 2 Transitions in the number of Web access logs during the observation period.
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Figure 3 Result of RIG EK detection.

Access Detection |
- lthour |
o 10/hour |
@ 50 /hour ||

Domain Name

12/11 ® RIG EK R X A »413,12/11 BLERIIRE STV 7 u,

Dec 11 2016 Dec 12 2016 Dec 13 2016 Dec 14 2016 Dec 15 2016 Dec 16 2016 Dec 17 2016 Dec 18 2016
Time

4 RIG EK RAA VA ~DT 72 A% (2016 4512 A 11 A~17T A) ARV A b U 2 MIHOBEEX
Figure 4 The number of accesses to the RIG EK domain name (11th December to 17th December 2016) and

conceptual diagram of whitelist utilization.
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Figure 5 Preprocessing flow for analysis.
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Figure 8 IOC auto- derivation algorithm.
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Figure 9 Evaluation method.
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Table 4 Experimental results of preprocessing method.
ERN)
. ) 6/8 6/9 6/10 6/11 6/12 6/13 6/14 6/15 6/16 6/17
s, o N —%
O var5—4% AD¥K 3721 5068 | 4352 | 4702 | 5958 | 6464 | 6209 | 7892 | 7522 | 10331
@1 QIZHEENBZR L O/ —21 1-3
3 56 141 239 155 0 0 0 0 0
\Z & B # gk (URL %)
@2 QIZEENBE 1 D/H—21 4-35
0 0 0 0 0 157 25 94 55 155
\Z & B #r gk (URL %)
@ mITF—HREIIEENDE L DR
3 58 143 242 155 175 26 95 55 158
— > 1-35 12 K D Mk (URL %0
@ B 3—F(Q/B))*x100%) 100.0 96.6 98.6 98.8 | 100.0 89.7 96.2 98.9 | 100.0 98.1
# 5 EBRER
Table 5 Experimental results.
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k(e =—7 RA 1 %0
@2 QIZEENBE 1 D/H—21 4-35
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- 16 15 29 47 30 28 28 36 38
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@ @Qn@OBEEK(==—7 AL ¥) - 10 13 14 15 11 9 16 15 19
® A (Precision) (%) - 625 86.7 | 483 31.9 | 367 | 321 57.1 41.7 50.0
® FBLFE (Recall) (@é@)) - 90.1 | 100.0 | 100.0 | 100.0 91.7 | 100.0 | 100.0 | 100.0 | 100.0
# 6 10C @ H B H =) VL RTALER R X W RIGEK O 1 75— 2 3 hk | < il
Table 6 Case example of IOC auto-derivation. TETWLZEZRLTNAS.
xXrQMv 7.2 BEIEH 10C &K 2 BRMBEDOFME
xXvQMv M L7em 77 —% AD 5 BEHEHIOCIC X % RIGEK
33Qc. W DRFIRE DWW TCIMIT 5. §-liiL, = 77— % AHIZH
3Qc Wf BEH 10C Z & T URL O KA A 412X VAT~ 72.10C #)
3rQc W HiEE LT ER 1 ONZ =2 1 WM FEEZK 9 12
3vQe W AR ERBRRE BT AR LR TRl 21T o 7.
Qc WYa 05T —2 AW RIGEK iz =—7 N A A1 ¥
ngm ERSIRTEBRTHWZIOCHE, £5DQTIEHHERI O
Qc’wfa NRE—v RSOQTIXABENIOC ThD.E 50O,
ch7WY TIANR=FIP T RLAEZRS IP T RL A% AL U4
inz IO RIGEK OD2=—7 RAA U $E DT> b LIZRER
rQcC
Q*Wf Th DA TIE, RS DOQ% RIGEK IZHET D KA A
vQcC
= VAHETHDLEERLIEMEITo/72.% 5 O, BEEH
xXrQMv

© 2018 Information Processing Society of Japan

IOCIZ L AMEMER D2 = RAL VBT N LT
FERTHDHE S OOIXQLOITHET D AL 4 %D

— 1160 —



Ty hLERRTHDHE 5 0BT

AR OIHIHERER

T F613,6/13 Da T —% A D HEREH L7 I0C D
BlZRd. BEIEHIOC OHIZ,E 1 ORZ—RNEENT
WHZ LR TE D,

HEREH 10C I L % RIG EK OfEFENE, &5 0@056,%E

BRL729 BHREOWN,7 BEIZRIGEK K A A >4 % 100%,2 H
M 90%LL EOHH RO B DOV T 98%) THRa4 %

ZEWTER

ARITFES OONH,9 HEOFEHT

) 50% T o 72 EBRFERN D IRETIRILERICEST S
RIG EK KA A U4 % P35 98% CTHBL(Recall) T2 = & A
TX, ERIZHEAT 5 RIG EK KA A Y AITTFEIR 50%T
A (Precision) 92 FIETHDH Z & 2R LT,

RIG EK R A A >4 D% < I¥,Domain Shadowing D7 A 7

H O UEIBIC R AL REND IP 7 FLUAEBEICE(L
L CTWD[21]. A8 TIiL,RIG EK ORARE R4 XL 0 EEIC
ST AP T RLRERED KA AL VAT T %
RIG EK I[ZH# & T 5 FAAL 4 L EEL CGRHIAIT-72. L
U EBITEREROPIC KA A VIBED RIGEK b 177E
LTHYRIGEK IZHATD RAAL A E LTIV ML
TWRNWEDIZHE RIS LR WER L 72 - 72 RIG
EK OFHIEIE DO BFHIS HORETH 5.

8.

FEH

AWF7ETIE, DXV T4V =D T ABOEK

R Web 77220 70T 5 Z &2k - T, RIGEK
OEHFEBIZHL N L. £ LT, #HLWIOC % HBEhAY
ICEHT A2 LI2L Y, RIG EK @ 10C OZ{kIcxt L Cid

BT A RE LTz,

R FTRNAEFMUIZFEE, RIG

EK R A A % %1 98%D IR, § 50%0DiH SR TH
HMTEAHZLE2MER L. 72, HENEH L 72 10C ITIEEE
HMOIOCEFATND Z L AMERLTEHEY, HEH o I0C
DEGITBREL T, HrLWIOC # HEEH TE 5 2 LA
SV Sy

BEE ORITZERCRIE, ENCHTIEBE IS E NG OB E T SR

# (NICT) DOZEFEHFZE TWeb B B b 3R Hifl o AL
W 7= gERR ) Ik v Esn-b T

S5

(1]

(2]

(3]

(4]

© 2018 Information Processing Society of Japan

BB AR, U SLKE, R OSCRE, AR B, BRIE HLAE, <%
BOa—F D Web 77 &A1 75 HERITENEY A b &
T2 FE avta—FexFa T 0 RBP T A
2017 (CSS2017), 2017.

I SEPE, /N fR KRR, 493 1B, 3% f%F, “RIG Exploit
Kit \IZF1) D WBHP ORAE,” 2> Ea—FtFxa )T 1
VARY T A 2017 (CSS2017), 2017.

/it i KRR, ZGi 1%, “Drive-by Download BB IZ¥1F 5
RIG Exploit Kit DfiEHTEI#EFIEDOTE,” 2 Ea—F X
2 U7 4R TY T A 2017 (CSS2017), 2017.
https://blog.trendmicro.com/trendlabs-security-intelligence/a-look-
into-recent-exploit-kit-activities/?utm_source=trendlabs-

— 1161

social&utm_medium=smk&utm_campaign=0718_exploit-kits, (%
8 2018-08-01).

AR #hnk, MEAC FEGE, REE OFERC, fRE PRI, BRI A3,
Ff B, “Exploit Kit THEHE S #1172 M Web ¥ - @ URL
BT 288 avba— X2 )71 rRY YA
2017 (CSS2017), 2017.

& B, b7y v XA, [UE W, E FAL, “Drive-by
Download B B % # 12 [ 1) 7= RIG Exploit Kit O I E K37,
AU —FEFXF2 YT 4 AR TT A 2017 (CSS2017),
2017.

Fo18, BRI I, R 3K, ARk, <BERN O M URL B &
B L7 A O URL OMER,” arta—2tda T
4 VAR T T A 2017 (CSS2017), 2017.

TP. Thao, A. Yamada, K. Murakami, J. Urakawa, Y. Sawaya, A.
Kubota, Classification of Landing and Distribution Domains Using
Whois’s Text Mining. 2017 IEEE Trustcom/BigDataSE/ICESS.
BILTIE, KRE, $HERIE, " SA Web A4 FY F A Lo
MZED M Web Y1~ OAELFIRENE, " & 1HHRBE
F2x ICSS WF5E4, July 2013.

BW AL, AW, MERHE, (EE, VR
155 RIG Exploit Kit DEREREHFILEORE”, HHLFAE
RE A a—F X2 )T 4 WIEHEEKRS, July 2017.
A. Moshchuk, T. Bragin, S. D. Gribble, and H. M. Levy. "A
Crawler-based Study of Spyware on the Web," In Proceedings of

(9]

[10]

[11

—

the 2006 Network and Distributed System Security Symposium,
pages 17-33, February 2006.
[12] N. Provos, D. McNamee, P. Mavrommatis, K. Wang and N.
Modadugu, “The ghost in the browser analysis of web-based
malware, " In 1st Workshop on Hot Topics in Understanding
Botnets, 2007.
N. Provos, P. Mavrommatis, M. A. Rajab and F. Monrose, "All
Your iFRAMEs Pointto Us," In Proceedings of the 17th USENIX
Security Symposium, USENIX Security, 2008.
[14] #aHFE, EHA, RE#H ., "Drive-by Download B&%}HK 7 L
— AU —JZBITFH Web 727 8AR T EHUZ Web U 7
HEE DFFNTIC £ DB A MRIHTFIEORSE," 3 a—
X T 4R T A 2014, October 2014.
fahpe, (LMW, R, "= FSIN Web %=V 7 ¢ 8l
B 2T 2THIT DWERHROMIEIEICE S 2 B, =
VEa—ZEXa )T 4R T A 2015, October 2015.
RSt LAC, “ME%Z#E5 9 RIG Exploit Kit O &F & %f
#” , CYBER GRID VIEW Vol .3,
https://www.lac.co.jp/lacwatch/report/20170202_001203.html, (Z
1% 2018-08-01).
“2017 - **NEW**UPDATED** Rig Exploit Kit malware URL
Patterns June 12 - Current Date (November 1st, 2017) | Part 3.
https://www.linkedin.com/pulse/2017-new-rig-exploit-kit-
malware-url-patterns-june-14-baber/, (& 2017-12-14).
[18] “SHADOWFALL”. https://www.rsa.com/en-us/blog/2017-
06/shadowfall, (Z:& 2018-08-01).
[19] https://www.paterva.com/web7/index.php, (Z:Ff 2018-08-03)
[20] https://www.godaddy.com, (5 2018-08-03)
[21] https://www.jpcert.or.jp/present/2018/JSAC2018_05_ikuse.pdf,
(B 2018-08-20)

[13]

[15

[k}

[16

[}

[17]



