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Detecting Malicious Websites from Direct-IP Web Accesses

Yuta Nakagawa' Wataru Ueno'!
Rui Tanabe™  Akira Fujita®? Katsunari Yoshioka™?* Tsutomu Matsumoto’ 3

Abstract: Drive-by download attack has been a threat in recent years. The attack redirects users whom accessed compromised
websites or malicious advertisements to malicious websites that exploit vulnerability of web browsers and cause malware infection.
Among malicious web sites that trigger DBD attacks, instead of using domains some servers use IP addresses to communicate with
each other. In this report, we propose a method to detect [P addresses which are assigned to malicious websites from direct-IP web
access log of end users. In our proposal method, we focus on web accesses that use IP addresses instead of domains and extract 5
features concerned with IP address, User access, and URL characters. We create a classifier using machine learning and detect IP

addresses of malicious websites. From the evaluation experiment, we show that the rate of detecting malicious IP addresses were
90.09%.
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