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Intrusion Detection for Acyclic Messages
in In-Vehicle Network: A Proposal
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Abstract: The automotive industry intends to create new services that involve sharing control information of a
vehicle via a wide area network. However, some incidents of cyber-attacks to a vehicle show that a connection to
outer of a vehicle is abused for cyber-attacks. Therefore, improving security measures of a vehicle are urgent to
realize new services. To realize security measures of a vehicle, it is important to detect cyber-attacks at first. And,
the intrusion detection system (IDS) is known as a technique of detecting cyber-attacks. For the IDS algorithm of
the in-vehicle network, the monitoring communication cycle period of cyclic messages is known as the popular
method. On the other hand, there are also acyclic messages in the in-vehicle network, and these messages would be
an important target to be success cyber-attacks. However, it is difficult to detect cyber-attacks to acyclic messages
using the IDS algorithm for cyclic messages. Therefore, in this paper, we will propose the IDS algorithm for acyclic
messages.
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