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VOID docount() { icount++; }
VOID Instruction(INS ins, VOID *v)
{
INS_InsertCall(ins, IPOINT_BEFORE,
(AFUNPTR)docount, IARG_END);
}
int main(int argc, char * argv[])

{

[ e L

©

if (PIN_Init(argc, argv))
return Usage();

R e
N = O

INS_AddInstrumentFunction(Instruction, 0);

=
=W

PIN_StartProgram() ;

—
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1 VOID Image(IMG binary_img, VOID *v)
2 {

3 const char *func_Name ="funcl";
4 RTN function_rtn

5 = RTN_FindByName (binary_img,func_Name) ;
6

7 ADDRINT trace_start_address

8 = RTN_Address(function_rtn);

9 ADDRINT trace_end_address

10 = trace_start_address

11 +RTN_Size(function_rtn);

12 }

13 int main()

14 {

15 IMG_AddInstrumentFunction(Image,0);
16  PIN_StartProgram();
17 }
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1 bool flag=false;
2 VOID SGX_FUNC(){
3 //call Enclave and hash calculation

4}

5 VOID Instruction(INS ins, VOID *v)

6 {

7 if (flag==true)q{

8 if (INS_IsCall(ins)){

9 INS_InsertCall(ins, IPOINT_BEFORE,

10 (AFUNPTR) SGX_FUNC, IARG_END);
11 }Yelse if (INS_IsRet(ins)){

12 if (range (BRANCH_TARGET_ADDR) ) {

13 INS_InsertCall(ins, IPOINT_BEFORE,

14 (AFUNPTR)SGX_FUNC, IARG_END);
15 flag = false;

16 }

17 elseq{

18 INS_InsertCall(ins, IPOINT_BEFORE,

19 (AFUNPTR) SGX_FUNC, IARG_END);
20 }

21 }

22 }else if (ins_add >= range_start_address

23 && ins_add <= range_end_address){

24 if (INS_IsCall(ins)){

25 INS_InsertCall(ins, IPOINT_BEFORE,

26 (AFUNPTR) SGX_FUNC, IARG_END);
27 flag = true;

28 ¥

29 if (INS_IsRet(ins)){

30 INS_InsertCall(ins, IPOINT_BEFORE,

31 (AFUNPTR)SGX_FUNC, IARG_END);
32 }

33 }

34 }

35 int main()

36 {

37 INS_AddInstrumentFunction(Instruction,O0);
38  PIN_StartProgram();
39 }
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01 0000
OS | Ubuntu 16.04

CPU | Intel Xeon E3-1245 3.5GHz
SGX SDK | Version 2.6.0
Intel Pin | Version 3.5

void func1l(){
char buf[8];
fgets(buf, 100, stdin);
return;
}
int main()
func1();
return 0;

}
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Hfync1=Hash( ‘0x40056d’, Hpqin)
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