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O 1. MPXOODOOO
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bndmov bnda/mem, bndb

bndcl reg/mem, bnd

bndcu reg/mem, bnd

int array[10];

/7 (1)

// edx=array

// eax=sizeof (array)-1

// bndmk (%edx,%eax,1),%bnd0

/7 (2)

// edx=&array[i]

// bndcl (%edx),%bnd0

10 // edx=&array[i]+sizeof (int)-1
11 // bndcu (%edx),%bnd0

12 x = arrayl[il;
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void * __mpx_wrapper_malloc (size_t size)
{
void *p = (void *)malloc (size);
if (!p) return __bnd_null_ptr_bounds (p);
return __bnd_set_ptr_bounds (p, size);
}
0 2: mallocO MPXOODOOO
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/1 S
typedef struct {
uint64_t lowerBound;
uint64_t upperBound;
} Bnd;

// bndmk (p, size-1, 1), %bnd
// bnd (Z FBR:p, LR :p+rsize-1DEE5 % M4

void make_bnd(void *p, size_t size);
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=
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// bndcl p, %bnd
// p ¥ bnd DEROFNREF = v

void check_lowerbnd(void *p);

=R e e
oo W oN

// bndcu p, %bnd
// p&bnd DEREFY Y
void check_upperbnd(void *p);

o
® N o

// bndmov bnd -> mem
/] BRVIARNS AT ABRIEHRER T

void mov_bnd_to_mem(Bnd *bnd);

NN N e
NP O ©

// bndmov mem -> bnd
/] AEVDPSEIFRL Y AXRABIRIERER T
void mov_mem_to_bnd(Bnd *bnd);
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struct HeapInfo{

void *addr; // 000000000

1
2
3 size_t size; // 0O0ODOOO

4 void *start; // DO O0O0OOOOO
5 Bnd bnd; // OOO0O

6 };

7

8

void update(void *newAddr){
9 for(data € 000 0OHeapInfo){
10 void *start = newAddr;
11 make_bnd(start, data.size);
12 mov_bnd_to_mem(&data.bnd) ;
13}
14 }
16 void check(Bnd *bnd, void *ref, size_t s)
17 {
18 mov_mem_to_bnd(bnd) ;
19 check_lowerbnd (ref) ;
20  check_upperbnd(ref+s);
21 }
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void MallocBefore (ADDRINT size)
{

// 000000000000DOO0OO
}

void MallocAfter (ADDRINT retValue)

{

9 // 00000000000000O00000
10 }

11 void event_img_load(IMG img)

12 {

[ I BN R N A

13 RTN libc_mallocRtn = RTN_FindByName(img, "__libc_malloc");
14 if (RTN_Valid(libc_mallocRtn)){

15 RTN_Open(libc_mallocRtn) ;

16 RTN_InsertCall(libc_mallocRtn, IPOINT_BEFORE,

17 (AFUNPTR)Libc_MallocBefore,

18 TARG_FUNCARG_ENTRYPOINT_VALUE,O,
19 IARG_END) ;

20

21 RTN_InsertCall(libc_mallocRtn, IPOINT_AFTER,

22 (AFUNPTR)Libc_MallocAfter,

23 IARG_FUNCRET_EXITPOINT_VALUE,

24 IARG_END);

25 RTN_Close(libc_mallocRtn);

26 ¥

27 }

28 int main()

20 {

30 IMG_AddInstrumentFunction(event_img_load, NULL);
31 return 0;

32 }
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void at_ins (ADDRINT address, ADDRINT value)

{

// 0000000000000 0OooOoOOoOoOoooO
// 0000000000000 malloc000000OOO
}

void event_ins(INS ins, void *v)

{

[ I N

©

10 INS_InsertCall(ins, IPOINT_BEFORE,
11 at_ins,

12 IARG_ADDRINT, INS_Address(ins),
13 IARG_MEMORYVALUE_EA,
14 IARG_END) ;

15 }

16

17 int main()

18 {

19 INS_AddInstrumentFunction(event_ins, 0);
20 return O;

21 }
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8

9 for (j=0; j<loop_num; j++){
10 for(i=0; i<10; i++)
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