
ϖΠϩʔυͷಛྔʹͨ͠ະͷωοτϫʔΫҟৗݕग़

Ӝ ါ೭հ1,a) ੨ ໜथ1,b) ຊٶ ࿕1و

֓ཁɿ৵ೖݕγεςϜ (IDS)ʹؔ͢ΔैདྷڀݚͰɼύέοτͷϔομ͔ΒಘΒΕΔಛͷΈʹ͠

͍ͯΔख๏͕ଟ͘ɼϖΠϩʔυͷΈʹಛͷදΕΔҟৗΛݕग़͢Δ͜ͱ͕͔ͬͨ͠ɽͦ͜ͰຊڀݚͰɼ

ύέοτͷϔομใ͚ͩͰͳ͘ϖΠϩʔυͷಛʹ͢Δ͜ͱʹΑΓɼະͷҟৗΛݕग़͢Δख๏

ΛఏҊ͢Δɽ·ͣɼύέοτͷϔομٴͼϖΠϩʔυ͔Βநग़ͨ͠ಛྔΛΫϥελϦϯά͢Δɽ࣍ʹɼ

֤Ϋϥεʹγάωνϟܕ IDSΛ༻͍ͯϥϕϧ͚Λ͏ߦɽͦͷޙɼγάωνϟܕ IDSͷϥϕϧΛجʹ͠

ͯະͷҟৗͷݕग़ٴͼҟৗͷछྨͷผΛ͏ߦɽ࣮ݧͰɼMWSσʔληοτɼେࡕཱେֶωοτ

ϫʔΫͷτϥϑΟοΫʹຊख๏Λద༻͠ɼ༗ޮੑΛ֬ೝ͢Δɽ

ΩʔϫʔυɿΫϥελϦϯά, ϖΠϩʔυ, IDS

1. ͡Ίʹ

ۙɼΠϯλʔωοτͷൃୡʹ͍αΠόʔ૿͕ܸ߈Ճ

ͱͯ͠ɼωοτϫʔΫࡦͷରܸ߈ΔɽαΠόʔ͋ʹ

ʹର͢Δෆਖ਼ͳ௨৴Λݕग़͢ΔͨΊͷ৵ೖݕγεςϜ

(IDS: Intrusion Detection System)ͷ͕ڀݚΜʹߦΘΕ

͍ͯΔɽ

IDSγάωνϟܕͱΞϊϚϦܕͷ 2छྨʹେผͰ͖Δɽ

දతͳγάωνϟܕ IDSͱͯ͠ɼSnort[1] Suricata[2]ɼ

The Bro[3]͕͛ڍΒΕΔɽγάωνϟܕ IDS͋Β͔

͡Ίҟৗͳ௨৴ΛύλʔϯϑΝΠϧʹه͓͖ͯ͠ɼ؍ଌ

͍ͯ͠Δ௨৴ͱҰக͢Δύλʔϯ͕ύλʔϯϑΝΠϧʹଘ

͢ΔݕΕҟৗΛ͢ࡏ IDSͰ͋Δɽ͔͠͠ɼύλʔϯ

ϑΝΠϧʹఆٛ͞Ε͍ͯͳ͍ҟৗʹ͍ͭͯѥछΛؚΊݕ

ग़Ͱ͖ͳ͍͕ܽ͋Δɽจݙ [4]Ͱɼγάωνϟܕ IDS

ͷݕग़݁Ռ͔ΒֶशσʔλΛࣗಈੜ͠ɼػցֶशΛ༻͍

Δ͜ͱͰຊདྷݕग़Ͱ͖ͳ͍ѥछܸ߈ΛݕͰ͖Δ IDSΛఏ

Ҋ͍ͯ͠Δɽ͔͠͠ɼ͜ͷख๏ͰֶशσʔλΛύλʔϯ

ϑΝΠϧʹ͍ͯͮجੜ͍ͯ͠ΔͨΊʹɼύλʔϯϑΝΠ

ϧʹొ͞Ε͍ͯͳ͍ະͷҟৗʹ͍ͭͯݕग़Ͱ͖ͳ͍

͜ͱ͕՝ͱͳ͍ͬͯΔɽ

ҰํɼදతͳΞϊϚϦܕ IDSͱͯ͠จݙ [5,6,7,8]ͷ

ख๏͕͛ڍΒΕΔɽΞϊϚϦܕ IDS͋Β͔͡Ίਖ਼ৗͳύ

λʔϯΛֶश͓͖ͯ͠ɼֶशͨ͠ਖ਼ৗύλʔϯ͔Βͷ֎Ε
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Λҟৗͱͯ͠ݕग़͢Δ IDSͰ͋Δɽ͔͠͠ɼ͜ΕΒͷΞ

ϊϚϦܕ IDSͰҟৗΛݕग़ͯ͠ɼͦͷҟৗ͔ͲͷΑ͏

ͳछྨͷҟৗͰ͋Δ͔ผͰ͖ͳ͍ͱ͍͏͕͋Δɽ

·ͨɼ࣮ӡ༻தͷωοτϫʔΫʹ͓͚Δ௨৴ʹਖ਼ৗσʔ

λͷΈͰͳ͘ҟৗؚ·Ε͍ͯΔՄੑ͕͋ΔͨΊɼਖ਼ৗ

ύλʔϯΛఆٛ͢ΔσʔλΛ༻ҙ͢Δ͜ͱ͕͍͠ͱ͍ͬ

ͨ͋Δɽ

จݙ [9,10]Ͱɼֶशͨ͠Ϋϥεʹରͯ͠ҟৗͷϥϕϧ

ΛՃ͢Δ͜ͱʹΑΓҟৗͷछྨΛࣝผ͢Δख๏ΛఏҊ͠

͍ͯΔɽจݙ [9]ͰɼτϥϑΟοΫσʔλ͔Βநग़ͨ͠ಛ

ϕΫτϧΛΫϥελϦϯά͠ɼֶश͢Δ͜ͱͰҟৗΛݕ

͢Δख๏ΛఏҊ͍ͯ͠Δɽֶशͨ͠ΫϥεʹϢʔβ͕ϥ

ϕϧΛ͚ͭΔ͜ͱʹΑΓͲͷΑ͏ͳҟৗؚ͕·Ε͍ͯΔ͔

ͷผΛՄʹ͍ͯ͠Δɽ·ͨจݙ [10]Ͱɼύέοτͷ

ϔομใ͔Βநग़ͨ͠ಛྔΛ༻͍ͯߏஙͨ͠ΞϊϚϦ

ܕ IDSʹγάωνϟܕ IDSʹΑΔҟৗݕग़݁ՌΛΈ߹

Θͤͨख๏ΛఏҊ͍ͯ͠Δɽ͜ͷख๏ͰΞϊϚϦܕ IDS

ʹΑͬͯΫϥελϦϯά͠ɼಘΒΕͨΫϥεʹରͯ͠γά

ωνϟܕ IDSͷݕग़݁ՌΛϥϕϧͱͯ͠Ճ͢Δ͜ͱͰɼ

ΞϊϚϦܕ IDSͰෆՄͰ͋ͬͨҟৗͷछྨͷఏࣔʹ

ޭ͍ͯ͠Δɽ͔͠͠ɼ͜ͷख๏Ͱύέοτͷϔομ͔Β

நग़ͨ͠ಛྔͷΈΛ༻͍͍ͯΔͨΊɼϖΠϩʔυͷΈʹ

ಛ͕දΕΔҟৗͷݕ͕͔ͬͨ͠ɽ

·ͨɼจݙ [11]ͰϖΠϩʔυ͔Βநग़ͨ͠ಛྔΛ༻

͍ͯϚϧΣΞͷײછݕΛ͍ߦɼϖΠϩʔυ͔Βநग़͠

ͨಛྔͷதͰͲͷಛྔ͕༗ޮͰ͋Δ͔ͷධՁΛ͍ͯ͠

Δɽར༻͍ͯ͠ΔಛྔɼASCIIจࣈίʔυͷग़ݱස

ಛతͳจྻࣈͷग़ݱසɼHTTPϦΫΤετͰ͋

c⃝ 2018 Information Processing Society of Japan

Computer Security Symposium 2018 
22 - 25 October 2018

－1038－



Δɽ࣮ݧͰɼϚϧΣΞͷछྨ͝ͱʹݕग़ʹ༗ޮͳಛ

ྔ͕͋Δ͜ͱΛ֬ೝ͍ͯ͠Δɽ

ͦ͜ͰຊߘͰɼϔομ͔Βநग़ͨ͠ಛྔʹϖΠϩʔ

υʹग़͢ݱΔ ASCIIจྻࣈͷछྨͱ͞ʹͮ͘جಛ

ྔΛՃ͑ͯҟৗΛݕग़͢Δख๏ΛఏҊ͢Δɽ

2. ؔ࿈ڀݚ

ຊڀݚʹؔ࿈͢Δैདྷڀݚͱͯ͠ɼΞϊϚϦܕ IDSͷ

දతͳख๏Ͱ͋Δจݙ [5,6,7,8]ͱֶशͨ͠Ϋϥεʹରͯ͠

ҟৗͷϥϕϧΛՃ͢Δ͜ͱʹΑΓҟৗͷछྨΛࣝผ͢Δ

ख๏Ͱ͋Δจݙ [9,10]ʹ͍ͭͯड़Δɽจݙ [5]Ͱɼύ

έοτͷΤϯτϩϐʔʹΑΔҟৗݕग़ख๏͕ఏҊ͞Ε͍ͯ

Δɽ͜ͷख๏Ͱ IPΞυϨεϙʔτ൪߸ͳͲຖͷ୯Ґ࣌

ؒͨΓͷύέοτΛܭଌ͢Δɽ࣍ʹɼύέοτͷൃੜ

֬ΛٻΊɼٻΊͨൃੜ͔֬ΒΤϯτϩϐʔΛࢉग़͢Δɽ

ͦͷޙɼΤϯτϩϐʔͷྻܥ࣌มԽʹணͨ͠ EMMM๏

ʹΑΓɼΤϯτϩϐʔ͕େ͖͘มԽ͢Δؒ࣌Λҟৗͱͯ͠

ग़͍ͯ͠Δɽݕ

จݙ [6]ͰɼωοτϫʔΫτϥϑΟοΫෳͷਖ਼ৗ

ঢ়ଶͰද͞ΕΔͱ͑ߟɼෳͷਖ਼ৗঢ়ଶΛఆ֤ٛ͠ঢ়ଶͱ

ͷҧ͍͔ΒҟৗΛݕग़͢Δख๏ΛఏҊ͍ͯ͠ΔɽҟৗΛؚ

·ͳ͍σʔλ͔Β୯Ґؒ࣌ͨΓͷ ICMP TCPύέο

τΛܭଌͯ͠ΫϥελϦϯά͢Δɽϝϯό͕গͳ͍Ϋ

ϥεআ͠શͯͷΫϥεʹ͓͍ͯᮢҎ্ͷϝϯόͱ

ͳΔ·ͰΫϥελϦϯά͢ΔɽΫϥελϦϯά݁ՌΛਖ਼ৗ

ঢ়ଶͱͯ͠ఆٛ͠ɼ৽ͨʹ؍ଌ͞Εͨσʔλ͔Βಉ༷ͷಛ

Λநग़͠ɼਖ਼ৗΫϥεͱͷڑ͕ᮢҎ্͔Ͳ͏͔Ͱҟ

ৗΛࣝผ͍ͯ͠Δɽ

จݙ [7]ͰɼෳͷಛྔͷΈ߹ΘͤʹΑΔҟৗݕ

ग़ख๏ΛఏҊ͍ͯ͠Δɽ͜ͷख๏ͰɼҟৗΛτϥϑΟο

Ϋྔͷҟৗɼ௨৴खॱͷҟৗɼ௨৴༰ͷҟৗͷ 3छྨʹ

͚ɼ୯Ґͨ͋ؒ࣌ΓͷτϥϑΟοΫྔΛԽͨ͠ಛ

ྔɼϑϩʔຖͷϑϥάͷग़ݱճΛԽͨ͠ಛྔɼϑ

ϩʔͷύέοτͷϖΠϩʔυͷύλʔϯͷΛԽ

ͨ͠ಛྔΛֶश༻σʔλ͔ΒͦΕͧΕநग़͢Δɽͦͯ͠

৽ͨͳσʔλͰ͜ΕΒͷಛྔΛநग़͠ɼֶश༻σʔλͷ

ͱᮢҎ্Ε͍ͯΔಛྔ͕ଘ͢ࡏΔ߹ʹҟৗͰ͋

Δͱஅ͢Δɽ

จݙ [8]ͰɼύέοττϨʔε͔Βநग़ͨ͠ಛྔʹ

ରͯ͠ΫϥελϦϯάΛֶ͍ߦश͢Δ͜ͱʹΑΓϚϧΣ

Ξͷ௨৴Λࣝผ͢Δख๏ΛఏҊ͍ͯ͠Δɽಛྔͱͯ͠ɼ

Ұൠతͳಛྔ 70छྨͱϚϧΣΞಛ༗ͷಛྔ 25छྨ

Λ༻͍͍ͯΔɽDBSCANΛ༻͍ͯΫϥελϦϯά͠ɼΫ

ϥεͷσʔλͱݕग़͍ͨ͠σʔλͱͷϢʔΫϦουڑ

Λࢉग़͢Δɽࢉग़ͨ͠ڑͷ࠷খ͕ᮢະຬͷ߹ط

ଘͷΫϥεʹྨ͞ΕطͷϚϧΣΞͱ͢ΔɽᮢҎ্

Ͱ͋ͬͨ߹ະͷϚϧΣΞͱ͢Δɽ

จݙ [5,6,7,8]ͷख๏Ͱɼҟৗ͕ൃੜͨ͜͠ͱΛݕग़͢

Δ͜ͱͰ͖Δͷͷɼൃੜͨ͠ҟৗ͕ͲͷΑ͏ͳҟৗͰ

͋Δ͔Λஅ͢Δ͜ͱ͕Ͱ͖ͳ͍͜ͱ͕ͱͳ͍ͬͯ

ͨɽͦ͜Ͱจݙ [9,10]Ͱɼֶशͨ͠Ϋϥεʹରͯ͠ҟৗ

ͷϥϕϧΛՃ͢Δ͜ͱʹΑΓҟৗͷछྨΛࣝผ͢Δख๏

ΛఏҊ͍ͯ͠Δɽ

จݙ [9]ͰɼτϥϑΟοΫσʔλ͔Βநग़ͨ͠ಛϕ

Ϋτϧʹରͯ͠ɼίʔγʔ֬ີؔΛ༻͍ͯΫϥελ

Ϧϯά͠ɼֶशΛ͜͏ߦͱʹΑΓҟৗΛݕ͢Δख๏Λఏ

Ҋ͍ͯ͠ΔɽίʔγʔີؔΛ༻͍Δ͜ͱʹΑΓɼϦΞ

ϧλΠϜͰֶशϞσϧΛߋ৽͠ͳ͕ΒҟৗΛݕ͢Δ͜ͱ

ΛՄʹ͍ͯ͠Δɽ·ͨɼֶशͨ͠ΫϥεʹϢʔβʔ͕ϥ

ϕϧΛ͚ͭΔ͜ͱʹΑΓͲͷΑ͏ͳҟৗؚ͕·Ε͍ͯΔ͔

ͷผΛՄʹ͍ͯ͠Δɽ

จݙ [10]Ͱɼύέοτͷϔομใ͔Βநग़ͨ͠ಛ

ྔΛ༻͍ͯߏஙͨ͠ΞϊϚϦܕ IDSʹγάωνϟܕ IDS

ͷݕग़݁ՌΛΈ߹ΘͤΔ͜ͱͰΞϊϚϦܕ IDS͚ͩͰ

Ͱ͖ͳ͍ҟৗͷผ͕ՄͰ͋Γɼγάωνϟܕ IDS͚ͩ

Ͱݕग़Ͱ͖ͳ͍ະͷҟৗݕग़͕Մͳ IDSΛఏҊ͠

͍ͯΔɽ͜ͷख๏Ͱύέοτͷϔομ͔ΒಛྔΛநग़

͠ɼओੳʹΑͬͯಛྔͷݩ࣍Λѹॖͨ͠ޙɼΫϥ

ελϦϯά͢Δ͜ͱͰΞϊϚϦܕ IDSΛߏங͍ͯ͠Δɽͦ

ͷޙɼੜ͞Ε֤ͨΫϥεʹରͯ͠ɼγάωνϟܕ IDSͷ

ܕग़݁ՌΛϥϕϧͱͯ͠Ճ͢Δ͜ͱͰɼΞϊϚϦݕ IDS

ͰͰ͖ͳ͔ͬͨҟৗͷࣝผΛՄͱ͍ͯ͠Δɽ

จݙ [10]ͷख๏ͰɼύέοτͷϔομͷΈ͔Βಛྔ

Λநग़͍ͯ͠ΔͨΊϖΠϩʔυͷΈʹಛ͕දΕΔҟৗΛ

Ͱɼߘग़Ͱ͖ͳ͍͜ͱ͕՝ͱͳ͍ͬͯͨɽͦ͜Ͱຊݕ

ϔομ͔Βநग़ͨ͠ಛྔʹϖΠϩʔυʹग़͢ݱΔจྻࣈ

ʹͨ͠ಛྔΛՃ͑ͯҟৗΛݕग़͢Δख๏ΛఏҊ͢Δɽ

3. ఏҊख๏

ຊख๏ͷҟৗݕग़ͷखॱʹ͍ͭͯड़Δɽख๏ͷྲྀΕΛ

ਤ 1ʹࣔ͢ɽຊख๏ֶशͱҟৗݕग़ͷ 2ͭͷॲཧʹ

͔Ε͍ͯΔɽֶश࣌ͷॲཧͰɼֶशσʔλͱͳΔτϥ

ϑΟοΫσʔλΛҰఆͷ୯Ґؒ࣌Ͱׂ͠ɼ֤۠ؒʹؚ·

ΕΔύέοτͷϔομͱϖΠϩʔυ͔Β ͷಛϕݩ࣍75

ΫτϧΛநग़͢Δɽ75ݩ࣍ͷಛϕΫτϧͰΫϥελ

ϦϯάΛ͢Δݩ࣍ʹࡍ͕େ͖͗͢ΔͨΊ, ओੳ๏

(PCA)Λ༻͍ͯݩ࣍Λѹॖ͢ΔɽͦͷޙɼಛϕΫτϧΛ

ΫϥελϦϯά͢Δɽͦͯ͠ɼΫϥελϦϯάͷ݁ՌಘΒ

Ε֤ͨΫϥεͷॏ৺ʹ࠷͍ۙಛϕΫτϧΛͦͷΫϥε

ͷදϕΫτϧͱ͠ɼγάωνϟܕ IDSΛ༻͍ͯΫϥεʹ

ؚ·Ε͍ͯΔҟৗͷछྨΛಛఆ͠ɼϥϕϧͱ͢Δɽ

ҟৗݕग़࣌ͷॲཧͰɼΫϥελϦϯάʹ༻͍ͨσʔλ

ͱผͷτϥϑΟοΫσʔλ͔Βಉ༷ʹಛϕΫτϧͷந

ग़ɼݩ࣍ѹॖΛ͍ߦɼֶशۭͨؒ͠ʹಛϕΫτϧΛӨ

͢Δɽͦͯ͠ɼӨ͞ΕͨಛϕΫτϧͱ࠷͍ۙΫϥε

ͷදϕΫτϧͱͷڑΛࢉग़͠ɼϥϕϧΛग़ྗ͢Δ͜ͱ
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ਤ 1 ఏҊख๏ͷ֓ཁ

Fig. 1 Outline of Proposed Method.

ʹΑΓҟৗͷछྨΛಛఆ͢Δɽ

3.1 ಛྔͷநग़

͍ͯ͠ΔωοτϫʔΫͱ֎෦ωοτϫʔΫ (Πϯ

λʔωοτ)ؒͷૹड৴ύέοτΛɼ୯Ґؒ࣌ ω Ͱׂ͠

ͨͷΛ۠ؒ tͱ͠ɼN ऩू͢Δɽ֤۠ؒʹؚ·ΕΔύݸ

έοτͷϔομ͔Βද 1ʹࣔ͢ύέοτѼઌϙʔτ൪

߸छྨͳͲͷ 53छྨͷಛྔΛநग़͢Δɽύέοτͷ

ϔομͷಛྔʹண͢Δ͜ͱʹΑΓɼτϥϑΟοΫྔ

ϙʔτͷछྨͳͲͷ౷ܭతͳใʹมԽ͕ݱΕΔҟৗΛ

ࣝผՄͰ͋Δɽ͞ΒʹɼϖΠϩʔυ͔ΒಛྔΛநग़͢

Δɽඪతܸ߈ܕʹ͓͚ΔϏʔίϯ௨৴ͳͲͰɼྨ͢ࣅΔ

จྻࣈΛଟؚ͘ΜͰ͍Δ௨৴Λଟ͘͏ߦՄੑ͕͍ߴͱߟ

͑ΒΕΔɽͦͷͨΊɼຊख๏ͰϖΠϩʔυ͔Βநग़͢Δ

ಛྔͱͯ͠ɼASCIIจྻࣈͷछྨͱ ASCIIจྻࣈͷ

͞ʹͮ͘جಛྔΛநग़͢Δɽจྻࣈͷछྨʹͮ͘ج

ಛநग़ͷ֓ཁΛਤ 2ʹࣔ͢ɽ·ͣɼ֤۠ؒʹؚ·Ε͍ͯ

ΔύέοτͷϖΠϩʔυʹग़͢ݱΔจྻࣈΛͯ͢நग़͢

ΔɽਤͷྫͰɼʮGETʯʮ1ʯʮHTTP/1.1ʯʮHTTP/1.1ʯ

ʮ200ʯʮOKʯ͕நग़͞ΕΔɽ࣍ʹɼจྻࣈͷग़ݱճ͝ͱ

ʹछྨΛٻΊΔɽਤͷྫͰɼग़ݱճ 1ճͷASCIIจ

ྻࣈ ʮ͕GETʯʮ1ʯʮ200ʯʮOKʯͰ͋ΔͨΊछྨ 4ɼग़

ճ͕ݱ 2ճͷจྻࣈछྨ͕ 1ͱͳΔɽͦͯ͠ɼग़ݱ

ճ͕ 1∼10ճͰ͋ͬͨจྻࣈͷछྨΛ͠߹ΘͤΔ͜

ͱʹΑΓɼग़ݱճ͕ 1∼10ճͷจྻࣈͷछྨΛಛͱ

ͯ͠நग़͢Δɽ11∼20ճҎ߱ಉ༷ʹࢉग़͢Δ͜ͱʹΑΓ

จྻࣈͷछྨʹͮ͘جಛΛ 11छྨநग़͢Δɽ·ͨɼจ

ಛநग़ͷ֓ཁΛਤͮ͘جʹͷ͞ྻࣈ 3ʹࣔ͢ɽ·ͣɼ

จྻࣈͷछྨʹͮ͘جಛநग़ͷ߹ͱಉ༷ʹ֤۠ؒʹ

ؚ·Ε͍ͯΔύέοτͷϖΠϩʔυʹग़͢ݱΔจྻࣈΛ͢

ͯநग़͢Δɽ࣍ʹɼจྻࣈͷ͞͝ͱʹग़ݱճΛΧ

ϯτ͢ΔɽਤͷྫͰɼจྻࣈ͕ 1ͷจྻࣈʮ1ʯ1ͭ

͚ͩͰ͋Γɼจྻࣈ͕ 3ͷจྻࣈʮ200ʯʮGETʯͷ 2

छྨͱͳΔɽಉ༷ͷॲཧʹΑΓશͯͷจྻࣈʹ͍ͭͯछ

ྨΛௐΔɽͦͯ͠ɼจྻࣈ͕ 1∼10Ͱ͋ͬͨจྻࣈ

ද 1 ϔομ͔Βநग़ͨ͠ಛྔͷҰཡ

Table 1 List of Packet Header Features.

ύέοταΠζฏۉ ύέοτ

ύέοταΠζͷࢄ TTLฏۉ

TTLࢄ Ѽઌ IPΞυϨεछྨ

ૹ৴ݩ IPΞυϨεछྨ ૹ৴ݩϙʔτ൪߸छྨ

Ѽઌϙʔτ൪߸छྨ SYNύέοτ

FINύέοτ PSHύέοτ

RSTύέοτ URGύέοτ

ACKύέοτ FIN&ACKύέοτ

RST&ACKύέοτ SYN&ACKύέοτ

PSH&ACKύέοτ TCPதͷ RSTׂ߹

TCPதͷ SYNׂ߹ TCPதͷ PSHׂ߹

TCPதͷ URGׂ߹ TCPதͷ FINׂ߹

TCPதͷ ACKׂ߹ TCPதͷ RST&ACKׂ߹

TCPதͷ PSH&ACKׂ߹ TCPதͷ SYN&ACKׂ߹

TCPதͷ FIN&ACKׂ߹ ICMPύέοτ

UDPύέοτ ૹ৴ݩϙʔτ൪߸ 110൪ύέοτ

ૹ৴ݩϙʔτ൪߸ 22൪ύέοτ ૹ৴ݩϙʔτ൪߸ 53൪ύέοτ

ૹ৴ݩϙʔτ൪߸ 443൪ύέοτ ૹ৴ݩϙʔτ൪߸ 80൪ύέοτ

ૹ৴ݩϙʔτ൪߸ 25൪ύέοτ ૹ৴ݩϙʔτ൪߸ 465൪ύέοτ

ૹ৴ݩϙʔτ൪߸ 587൪ύέοτ ૹ৴ݩϙʔτ൪߸ 995൪ύέοτ

ૹ৴ݩϙʔτ൪߸ 993൪ύέοτ ૹ৴ݩϙʔτ൪߸ 143൪ύέοτ

Ѽઌϙʔτ൪߸ 110൪ύέοτ Ѽઌϙʔτ൪߸ 22൪ύέοτ

Ѽઌϙʔτ൪߸ 53൪ύέοτ Ѽઌϙʔτ൪߸ 443൪ύέοτ

Ѽઌϙʔτ൪߸ 80൪ύέοτ Ѽઌϙʔτ൪߸ 25൪ύέοτ

Ѽઌϙʔτ൪߸ 465൪ύέοτ Ѽઌϙʔτ൪߸ 587൪ύέοτ

Ѽઌϙʔτ൪߸ 995൪ύέοτ Ѽઌϙʔτ൪߸ 993൪ύέοτ

Ѽઌϙʔτ൪߸ 143൪ύέοτ

ͷग़ݱճΛ͠߹ΘͤΔ͜ͱʹΑΓɼจྻࣈ͕ 1∼10

ͷจྻࣈͷΛಛͱͯ͠நग़͢Δɽ·ͨɼ11∼20Ҏ߱

ಉ༷ʹܭଌ͢Δ͜ͱʹΑΓจྻࣈͷ͞ʹͮ͘جಛΛ 11

छྨநग़͢ΔɽϖΠϩʔυ͔Βநग़͢Δ 22छྨͷಛྔ

Λද 2ʹࣔ͢ɽද 1ͱද 2ͷಛྔΛ߹ΘͤͯಛϕΫ

τϧ It ͱ͢Δɽ

3.2 ಛϕΫτϧͷΫϥελϦϯά

ಛϕΫτϧ It ͱ It+1 ͷ 2ͭͷ۠ؒʹ͓͍ͯಉ༷ͷҟ

ৗؚ͕·ΕΔͱ͖ɼಛྔ͕ྨ͢ࣅΔͨΊʹಛϕΫτϧ

ؒͷڑখ͘͞ͳΔɽҰํɼྨ͠ࣅͳ͍ҟৗΛؚΉಛ

ϕΫτϧؒͰڑ͕େ͖͘ͳΔɽͦͷͨΊɼநग़ͨ͠ಛ

ϕΫτϧΛΫϥελϦϯά͢ΔͱɼಉҰΫϥεʹྨ͞
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ද 2 ϖΠϩʔυ͔Βநग़ͨ͠ಛྔͷҰཡ

Table 2 List of Packet Payload Features.

ग़ݱճ͕ 1∼10ճͷจྻࣈͷछྨ ग़ݱճ͕ 11∼20ճͷจྻࣈͷछྨ

ग़ݱճ͕ 21∼30ճͷจྻࣈͷछྨ ग़ݱճ͕ 31∼40ճͷจྻࣈͷछྨ

ग़ݱճ͕ 41∼50ճͷจྻࣈͷछྨ ग़ݱճ͕ 51∼60ճͷจྻࣈͷछྨ

ग़ݱճ͕ 61∼70ճͷจྻࣈͷछྨ ग़ݱճ͕ 71∼80ճͷจྻࣈͷछྨ

ग़ݱճ͕ 81∼90ճͷจྻࣈͷछྨ ग़ݱճ͕ 91∼100ճͷจྻࣈͷछྨ

ग़ݱճ͕ 101ճҎ্ͷจྻࣈͷछྨ จྻࣈ͕ 1∼10ͷจྻࣈͷ

จྻࣈ͕ 11∼20ͷจྻࣈͷ จྻࣈ͕ 21∼30ͷจྻࣈͷ

จྻࣈ͕ 31∼40ͷจྻࣈͷ จྻࣈ͕ 41∼50ͷจྻࣈͷ

จྻࣈ͕ 51∼60ͷจྻࣈͷ จྻࣈ͕ 61∼70ͷจྻࣈͷ

จྻࣈ͕ 71∼80ͷจྻࣈͷ จྻࣈ͕ 81∼90ͷจྻࣈͷ

จྻࣈ͕ 91∼100ͷจྻࣈͷ จྻࣈ͕ 101Ҏ্ͷจྻࣈͷ

ਤ 2 จྻࣈͷछྨͷநग़ྫ

Fig. 2 Extracting of Number of String Types from Packet Pay-

load.

ਤ 3 จྻࣈͷ͞ͷநग़ྫ

Fig. 3 Extracting of String Length from Packet Payload.

ΕͨಛϕΫτϧಉ࢜Ͱɼྨͨ͠ࣅҟৗΛؚΉͱ͑ߟΒ

ΕΔɽ

ͦ͜ͰಛϕΫτϧΛΫϥελϦϯά͢ΔɽΫϥελ

Ϧϯά͢ΔࡍʹಛϕΫτϧ͕ Ͱେ͖͗͢Δͨݩ࣍75

Ίओੳ๏Λ༻͍ݩ࣍Λѹॖ͢Δɽ͜͜Ͱྦྷੵد

༩͕ 80%Ҏ্ͱͳΔ࠷খͷݩ࣍Ͱѹॖ͢Δɽݩ࣍ѹ

ॖۭͨؒ͠Λ S ۭؒͱݺͿͱɼS ্ۭؒͰͷ࠲ඪɼ

It = (st1, st2, · · · , str) Ͱද͞ΕΔɽͦͷޙɼS ্ۭؒͷ

Mean-Shift๏Λ༻͍ͯΫϥελϦϯά͢ΔɽʹجඪΛ࠲

͜ͷख๏͋Β͔͡Ίྨ͢ΔΫϥεΛࢦఆ͢Δඞཁ͕

ͳ͍ͨΊɼࠓճͷΑ͏ͳҟৗͷछྨ͕͋Β͔͡ΊΘ͔Β

ͳ͍߹ʹదͨ͠ख๏Ͱ͋Δɽ

3.3 ֤Ϋϥεͷϥϕϧ͚

લઅ·ͰͰड़ͨํ๏ʹΑΓҟৗݕग़ͷͨΊͷΞϊϚϦ

ܕ IDSΛߏஙͨ͠ɽ͔͠͠ɼ͜ͷΞϊϚϦܕ IDSͰҟ

ৗΛݕग़Ͱ͖Δ͕ɼͲͷΑ͏ͳҟৗΛؚΜͰ͍Δ͔ࣝผ

Ͱ͖ͳ͍ɽͦ͜Ͱɼ֤Ϋϥεʹରͯ͠γάωνϟܕ IDSͷ

ग़݁ՌΛϥϕϧͱͯ͠Ճ͢ΔɽͦΕʹΑΓɼՃͨ͠ݕ

ϥϕϧใʹΑΓ֤Ϋϥε͕ͲͷΑ͏ͳҟৗΛؚΉͷ͔Λ

ਤ 4 Ϋϥεͷϥϕϧ͚ͷྫ

Fig. 4 Example of Labeling.

ࣝผͰ͖ΔΑ͏ʹ͢Δɽ

ϥϕϧ͚ͷ֓ཁΛਤ 4ʹࣔ͢ɽ֤Ϋϥεͷॏ৺ʹ࠷

͍ۙಛϕΫτϧΛબ͠ɼͦͷ۠ؒʹରͯ͠γάωνϟ

ܕ IDSΛ༻͍ͯҟৗݕग़Λ͏ߦɽग़ྗ͞Εͨ݁ՌΛΫϥε

ʹϥϕϧͱͯ͠Ճ͢Δ͜ͱͰɼͦͷΫϥεʹͲͷΑ͏ͳ

ҟৗؚ͕·Ε͍ͯΔͷ͔Λද͢ɽ͜͜Ͱγάωνϟܕ IDS

ͷύλʔϯϑΝΠϧதͷ v ൪ͷϧʔϧͰ s′t,v ճͷҟৗ

,ग़͞Εͨ߹ɼ(s′t1ݕ͕ s
′
t2, · · · , s′tv, · · · , s′tq)Λϥϕϧͱ

ͯ͠Ճ͢Δɽ͜͜Ͱɼqγάωνϟܕ IDSͷύλʔϯ

ϑΝΠϧͰఆٛ͞Ε͍ͯΔϧʔϧͷ૯Ͱ͋Δɽͯ͢ͷ

Ϋϥεʹରͯ͠ϥϕϧΛՃ͢Δ͜ͱʹΑͬͯະͷҟৗ

ग़͓Αͼҟৗͷࣝผ͕Մͳݕ IDSΛߏ͢Δ͜ͱ͕Ͱ͖

Δɽ·ͨɼಉҰͷϥϕϧ͕ෳͷΫϥεʹՃ͞Εͨ߹

ͦΕͧΕผͷΫϥεͱͯ͠ѻ͏ɽ

3.4 ҟৗݕग़

৽ͨʹ؍ଌ͞ΕͨτϥϑΟοΫσʔλΛ୯Ґؒ࣌ ωͰ

ׂͦ͠ΕͧΕͷ͔۠ؒΒ ͷಛϕΫτϧΛநग़͢ݩ࣍75

Δɽͦͷޙɼ75ݩ࣍ͷಛϕΫτϧΛֶश࣌ͱಉ༷ʹ࣍

ѹॖ͠ɼֶशͨ͠ʹݩ SۭؒʹӨ͢Δɽਤ 5ʹࣔ͢Α͏

ʹΫϥε aͱΫϥε b͕ଘ͢ࡏΔͱ͖ɼ৽ͨͳಛϕΫτ

ϧ It ͕ɼ֤Ϋϥεॏ৺ͱͷڑʹ͓͍ͯΫϥε aͷॏ৺

ͱͷڑ͕࠷খ͍͞ͱࢉग़͞Εͨͱ͢ΔɽಛϕΫτϧ

It ͱΫϥε aͷॏ৺ͱͷڑΛ eͱ͢Δɽ·ͨɼΫϥε a

ͷಛϕΫτϧ Ia, Ia+1, Ia+2 ͷɼॏ৺ͱͷڑ͕࠷

େ͖͍ಛϕΫτϧͰ͋Δ Ia+2 ͱॏ৺ͱͷڑΛ f ͱ

͢Δɽe ≤ f ͕ΓཱͭͨΊɼಛϕΫτϧ It Ϋϥε a

ʹଐ͢Δͱஅ͢Δɽͦͯ͠Ϋϥε aʹՃͨ͠ϥϕϧΛ

ࣝผ݁Ռͱͯ͠ग़ྗ͢Δɽ࣍ʹɼ৽ͨͳಛϕΫτϧ It+1

ɼ֤Ϋϥεॏ৺ͱͷڑʹ͓͍ͯΫϥε bͱͷڑ͕࠷
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ਤ 5 ҟৗݕग़ͷྫ

Fig. 5 Example of Anomaly Detection.

খ͍͞ͱࢉग़͞Εͨͱ͢ΔɽಛϕΫτϧ It+1 ͱΫϥ

ε bͷॏ৺ͱͷڑΛ eͱ͢ΔɽΫϥε bͷಛϕΫτ

ϧ Ib, Ib+1, Ib+2 ͷɼॏ৺ͱͷڑ͕࠷େ͖͍ಛϕ

ΫτϧͰ͋Δ Ib+2ͱॏ৺ͱͷڑΛ f ͱ͢Δͱɼe > f ͕

ΓཱͭͨΊɼಛϕΫτϧ It+1 Ϋϥε bʹଐ͞ͳ

͍ͱஅ͠ɼ৽ͨͳҟৗͱࣝผ͢Δɽ

4. ݧ࣮

ຊख๏ͷ༗ޮੑΛ֬ೝ͢ΔͨΊʹMWS2018σʔληο

τ͓ΑͼେࡕཱେֶͷωοτϫʔΫͰऩूͨ͠τϥϑΟο

ΫσʔλΛ༻͍࣮ͯݧΛͨͬߦɽΫϥεʹର͢Δϥϕϧ

͚ʹγάωνϟܕ IDSͷҰͭͰ͋Δ SuricataΛ༻͍ͨɽ

4.1 MWS2018σʔληοτʹ͓͚Δ࣮ݧ

ਖ਼ৗͳ௨৴ͷΈΛֶश͠ɼҟৗΛؚΉ௨৴தͷҟৗΛݕ

ग़Ͱ͖Δ͜ͱΛ֬ೝ͢ΔͨΊʹ࣮ݧΛͨͬߦɽֶशσʔλ

ݙͼςετσʔλͱͯ͠ɼจٴ [12] Ͱհ͞Ε͍ͯΔ

MWS2018σʔληοτதͷ BOSσʔληοτΛ༻͍ͨɽ

͜ͷσʔληοτϚϧΣΞΛ࣮ͨ͠ߦϗετͷ௨৴Λ

νϟϓνϟͨ͠ͷͰ͋Δɽ·ͨɼBOSσʔληοτͷ

σʔλʹϚϧΣΞͷਐߦ͕ࣔ͞Ε͓ͯΓɼϚϧΣ

ΞʹΑΓ௨৴͕ൃੜ͔ͨ͠ɼ·ͨͲͷΑ͏ʹ௨৴͕ߦΘΕ

ͨσʔλͰ͋Δ͔͕ࣔ͞Ε͍ͯΔɽ࣮ݧʹɼֶशσʔλ

ͱͯ͠ϚϧΣΞ࣮͕ͨ͠ߦ௨৴ൃੜ͠ͳ͔ͬͨਐߦ

 2ͷ 2017 8݄ 17ʹऩू͞Εͨ ͷσʔλΛؒ࣌24

ਖ਼ৗͷΈͷσʔλͱͯ͠༻͍ͨɽֶशσʔλΛ༻͍ͯಛ

ྔͷநग़ٴͼΫϥελϦϯάͱΫϥελϦϯά݁Ռͷ֤Ϋ

ϥεʹର͢Δγάωνϟܕ IDSΛ༻͍ͨϥϕϧ͚Λͬߦ

ͨɽςετσʔλͱͯ͠ϚϧΣΞΛ࣮͠ߦɼϚϧΣ

Ξͷ௨৴Λܧଓతʹ؍ଌͰ͖ͨਐߦ 8ͷ 2018 1݄ 23

ʹऩू͞Εͨ ͷσʔλΛҟৗΛؚΉσʔλͱؒ࣌͠24

ͯ༻͍ͨɽֶशσʔλɼςετσʔλͱʹಛྔநग़ͷ

ؒ࣌ͷ୯Ґࡍ 30ඵͱ͠ 2880۠ؒʹׂͨ͠ɽ·ͨɼϚ

ϧΣΞͷ௨৴૬खΛݕग़ରͰ͋Δҟৗͳ௨৴ͱ͢Δ

ͱɼݕग़ରͷ௨৴ΛؚΉ͕۠ؒ 259۠ؒ͋ͬͨɽ͜ΕΒ

ͷσʔληοτΛ༻͍ͯຊख๏ʹ͓͚Δݕग़݁Ռͱϔο

μͷΈ͔Βநग़ͨ͠ಛϕΫτϧΛ༻͍ͨ߹ (ैདྷख๏

[10])ͷݕग़݁ՌͱͷൺֱΛͨͬߦɽ

4.1.1 ΫϥελϦϯά݁Ռɾߟ

ϔομٴͼϖΠϩʔυ͔Βநग़ͨ͠ಛϕΫτϧʹର͠

ͯΫϥελϦϯάΛ݁ͨͬߦՌɼ2880ݸͷ͕۠ؒ ͷݸ51

Ϋϥεʹྨ͞Εͨɽ֤ΫϥεͷදϕΫτϧʹରͯ͠

SuricataΛద༻ͯ͠ҟৗݕग़Λ͏ߦͱɼҟৗؚ͕·ΕΔ۠

ؒଘ͠ࡏͳ͔ͬͨɽֶशσʔλʹؚ·Ε͍ͯΔ௨৴Ͱ

ϚϧΣΞʹΑΔ௨৴͕ൃੜͤͣɼҟৗͳ௨৴͕ଘ͠ࡏͳ

͔ͬͨͨΊશͯͷΫϥεͰҟৗΛݕग़͠ͳ͔ͬͨͱ͑ߟΒ

ΕΔɽͦ͜Ͱɼ51ΫϥεશͯΛਖ਼ৗΫϥεͱͯ͠ѻ͏ɽ·

ͨɼϔομͷΈ͔Βநग़ͨ͠ಛϕΫτϧΛ༻͍ͯΫϥε

λϦϯάͨ݁͠Ռʹ͍ͭͯ 51Ϋϥεͱͳͬͨɽಉ༷ʹɼ

֤ΫϥεͷදϕΫτϧʹ SuricataʹΑΓҟৗݕग़Λ͏ߦ

ͱɼҟৗؚ͕·ΕΔ۠ؒଘ͠ࡏͳ͔ͬͨɽ

4.1.2 ߟՌɾ݁ݧग़࣮ݕ

ςετσʔλʹ͓͚Δݕग़࣮ݧͷ݁ՌΛද 3 ʹࣔ͢ɽ

2880۠ؒͷɼ2636۠ؒΛֶश࣌ͷΫϥεʹྨͨ͠ɽҰ

ํɼ244۠ؒΛ৽ͨͳΫϥε (ҟৗ)Ͱ͋Δͱྨͨ͠ɽ·

ͨɼݕग़ରͷ௨৴ؚ͕·Ε͍ͯΔ 259۠ؒத 175۠ؒΛ

ֶश࣌ͷਖ਼ৗΫϥεɼ84۠ؒΛֶशͨ͠ਖ਼ৗΫϥεͰͳ

͘৽ͨͳΫϥεʹྨͨ͠ɽ·ͨɼݕग़ରͷ௨৴ؚ͕·

Ε͍ͯͳ͍ 2621۠ؒத 2461۠ؒΛֶश࣌ͷਖ਼ৗΫϥεɼ

160۠ؒΛ৽ͨͳΫϥεʹྨͨ͠ɽ·ͨɼݕग़ରͷ௨

৴ؚ͕·Ε͍ͯΔ 259۠ؒʹ͍ͭͯɼ1۠ؒʹؚ·ΕΔݕ

ग़ରͷύέοτͷӨڹΛௐͨ݁ՌΛද 4ʹࣔ͢ɽද

தɼ1ྻʹ 1۠ؒதʹؚ·ΕΔݕग़ରͷύέοτΛ

ࣔ͠ɼ2ྻʹ৽ͨͳΫϥε (ҟৗ)ͱͯ͠ݕग़Ͱ͖ͨɼ

3ྻʹֶश࣌ͷΫϥε (ਖ਼ৗ)ͱͯࣝ͠ผͨ͠Λࣔͯ͠

͍Δɽݕग़ରͷ௨৴͕ 1۠ؒʹ 80ύέοτҎ্ؚ·Ε
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ද 3 ຊख๏ͷݕग़݁Ռ (MWS2018 Dataset)

Table 3 Detection Result of Proposed Method(MWS2018

Dataset).

ग़݁Ռݕ ྨ͞Εͨ૯۠ؒ ҟৗͳ௨৴ΛؚΉ ҟৗͳ௨৴Λؚ·ͳ͍

ֶश࣌ͷΫϥε 2636۠ؒ 175۠ؒ 2461۠ؒ

৽ͨͳΫϥε 244۠ؒ 84۠ؒ 160۠ؒ

ܭ߹ 2880۠ؒ 259۠ؒ 2621۠ؒ

͍ͯͨ߹ 100%ͷਫ਼Ͱ৽ͨͳΫϥεʹྨͰ͖͍ͯ

ͨɽҰํͰɼ1۠ؒʹؚ·ΕΔύέοτ͕ 60ύέοτ

ະຬͷ߹ 184۠ؒத 174۠ؒ (94.5%)ͱଟ͘ͷݕग़ର

ͷ௨৴ؚ͕·ΕΔ۠ؒΛֶश࣌ͷਖ਼ৗͳΫϥεʹྨ͠

͍ͯͨɽ·ͨɼ1۠ؒʹؚ·ΕΔݕग़ରͷύέοτͷׂ

߹ʹணͨ͠ͱ͜Ζɼ۠ؒͷ 20%Ҏ্͕ݕग़ରͷύ

έοτͷ߹ʹ 100%ͷਫ਼Ͱ৽ͨͳΫϥεʹྨͰ͖ͯ

͍ͨɽҰํɼݕग़ରͷύέοτ͕۠ؒͷ 20%ະຬͷ߹

 8.4%Ͱ͋ͬͨɽ͜ͷ͜ͱ͔Βɼݕग़ରͷ௨৴͕͋Δ

ఔଟ͚Εਖ਼ৗͳ۠ؒͱͷࠩҟ͕ੜ·Εɼ৽ͨͳΫϥε

ʹྨͰ͖Δ͜ͱΛ֬ೝͰ͖ͨɽҰํͰɼݕग़ରͷ௨৴

͕গͳ͘ਖ਼ৗͳ۠ؒͱͷҧ͍͕දΕͳ͔ͬͨ߹ֶश࣌

ͷΫϥεʹྨ͞Ε͍ͯͨɽ·ͨɼݕग़ରͷ௨৴ؚ͕·

Ε͍ͯͳ͍ 160۠ؒΛ৽ͨͳΫϥεʹྨͨ͠ɽ͜Εɼ

ֶश࣌ͷΫϥεʹྨͨ͠ࣅಛΛͨͬ࣋Ϋϥε͕ͳ͔ͬͨ

ͨΊͰ͋Δͱ͑ߟΒΕΔɽֶशσʔλΛ૿͠ɼΫϥε

Λ૿͢͜ͱʹΑΓվળͰ͖Δͱ͑ߟΒΕΔɽ

·ͨɼςετσʔλͷ 2880۠ؒશͯʹ SuricataΛ༻͍ͯ

ҟৗݕग़Λͨͬߦͱ͜Ζɼ9۠ؒʹ POLICY HTTP traffic

on port 443 (POST)ͱ͍͏ҟৗؚ͕·Ε͍ͯͨɽ·ͨɼ͜

ͷ 9۠ؒݕग़ରͷ௨৴ؚ͕·Ε͍ͯͨ۠ؒͰ͋ͬͨɽ

SuricataͰɼ֎෦ͷҟৗͳϗετؚ͕·Ε͍ͯͨ 259۠

ؒத 9۠ؒΛݕग़Ͱ͖͕ͨɼຊख๏Ͱ 259۠ؒத 84۠

ؒΛ৽ͨͳΫϥεʹྨͰ͖͍ͯͨɽ͜ͷ͜ͱ͔Βɼຊख

๏Λ༻͍Δ͜ͱͰγάωνϟܕ IDSͰݕग़Ͱ͖ͳ͍ҟৗ

ؚ͕·Ε͍ͯΔ߹ʹ͓͍ͯ৽ͨͳΫϥεʹྨ͞Εɼ

ग़ՄͰ͋Δ͜ͱΛ֬ೝͰ͖ͨɽݕ

·ͨɼैདྷख๏ ϔομͷΈ͔ΒಘΒΕͨಛ͖ͮجʹ[10]

ϕΫτϧΛ༻͍ݕग़࣮ݧΛ݁ͨͬߦՌɼຊख๏ͱಉ༷ʹ

ग़ରͷ௨৴͕ଟ͍۠ؒΛਖ਼ࣝ͘͠ผ͢Δ͜ͱ͕Ͱ͖ͯݕ

͍ͨɽ·ͨɼຊख๏ͱൺֱͨ͠ͱ͜Ζݕग़݁Ռʹେ͖ͳࠩ

ҟݟΒΕͳ͔ͬͨɽ͜Εɼຊ࣮ݧͰ༻͍ͨσʔληο

τʹؚ·ΕΔҟৗ͕ϔομ͔Βநग़ͨ͠ಛྔʹಛ͕

ɼ༷ʑޙࠓΒΕΔɽ͑ߟΕΔҟৗͰ͋ͬͨͨΊͰ͋Δͱݱ

ͳσʔληοτʹର࣮ͯ͠ݧΛ͍ߦɼϖΠϩʔυ͔Βநग़

ͨ͠ಛྔͷ༗ޮੑʹ͍ͭͯ֬ೝ͢Δ༧ఆͰ͋Δɽ

4.2 େࡕཱେֶͷτϥϑΟοΫσʔλʹ͓͚Δ࣮ݧ

ຊख๏ͷ࣮ӡ༻தͷωοτϫʔΫͰͷ༗ޮੑΛ֬ೝ͢Δ

ͨΊʹ࣮ݧΛͨͬߦɽ࣮ݧͰɼֶशσʔλͱͯ͠ɼେࡕ

ཱେֶͷωοτϫʔΫͱΠϯλʔωοτͷؒʹ͋ΔϑΝ

ද 4 ҟৗͳ௨৴ͷࣝผ (MWS2018 Dataset)

Table 4 Detection Rate of Unusual(MWS2018 Dataset).

1۠ؒதͷҟৗͳϗετͱͷύέοτ ৽ͨͳΫϥε ֶश࣌ͷΫϥε

100ύέοτҎ্ 58۠ؒ 0۠ؒ

80ύέοτҎ্ 100ύέοτະຬ 13۠ؒ 0۠ؒ

60ύέοτҎ্ 80ύέοτະຬ 3۠ؒ 1۠ؒ

60ύέοτະຬ 10۠ؒ 174۠ؒ

ද 5 ͋ΔΫϥε a ͷϥϕϧ

Table 5 Label of Cluster ʠa”.

ҟৗ໊ ճ

SCAN Sipvicious Scan 1

POLICY Suspicious inbound to MSSQL port 1433 20

POLICY Suspicious inbound to Oracle SQL port 1521 2

SCAN Sipvicious User-Agent Detected (friendly-scanner) 5

POLICY Protocol 41 IPv6 encapsulation potential 6in4 IPv6 tunnel active 1

DNS Non-DNS or Non-Compliant DNS traffic on DNS port Reserved Bit Set 0

CINS Active Threat Intelligence Poor Reputation IP group 81 1

ද 6 ද 5 ͱಉҰΫϥεͷ۠ؒͷϥϕϧ

Table 6 Label of Section in Table 5 Cluster.

ҟৗ໊ ճ

SCAN Sipvicious Scan 1

POLICY Suspicious inbound to MSSQL port 1433 27

POLICY Suspicious inbound to Oracle SQL port 1521 4

SCAN Sipvicious User-Agent Detected (friendly-scanner) 5

POLICY Protocol 41 IPv6 encapsulation potential 6in4 IPv6 tunnel active 1

DNS Non-DNS or Non-Compliant DNS traffic on DNS port Reserved Bit Set 1

CINS Active Threat Intelligence Poor Reputation IP group 81 1

ΠΞΥʔϧͷ֎ଆͰ 2017 11݄ 16ʹऩूͨ͠ ࣌1

ؒͷτϥϑΟοΫσʔλΛ༻ͨ͠ɽֶशσʔλΛ༻͍ͯ

ಛྔͷநग़ٴͼΫϥελϦϯάͱΫϥελϦϯά݁Ռͷ

֤Ϋϥεʹର͢Δγάωνϟܕ IDSΛ༻͍ͨϥϕϧ͚Λ

ςετσʔλͱͯ͠ʹ࣍ɽͨͬߦ 2017 11݄ 17ʹऩ

ूͨ͠ ɽύέοτͨ͠༺ͷτϥϑΟοΫσʔλΛؒ࣌1

ͷऩूํ๏ɼtcpdumpΛ༻͍ͯύέοτΛΩϟϓνϟ͠

pcapࣜܗͷϑΝΠϧͰอଘͨ͠ɽ·ͨɼֶशσʔλɼς

ετσʔλͱʹಛྔநग़ͷࡍͷ୯Ґؒ࣌ 1ඵͱ͠ɼ

3600۠ؒʹׂͨ͠ɽ

4.2.1 ΫϥελϦϯά݁Ռ

ΫϥελϦϯάΛ݁ͨͬߦՌɼ3600ݸͷಛϕΫτϧ͕

ʹͷΫϥεʹྨ͞Εͨɽ·ͨɼͯ͢ͷ۠ؒݸ102 1छ

ྨҎ্ͷҟৗؚ͕·Ε͍ͯͨɽද 5͋ΔΫϥε aͷϥϕ

ϧͰ͋Δɽ·ͨɼද 6ද 5ͱಉҰͷΫϥεʹྨ͞Εͨ

ଞͷ۠ؒͷγάωνϟܕ IDSͷݕग़݁ՌͰ͋Δɽද 5ͱ

ද 6ʹࣔ݁͢Ռ͔ΒɼಉҰͷΫϥεʹྨ͞Εͨ۠ؒͰ

ؚ·Ε͍ͯΔҟৗͷछྨٴͼճ͕ྨ͍ͯ͠ࣅΔ͜ͱΛ֬

ೝͨ͠ɽ·ͨɼද 7ද 5ͷΫϥεͱڑ͕ΕͨΫϥε

ʹଐ͢Δ͋Δ۠ؒʹ͓͚Δγάωνϟܕ IDSͷݕग़݁Ռ

Ͱ͋Δɽද 5ͱද 7ʹࣔ݁͢ՌΑΓɼڑͷΕͨΫϥε

Ͱؚ·Ε͍ͯΔҟৗͷछྨ͕ҟͳ͍ͬͯΔ͜ͱΛ֬ೝ͠

ͨɽ͜ΕΒͷ݁Ռ͔ΒɼಛϕΫτϧͷΫϥελϦϯάʹ

ΑΓྨ͢ࣅΔҟৗΛਖ਼͘͠ྨͰ͖Δ͜ͱΛ֬ೝͨ͠ɽ

4.2.2 Ռ݁ݧग़࣮ݕ

ςετσʔλΛ༻͍ͯݕग़࣮ݧΛͨͬߦɽςετσʔ
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ද 7 ද 5 ͱڑ͕ΕͨΫϥεͷϥϕϧ

Table 7 Label of Distant Cluster from Table 5 Cluster.

ҟৗ໊ ճ

SCAN Potential SSH Scan 1

POLICY Suspicious inbound to MSSQL port 1433 23

POLICY Suspicious inbound to Oracle SQL port 1521 2

DOS Possible SSDP Amplification Scan in Progress 1

POLICY Outdated Flash Version M2 1

GPL SNMP public access udp 5

ද 8 ςετσʔλͷݕग़݁Ռ

Table 8 Detection Result of Test Data.

ग़݁Ռݕ ྨ͞Εͨ۠ؒ

ֶश࣌ͷΫϥε 2812۠ؒ

৽ͨͳҟৗ 788۠ؒ

λʹ͓͚Δݕग़࣮ݧͷ݁ՌΛද 8ʹࣔ͢ɽ3600۠ؒͷ

2812۠ؒΛֶश࣌ͷΫϥεʹྨͨ͠ɽҰํɼ788۠ؒΛ

৽ͨͳҟৗͰ͋Δͱࣝผͨ͠ɽ

ද 9 ֶश࣌ͷ͋ΔΫϥε b ͷϥϕϧͰ͋Δɽ·ͨɼ

ද 10ςετσʔλʹ͓͚Δද 9ͷΫϥεʹྨ͞Εͨ

۠ؒͷγάωνϟܕ IDSͷݕग़݁ՌͰ͋Δɽද 9ͱද 10

ʹࣔ݁͢ՌΑΓɼҟৗݕग़ॲཧʹ͓͍ͯɼΫϥεͷϥϕ

ϧͱͦͷΫϥεʹྨ͞Εͨ۠ؒͰҟৗ໊ճ͕ྨࣅ

͍ͯ͠Δ͜ͱΛ֬ೝͨ͠ɽ

ຊख๏ͱγάωνϟܕ IDSͷ Suricataʹ͓͚Δݕग़݁

ՌʹͲͷΑ͏ͳࠩҟ͕͋Δ͔Λ֬ೝ͢ΔͨΊʹݕग़݁Ռͷ

ൺֱΛͨͬߦɽֶशσʔλͱςετσʔλͷ֤۠ؒʹର͠

ͯ SuricataΛ༻͍ͨࡍͷݕग़݁ՌΛද 11ʹࣔ͢ɽςετ

σʔλʹֶ͓͍ͯशσʔλʹؚ·Ε͍ͯΔҟৗͷΈͰߏ

͞Ε͍ͯΔ۠ؒ 2649۠ؒ͋ͬͨɽ·ͨɼֶशσʔλ

ʹؚ·Ε͍ͯͳ͍৽ͨͳҟৗΛؚΉ۠ؒ 951 ۠ؒ͋ͬ

ͨɽຊख๏ͱ Suricataʹ͓͚Δݕग़݁ՌͷൺֱΛද 12ʹ

ࣔ͢ɽSuricataʹֶ͓͍ͯशσʔλʹؚ·Ε͍ͯͳ͍ҟৗ

ؚ͕·Ε͍ͯΔͱ͞Εͨ 951۠ؒͷɼ204۠ؒΛ৽ͨͳ

Ϋϥεʹྨ͠ɼ747۠ؒΛطଘͷΫϥεʹྨͨ͠ɽ·

ͨɼSuricataʹֶ͓͍ͯशσʔλʹؚ·Ε͍ͯΔҟৗͷΈ

Ͱߏ͞Ε͍ͯΔ 2649۠ؒͷɼ584۠ؒΛ৽ͨͳΫϥε

ʹྨ͠ɼ2065۠ؒΛطଘͷΫϥεʹྨͨ͠ɽ

ຊख๏Ͱ༻͍ͨϖΠϩʔυͷಛྔͷݕग़݁Ռʹର͢Δ

ӨڹΛ֬ೝ͢ΔͨΊɼຊख๏ͱϔομͷΈͷಛྔΛ༻͍

ͨैདྷख๏ [10]ͱͷൺֱΛͨͬߦɽSuricataʹֶ͓͍ͯश

σʔλʹͳ͍ະͷҟৗؚ͕·Ε͍ͯΔͱ͞Εͨ 951۠ؒ

ͷྨ݁ՌͷൺֱΛද 13ʹࣔ͢ɽ·ͨɼSuricataʹ͓͍

ֶͯशσʔλʹ͋ΔطͷҟৗͷΈͰߏ͞Εͨ 2649۠

ؒͷྨ݁ՌͷൺֱΛද 14ʹࣔ͢ɽֶशσʔλʹؚ·Ε

͍ͯͳ͍৽ͨͳҟৗؚ͕·Ε͍ͯΔ۠ؒɼֶशσʔλʹ͋

ΔҟৗͷΈͰߏ͞Εͨ۠ؒͱʹैདྷख๏ʹൺຊख๏

ͷํ͕৽ͨͳΫϥεʹྨ͞Ε͍ͯΔ͕۠ؒଟ͔ͬͨɽ

ද 9 ͋ΔΫϥε b ͷϥϕϧ

Table 9 Label of Cluster ʠb”.

ҟৗ໊ ճ

SCAN Sipvicious Scan 1

POLICY Suspicious inbound to MSSQL port 1433 15

SCAN Sipvicious User-Agent Detected (friendly-scanner) 5

POLICY Protocol 41 IPv6 encapsulation potential 6in4 IPv6 tunnel active 1

SNMP public access udp 2

CINS Active Threat Intelligence Poor Reputation IP group 20 1

ද 10 ද 9 ͷΫϥεʹྨ͞Εͨ۠ؒͷϥϕϧ

Table 10 Label of Classified Section in Table 9 Cluster.

ҟৗ໊ ճ

SCAN Sipvicious Scan 1

POLICY Suspicious inbound to MSSQL port 1433 21

SCAN Sipvicious User-Agent Detected (friendly-scanner) 5

POLICY Protocol 41 IPv6 encapsulation potential 6in4 IPv6 tunnel active 1

SNMP public access udp 0

CINS Active Threat Intelligence Poor Reputation IP group 20 1

ද 11 Suricata ʹΑΔݕग़݁Ռ

Table 11 Result of Suricata Detection.

SuricataʹΑΔݕग़݁Ռ ྨ͞Εͨ۠ؒ

ֶशσʔλʹؚ·Ε͍ͯΔҟৗͷΈ 2649۠ؒ

ֶशσʔλʹؚ·Ε͍ͯͳ͍৽ͨͳҟৗΛؚΉ 951۠ؒ

ද 12 ຊख๏ͱ Suricata ͷݕग़݁Ռͷൺֱ

Table 12 Comparison of Detection Result Proposed Method

and Suricata.

Suricata

ະͷҟৗ ͷҟৗط

ຊख๏
৽ͨͳΫϥε 204 584

ଘͷΫϥεط 747 2065

ද 13 ຊख๏ͱैདྷख๏ͷݕग़݁Ռͷൺֱ (ະͷҟৗΛؚΉ۠ؒ)

Table 13 Comparison of Proposed Method and Conventional

Method (Section of unknown attacks).

ैདྷख๏

৽ͨͳΫϥε ଘͷΫϥεط

ຊख๏
৽ͨͳΫϥε 55 149

ଘͷΫϥεط 10 737

ද 14 ຊख๏ͱैདྷख๏ͷݕग़݁Ռͷൺֱ (ͷҟৗͷΈͷ۠ؒط)

Table 14 Comparison of Proposed Method and Conventional

Method (Section of known attacks).

ैདྷख๏

৽ͨͳΫϥε ଘͷΫϥεط

ຊख๏
৽ͨͳΫϥε 127 457

ଘͷΫϥεط 34 2031

4.2.3 ΫϥελϦϯά࣮݁ݧՌͷߟ

τϥϑΟοΫσʔλΛ୯Ґؒ࣌Ͱׂ͠ɼ֤͔۠ؒΒ 75

ͷಛϕΫτϧΛநग़ͨ͠ɽಛϕΫτϧΛΫϥελݩ࣍

Ϧϯά͢Δ͜ͱʹΑΓΞϊϚϦܕ IDSΛߏஙͨ͠ɽ

ֶशσʔλ͔Βநग़ͨ͠ಛϕΫτϧʹରͯ͠Ϋϥελ

ϦϯάΛ݁ͨͬߦՌɼྨ͢ࣅΔҟৗΛؚΉ۠ؒΛಉҰͷΫ

ϥεʹྨͰ͖Δ͜ͱΛ֬ೝͨ͠ɽ·ͨɼҟͳΔҟৗΛؚ
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Ή۠ؒʹ͍ͭͯผͷΫϥεʹྨ͞Ε͍ͯΔ͜ͱ֬ೝ

ͨ͠ɽ͜ͷ݁ՌΑΓɼࠓճநग़ͨ͠ಛྔʹΑͬͯҟৗΛ

ྨ͢Δ͜ͱ͕Ͱ͖ͨͱ͑ߟΒΕΔɽ

4.2.4 ߟՌͷ݁ݧग़࣮ݕ

ςετσʔλ͔ΒಛϕΫτϧΛநग़͠ɼֶशۭͨؒ͠

ͷӨΛͨͬߦɽͦͷޙɼ֤Ϋϥεͷॏ৺ͱͷڑ͕࠷

͍ۙΫϥεΛબͯ͠ɼΫϥεͷॏ৺ͱͷڑΛࢉग़͠

ͨɽ·ͨɼΫϥεͰॏ৺͔Β࠷ԕ͍ಛϕΫτϧͱॏ

৺ͱͷڑΛࢉग़͠ɼઌ΄Ͳͷڑͱൺֱ͢Δ͜ͱͰֶश

σʔλʹؚ·Ε͍ͯͨҟৗ͔৽ͨͳҟৗ͔Λࣝผͨ͠ɽ

ຊख๏ʹ͓͚Δݕग़݁Ռͱ Suricataʹ͓͚Δݕग़݁Ռ

ͷҧ͍ʹ͍ͭͯ͢ߟΔɽSuricataͷΑ͏ͳγάωνϟܕ

IDS Ͱܸ߈ͷѥछͳͲͷྨ͢ࣅΔҟৗΛผͷҟৗͱ͠

ग़͢ΔɽҰํɼຊख๏ʹ͓͍ͯύέοτ͔Βநग़͠ݕͯ

ͨಛྔʹ͢ࣅྨ͖ͮجΔҟৗΛಉҰͷΫϥεʹྨ͢

ΔɽͦͷͨΊɼ৽ͨͳҟৗͱͯࣝ͠ผ͞ΕΔ͕۠ؒগͳ͘

ͳͬͨͱ͑ߟΒΕΔɽSuricataͷݕग़݁ՌΛ֬ೝ͢Δͱֶ

शσʔλʹଘ͍ͯ͠ࡏͳ͔ͬͨʠSCAN Potential VNC

Scan 5900-5920”ͱ͍͏εΩϟϯܸ߈ΛؚΉ۠ؒΛطଘͷ

Ϋϥεʹྨ͍ͯͨ͠ɽ͜ͷ͕۠ؒྨ͞ΕͨΫϥεͷϥ

ϕϧΛ֬ೝͯ͠ΈΔͱྨ͢ࣅΔଞͷεΩϟϯ͕ܸ߈ଘ͠ࡏ

ͨɽͦͷͨΊɼಛྔ͕ྨֶ͠ࣅश࣌ͷΫϥεʹྨ͞Ε

ͨͱ͑ߟΒΕΔɽ͜ͷ݁ՌΑΓɼֶशσʔλʹݱΕͳ͔ͬ

ͨ৽ͨͳҟৗʹ͍ͭͯྨ͢ࣅΔΫϥεʹྨͰ͖Δ͜ͱ

Λ֬ೝͰ͖ͨɽҎ্ͷ͜ͱ͔Βɼֶश؍ʹ࣌ଌ͞Εͳ͔ͬ

ͨະͷҟৗʹ͍ͭͯΫϥεͷϥϕϧΛ֬ೝ͢Δ͜ͱͰ

ҟৗͷछྨΛࣝผՄͰ͋Δͱ͑ߟΒΕΔɽ

ຊख๏ͱैདྷख๏ͷݕग़݁Ռͷҧ͍ٴͼϖΠϩʔυ͔Β

ͷಛநग़ʹ͍ͭͯ͢ߟΔɽ࣮ݧͷ݁Ռɼैདྷख๏ʹൺ

ຊख๏ͷํ͕৽ͨͳΫϥεͱͯ͠ݕग़͞ΕΔ͕۠ؒଟ͘

ͳͬͨ͜ͱΛ֬ೝͰ͖ͨɽ͜ΕɼϖΠϩʔυ͔Βநग़͠

ͨಛྔΛ૿ͨ͜͠ͱʹΑΓৄࡉʹྨ͞Εɼ৽ͨͳΫ

ϥεͱͯࣝ͠ผ͞Ε͕ͨ۠ؒैདྷख๏ΑΓ૿Ճͨ͠ͱߟ

͑ΒΕΔɽ·ͨɼϖΠϩʔυ͔Βநग़ͨ͠ಛྔΛ༻͍Δ

͜ͱʹΑΓɼϔομͷΈͷಛྔΛ༻͍ͨैདྷख๏ͱͷݕ

ग़݁Ռͷҧ͍Λ֬ೝͰ͖͕ͨɼ࣮ࡍʹຊख๏ʹΑΓͲͷΑ

͏ͳҟৗ͕ࣝผՄʹͳͬͨͷ͔Λ֬ೝͰ͖ͳ͔ͬͨɽࠓ

͍༺ɼ͋Β͔͡Ίҟৗͷϥϕϧ͕͍ͭͨσʔληοτΛޙ

Δ͜ͱʹΑΓຊख๏ʹ͓͍ͯ৽ͨʹͲͷΑ͏ͳҟৗ͕ࣝผ

Մʹͳͬͨͷ͔Λ͢ূݕΔඞཁ͕͋Δɽ

5. ·ͱΊ

ຊߘͰɼύέοτ͔ΒಛϕΫτϧΛநग़͠ߏஙͨ͠

ΞϊϚϦܕ IDSͱγάωνϟܕ IDSͷݕग़݁ՌΛΈ߹

ΘͤΔࣄʹΑΓະͷҟৗݕग़ٴͼҟৗͷछྨͷผ͕Մ

ͳख๏ΛఏҊͨ͠ɽ·ͨɼैདྷख๏Ͱ༻͍͍ͯͳ͔ͬ

ͨϖΠϩʔυ͔Βநग़ͨ͠ಛྔΛ༻͍Δ͜ͱʹΑΓϖ

ΠϩʔυͷΈʹಛ͕දΕΔҟৗͷࣝผΛਤͬͨɽMWS

σʔληοτΛ༻͍࣮ͨݧͰɼγάωνϟܕ IDS͚ͩͰ

ݕग़ࠔͳҟৗʹ͍ͭͯݕͰ͖Δ͜ͱΛࣔͨ͠ɽ·

ͨɼେࡕཱେֶʹ͓͚ΔτϥϑΟοΫσʔλΛ༻͍࣮ͨ

ͰɼϔομʹՃ͑ϖΠϩʔυ͔ΒಛྔΛநग़͢Δݧ

͜ͱʹΑΓϔομͷΈͷಛྔΛ༻͍ͨ߹ͱൺݕग़݁

Ռʹҧ͍͕ੜͨ͜͡ͱΛ֬ೝͨ͠.

࠶ͷ՝ͱͯ͠ϖΠϩʔυ͔Βநग़͢Δಛྔͷޙࠓ

ʹࣄϖΠϩʔυ͔Βநग़ͨ͠ಛྔΛՃ͑Δʹࡍɼ࣮ߟ

ΑΓͲͷΑ͏ͳҟৗΛ৽ͨʹࣝผՄʹͳͬͨͷ͔ͳͲ࣮

ΒΕΔɽ͛ڍՌΛਫ਼ࠪ͢Δ͜ͱͳͲ͕݁ݧ
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