
ϖΠϩʔυͷಛ௃ྔʹ஫໨ͨ͠ະ஌ͷωοτϫʔΫҟৗݕग़

Ӝ઒ ါ೭հ1,a) ੨໦ ໜथ1,b) ຊٶ ࿕1و

֓ཁɿ৵ೖݕ஌γεςϜ (IDS)ʹؔ͢ΔैདྷڀݚͰ͸ɼύέοτͷϔομ͔ΒಘΒΕΔಛ௃ͷΈʹ஫໨͠

͍ͯΔख๏͕ଟ͘ɼϖΠϩʔυͷΈʹಛ௃ͷදΕΔҟৗΛݕग़͢Δ͜ͱ͕೉͔ͬͨ͠ɽͦ͜ͰຊڀݚͰ͸ɼ

ύέοτͷϔομ৘ใ͚ͩͰͳ͘ϖΠϩʔυͷಛ௃ʹ΋஫໨͢Δ͜ͱʹΑΓɼະ஌ͷҟৗΛݕग़͢Δख๏

ΛఏҊ͢Δɽ·ͣɼύέοτͷϔομٴͼϖΠϩʔυ͔Βநग़ͨ͠ಛ௃ྔΛΫϥελϦϯά͢Δɽ࣍ʹɼ

֤Ϋϥεʹγάωνϟܕ IDSΛ༻͍ͯϥϕϧ෇͚Λ͏ߦɽͦͷޙɼγάωνϟܕ IDSͷϥϕϧΛجʹ͠

ͯະ஌ͷҟৗͷݕग़ٴͼҟৗͷछྨͷ൑ผΛ͏ߦɽ࣮ݧͰ͸ɼMWSσʔληοτɼେࡕ෎ཱେֶωοτ

ϫʔΫͷτϥϑΟοΫʹຊख๏Λద༻͠ɼ༗ޮੑΛ֬ೝ͢Δɽ

ΩʔϫʔυɿΫϥελϦϯά, ϖΠϩʔυ, IDS

1. ͸͡Ίʹ

ۙ೥ɼΠϯλʔωοτͷൃୡʹ൐͍αΠόʔ૿͕ܸ߈Ճ

ͱͯ͠ɼωοτϫʔΫࡦ΁ͷରܸ߈ΔɽαΠόʔ͋ʹ޲܏

ʹର͢Δෆਖ਼ͳ௨৴Λݕग़͢ΔͨΊͷ৵ೖݕ஌γεςϜ

(IDS: Intrusion Detection System)ͷ͕ڀݚ੝ΜʹߦΘΕ

͍ͯΔɽ

IDS͸γάωνϟܕͱΞϊϚϦܕͷ 2छྨʹେผͰ͖Δɽ

୅දతͳγάωνϟܕ IDSͱͯ͠ɼSnort[1]΍ Suricata[2]ɼ

The Bro[3]౳͕͛ڍΒΕΔɽγάωνϟܕ IDS͸͋Β͔

͡Ίҟৗͳ௨৴ΛύλʔϯϑΝΠϧʹه࿥͓͖ͯ͠ɼ؍ଌ

͍ͯ͠Δ௨৴ͱҰக͢Δύλʔϯ͕ύλʔϯϑΝΠϧʹଘ

஌͢ΔݕΕ͹ҟৗΛ͢ࡏ IDSͰ͋Δɽ͔͠͠ɼύλʔϯ

ϑΝΠϧʹఆٛ͞Ε͍ͯͳ͍ҟৗʹ͍ͭͯ͸ѥछΛؚΊݕ

ग़Ͱ͖ͳ͍ܽ఺͕͋Δɽจݙ [4]Ͱ͸ɼγάωνϟܕ IDS

ͷݕग़݁Ռ͔ΒֶशσʔλΛࣗಈੜ੒͠ɼػցֶशΛ༻͍

Δ͜ͱͰຊདྷݕग़Ͱ͖ͳ͍ѥछܸ߈Λݕ஌Ͱ͖Δ IDSΛఏ

Ҋ͍ͯ͠Δɽ͔͠͠ɼ͜ͷख๏Ͱ͸ֶशσʔλΛύλʔϯ

ϑΝΠϧʹ͍ͯͮجੜ੒͍ͯ͠ΔͨΊʹɼύλʔϯϑΝΠ

ϧʹొ࿥͞Ε͍ͯͳ͍ະ஌ͷҟৗʹ͍ͭͯ͸ݕग़Ͱ͖ͳ͍

͜ͱ͕՝୊ͱͳ͍ͬͯΔɽ

Ұํɼ୅දతͳΞϊϚϦܕ IDSͱͯ͠͸จݙ [5,6,7,8]ͷ

ख๏͕͛ڍΒΕΔɽΞϊϚϦܕ IDS͸͋Β͔͡Ίਖ਼ৗͳύ

λʔϯΛֶश͓͖ͯ͠ɼֶशͨ͠ਖ਼ৗύλʔϯ͔Βͷ֎Ε
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஋Λҟৗͱͯ͠ݕग़͢Δ IDSͰ͋Δɽ͔͠͠ɼ͜ΕΒͷΞ

ϊϚϦܕ IDSͰ͸ҟৗΛݕग़ͯ͠΋ɼͦͷҟৗ͔ͲͷΑ͏

ͳछྨͷҟৗͰ͋Δ͔൑ผͰ͖ͳ͍ͱ͍͏໰୊఺͕͋Δɽ

·ͨɼ࣮ӡ༻தͷωοτϫʔΫʹ͓͚Δ௨৴ʹ͸ਖ਼ৗσʔ

λͷΈͰͳ͘ҟৗ΋ؚ·Ε͍ͯΔՄೳੑ͕͋ΔͨΊɼਖ਼ৗ

ύλʔϯΛఆٛ͢ΔσʔλΛ༻ҙ͢Δ͜ͱ͕೉͍͠ͱ͍ͬ

ͨ໰୊఺΋͋Δɽ

จݙ [9,10]Ͱ͸ɼֶशͨ͠Ϋϥεʹରͯ͠ҟৗͷϥϕϧ

Λ෇Ճ͢Δ͜ͱʹΑΓҟৗͷछྨΛࣝผ͢Δख๏ΛఏҊ͠

͍ͯΔɽจݙ [9]Ͱ͸ɼτϥϑΟοΫσʔλ͔Βநग़ͨ͠ಛ

௃ϕΫτϧΛΫϥελϦϯά͠ɼֶश͢Δ͜ͱͰҟৗΛݕ

஌͢Δख๏ΛఏҊ͍ͯ͠Δɽֶशͨ͠ΫϥεʹϢʔβ͕ϥ

ϕϧΛ͚ͭΔ͜ͱʹΑΓͲͷΑ͏ͳҟৗؚ͕·Ε͍ͯΔ͔

ͷ൑ผΛՄೳʹ͍ͯ͠Δɽ·ͨจݙ [10]Ͱ͸ɼύέοτͷ

ϔομ৘ใ͔Βநग़ͨ͠ಛ௃ྔΛ༻͍ͯߏஙͨ͠ΞϊϚϦ

ܕ IDSʹγάωνϟܕ IDSʹΑΔҟৗݕग़݁ՌΛ૊Έ߹

Θͤͨख๏ΛఏҊ͍ͯ͠Δɽ͜ͷख๏Ͱ͸ΞϊϚϦܕ IDS

ʹΑͬͯΫϥελϦϯά͠ɼಘΒΕͨΫϥεʹରͯ͠γά

ωνϟܕ IDSͷݕग़݁ՌΛϥϕϧͱͯ͠෇Ճ͢Δ͜ͱͰɼ

ΞϊϚϦܕ IDSͰ͸ෆՄೳͰ͋ͬͨҟৗͷछྨͷఏࣔʹ੒

ޭ͍ͯ͠Δɽ͔͠͠ɼ͜ͷख๏Ͱ͸ύέοτͷϔομ͔Β

நग़ͨ͠ಛ௃ྔͷΈΛ༻͍͍ͯΔͨΊɼϖΠϩʔυͷΈʹ

ಛ௃͕දΕΔҟৗͷݕ஌͕೉͔ͬͨ͠ɽ

·ͨɼจݙ [11]Ͱ͸ϖΠϩʔυ͔Βநग़ͨ͠ಛ௃ྔΛ༻

͍ͯϚϧ΢ΣΞͷײછݕ஌Λ͍ߦɼϖΠϩʔυ͔Βநग़͠

ͨಛ௃ྔͷதͰͲͷಛ௃ྔ͕༗ޮͰ͋Δ͔ͷධՁΛ͍ͯ͠

Δɽར༻͍ͯ͠Δಛ௃ྔ͸ɼASCIIจࣈίʔυͷग़ݱස౓

΍ಛ௃తͳจྻࣈͷग़ݱස౓ɼHTTPϦΫΤετ௕Ͱ͋
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Δɽ࣮ݧͰ͸ɼϚϧ΢ΣΞͷछྨ͝ͱʹݕग़ʹ༗ޮͳಛ௃

ྔ͕͋Δ͜ͱΛ֬ೝ͍ͯ͠Δɽ

ͦ͜ͰຊߘͰ͸ɼϔομ͔Βநग़ͨ͠ಛ௃ྔʹϖΠϩʔ

υʹग़͢ݱΔ ASCIIจྻࣈͷछྨ਺ͱ௕͞ʹͮ͘جಛ௃

ྔΛՃ͑ͯҟৗΛݕग़͢Δख๏ΛఏҊ͢Δɽ

2. ؔ࿈ڀݚ

ຊڀݚʹؔ࿈͢Δैདྷڀݚͱͯ͠ɼΞϊϚϦܕ IDSͷ୅

දతͳख๏Ͱ͋Δจݙ [5,6,7,8]ͱֶशͨ͠Ϋϥεʹରͯ͠

ҟৗͷϥϕϧΛ෇Ճ͢Δ͜ͱʹΑΓҟৗͷछྨΛࣝผ͢Δ

ख๏Ͱ͋Δจݙ [9,10]ʹ͍ͭͯड़΂Δɽจݙ [5]Ͱ͸ɼύ

έοτͷΤϯτϩϐʔʹΑΔҟৗݕग़ख๏͕ఏҊ͞Ε͍ͯ

Δɽ͜ͷख๏Ͱ͸ IPΞυϨε΍ϙʔτ൪߸ͳͲຖͷ୯Ґ࣌

ؒ౰ͨΓͷύέοτ਺Λܭଌ͢Δɽ࣍ʹɼύέοτͷൃੜ

֬཰ΛٻΊɼٻΊͨൃੜ֬཰͔ΒΤϯτϩϐʔΛࢉग़͢Δɽ

ͦͷޙɼΤϯτϩϐʔͷ࣌ྻܥมԽʹண໨ͨ͠ EMMM๏

ʹΑΓɼΤϯτϩϐʔ͕େ͖͘มԽ͢Δ࣌ؒΛҟৗͱͯ͠

ग़͍ͯ͠Δɽݕ

จݙ [6]Ͱ͸ɼωοτϫʔΫτϥϑΟοΫ͸ෳ਺ͷਖ਼ৗ

ঢ়ଶͰද͞ΕΔͱ͑ߟɼෳ਺ͷਖ਼ৗঢ়ଶΛఆ֤ٛ͠ঢ়ଶͱ

ͷҧ͍͔ΒҟৗΛݕग़͢Δख๏ΛఏҊ͍ͯ͠ΔɽҟৗΛؚ

·ͳ͍σʔλ͔Β୯Ґ࣌ؒ౰ͨΓͷ ICMP΍ TCPύέο

τ਺౳Λܭଌͯ͠ΫϥελϦϯά͢Δɽϝϯό͕গͳ͍Ϋ

ϥε͸࡟আ͠શͯͷΫϥεʹ͓͍ͯᮢ஋Ҏ্ͷϝϯό਺ͱ

ͳΔ·ͰΫϥελϦϯά͢ΔɽΫϥελϦϯά݁ՌΛਖ਼ৗ

ঢ়ଶͱͯ͠ఆٛ͠ɼ৽ͨʹ؍ଌ͞Εͨσʔλ͔Βಉ༷ͷಛ

௃Λநग़͠ɼਖ਼ৗΫϥεͱͷڑ཭͕ᮢ஋Ҏ্͔Ͳ͏͔Ͱҟ

ৗΛࣝผ͍ͯ͠Δɽ

จݙ [7]Ͱ͸ɼෳ਺ͷಛ௃ྔͷ૊Έ߹ΘͤʹΑΔҟৗݕ

ग़ख๏ΛఏҊ͍ͯ͠Δɽ͜ͷख๏Ͱ͸ɼҟৗΛτϥϑΟο

Ϋྔͷҟৗɼ௨৴खॱͷҟৗɼ௨৴಺༰ͷҟৗͷ 3छྨʹ

෼͚ɼ୯Ґ࣌ؒ͋ͨΓͷτϥϑΟοΫྔΛ਺஋Խͨ͠ಛ௃

ྔɼϑϩʔຖͷϑϥάͷग़ݱճ਺Λ਺஋Խͨ͠ಛ௃ྔɼϑ

ϩʔ಺ͷύέοτͷϖΠϩʔυͷύλʔϯͷ޲܏Λ਺஋Խ

ͨ͠ಛ௃ྔΛֶश༻σʔλ͔ΒͦΕͧΕநग़͢Δɽͦͯ͠

৽ͨͳσʔλͰ͜ΕΒͷಛ௃ྔΛநग़͠ɼֶश༻σʔλͷ

஋ͱᮢ஋Ҏ্཭Ε͍ͯΔಛ௃ྔ͕ଘ͢ࡏΔ৔߹ʹҟৗͰ͋

Δͱ൑அ͢Δɽ

จݙ [8]Ͱ͸ɼύέοττϨʔε͔Βநग़ͨ͠ಛ௃ྔʹ

ରͯ͠ΫϥελϦϯάΛֶ͍ߦश͢Δ͜ͱʹΑΓϚϧ΢Σ

Ξͷ௨৴Λࣝผ͢Δख๏ΛఏҊ͍ͯ͠Δɽಛ௃ྔͱͯ͠ɼ

Ұൠతͳಛ௃ྔ 70छྨͱϚϧ΢ΣΞಛ༗ͷಛ௃ྔ 25छྨ

Λ༻͍͍ͯΔɽDBSCANΛ༻͍ͯΫϥελϦϯά͠ɼΫ

ϥε಺ͷσʔλͱݕग़͍ͨ͠σʔλͱͷϢʔΫϦουڑ཭

Λࢉग़͢Δɽࢉग़ͨ͠ڑ཭ͷ࠷খ஋͕ᮢ஋ະຬͷ৔߹͸ط

ଘͷΫϥεʹ෼ྨ͞Εط஌ͷϚϧ΢ΣΞͱ͢Δɽᮢ஋Ҏ্

Ͱ͋ͬͨ৔߹͸ະ஌ͷϚϧ΢ΣΞͱ͢Δɽ

จݙ [5,6,7,8]ͷख๏Ͱ͸ɼҟৗ͕ൃੜͨ͜͠ͱΛݕग़͢

Δ͜ͱ͸Ͱ͖Δ΋ͷͷɼൃੜͨ͠ҟৗ͕ͲͷΑ͏ͳҟৗͰ

͋Δ͔Λ൑அ͢Δ͜ͱ͕Ͱ͖ͳ͍͜ͱ͕໰୊ͱͳ͍ͬͯ

ͨɽͦ͜Ͱจݙ [9,10]Ͱ͸ɼֶशͨ͠Ϋϥεʹରͯ͠ҟৗ

ͷϥϕϧΛ෇Ճ͢Δ͜ͱʹΑΓҟৗͷछྨΛࣝผ͢Δख๏

ΛఏҊ͍ͯ͠Δɽ

จݙ [9]Ͱ͸ɼτϥϑΟοΫσʔλ͔Βநग़ͨ͠ಛ௃ϕ

Ϋτϧʹରͯ͠ɼίʔγʔ֬཰ີ౓ؔ਺Λ༻͍ͯΫϥελ

Ϧϯά͠ɼֶशΛ͜͏ߦͱʹΑΓҟৗΛݕ஌͢Δख๏Λఏ

Ҋ͍ͯ͠Δɽίʔγʔີ౓ؔ਺Λ༻͍Δ͜ͱʹΑΓɼϦΞ

ϧλΠϜͰֶशϞσϧΛߋ৽͠ͳ͕ΒҟৗΛݕ஌͢Δ͜ͱ

ΛՄೳʹ͍ͯ͠Δɽ·ͨɼֶशͨ͠ΫϥεʹϢʔβʔ͕ϥ

ϕϧΛ͚ͭΔ͜ͱʹΑΓͲͷΑ͏ͳҟৗؚ͕·Ε͍ͯΔ͔

ͷ൑ผΛՄೳʹ͍ͯ͠Δɽ

จݙ [10]Ͱ͸ɼύέοτͷϔομ৘ใ͔Βநग़ͨ͠ಛ௃

ྔΛ༻͍ͯߏஙͨ͠ΞϊϚϦܕ IDSʹγάωνϟܕ IDS

ͷݕग़݁ՌΛ૊Έ߹ΘͤΔ͜ͱͰΞϊϚϦܕ IDS͚ͩͰ͸

Ͱ͖ͳ͍ҟৗͷ൑ผ͕ՄೳͰ͋Γɼγάωνϟܕ IDS͚ͩ

Ͱ͸ݕग़Ͱ͖ͳ͍ະ஌ͷҟৗݕग़͕Մೳͳ IDSΛఏҊ͠

͍ͯΔɽ͜ͷख๏Ͱ͸ύέοτͷϔομ͔Βಛ௃ྔΛநग़

͠ɼओ੒෼෼ੳʹΑͬͯಛ௃ྔͷ࣍ݩΛѹॖͨ͠ޙɼΫϥ

ελϦϯά͢Δ͜ͱͰΞϊϚϦܕ IDSΛߏங͍ͯ͠Δɽͦ

ͷޙɼੜ੒͞Ε֤ͨΫϥεʹରͯ͠ɼγάωνϟܕ IDSͷ

ܕग़݁ՌΛϥϕϧͱͯ͠෇Ճ͢Δ͜ͱͰɼΞϊϚϦݕ IDS

Ͱ͸Ͱ͖ͳ͔ͬͨҟৗͷࣝผΛՄೳͱ͍ͯ͠Δɽ

จݙ [10]ͷख๏Ͱ͸ɼύέοτͷϔομͷΈ͔Βಛ௃ྔ

Λநग़͍ͯ͠ΔͨΊϖΠϩʔυͷΈʹಛ௃͕දΕΔҟৗΛ

Ͱ͸ɼߘग़Ͱ͖ͳ͍͜ͱ͕՝୊ͱͳ͍ͬͯͨɽͦ͜Ͱຊݕ

ϔομ͔Βநग़ͨ͠ಛ௃ྔʹϖΠϩʔυʹग़͢ݱΔจྻࣈ

ʹ஫໨ͨ͠ಛ௃ྔΛՃ͑ͯҟৗΛݕग़͢Δख๏ΛఏҊ͢Δɽ

3. ఏҊख๏

ຊख๏ͷҟৗݕग़ͷखॱʹ͍ͭͯड़΂Δɽख๏ͷྲྀΕΛ

ਤ 1ʹࣔ͢ɽຊख๏͸ֶशͱҟৗݕग़ͷ 2ͭͷॲཧʹ෼

͔Ε͍ͯΔɽֶश࣌ͷॲཧͰ͸ɼֶशσʔλͱͳΔτϥ

ϑΟοΫσʔλΛҰఆͷ୯Ґ࣌ؒͰ෼ׂ͠ɼ֤۠ؒʹؚ·

ΕΔύέοτͷϔομͱϖΠϩʔυ͔Β ͷಛ௃ϕݩ75࣍

ΫτϧΛநग़͢Δɽ75࣍ݩͷಛ௃ϕΫτϧͰ͸Ϋϥελ

ϦϯάΛ͢Δݩ࣍ʹࡍ਺͕େ͖͗͢ΔͨΊ, ओ੒෼෼ੳ๏

(PCA)Λ༻͍ͯ࣍ݩΛѹॖ͢Δɽͦͷޙɼಛ௃ϕΫτϧΛ

ΫϥελϦϯά͢Δɽͦͯ͠ɼΫϥελϦϯάͷ݁ՌಘΒ

Ε֤ͨΫϥεͷॏ৺ʹ࠷΋͍ۙಛ௃ϕΫτϧΛͦͷΫϥε

ͷ୅දϕΫτϧͱ͠ɼγάωνϟܕ IDSΛ༻͍ͯΫϥεʹ

ؚ·Ε͍ͯΔҟৗͷछྨΛಛఆ͠ɼϥϕϧͱ͢Δɽ

ҟৗݕग़࣌ͷॲཧͰ͸ɼΫϥελϦϯάʹ༻͍ͨσʔλ

ͱ͸ผͷτϥϑΟοΫσʔλ͔Βಉ༷ʹಛ௃ϕΫτϧͷந

ग़ɼ࣍ݩѹॖΛ͍ߦɼֶशۭͨؒ͠ʹಛ௃ϕΫτϧΛ౤Ө

͢Δɽͦͯ͠ɼ౤Ө͞Εͨಛ௃ϕΫτϧͱ࠷΋͍ۙΫϥε

ͷ୅දϕΫτϧͱͷڑ཭Λࢉग़͠ɼϥϕϧΛग़ྗ͢Δ͜ͱ
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ਤ 1 ఏҊख๏ͷ֓ཁ

Fig. 1 Outline of Proposed Method.

ʹΑΓҟৗͷछྨΛಛఆ͢Δɽ

3.1 ಛ௃ྔͷநग़

஫໨͍ͯ͠ΔωοτϫʔΫͱ֎෦ωοτϫʔΫ (Πϯ

λʔωοτ)ؒͷૹड৴ύέοτΛɼ୯Ґ࣌ؒ ω Ͱ෼ׂ͠

ͨ΋ͷΛ۠ؒ tͱ͠ɼN ऩू͢Δɽ֤۠ؒʹؚ·ΕΔύݸ

έοτͷϔομ͔Βද 1ʹࣔ͢ύέοτ਺΍Ѽઌϙʔτ൪

߸छྨ਺ͳͲͷ 53छྨͷಛ௃ྔΛநग़͢Δɽύέοτͷ

ϔομͷಛ௃ྔʹண໨͢Δ͜ͱʹΑΓɼτϥϑΟοΫྔ΍

ϙʔτͷछྨ਺ͳͲͷ౷ܭతͳ৘ใʹมԽ͕ݱΕΔҟৗΛ

ࣝผՄೳͰ͋Δɽ͞ΒʹɼϖΠϩʔυ͔Βಛ௃ྔΛநग़͢

Δɽඪతܸ߈ܕʹ͓͚ΔϏʔίϯ௨৴ͳͲͰ͸ɼྨ͢ࣅΔ

จྻࣈΛଟؚ͘ΜͰ͍Δ௨৴Λଟ͘͏ߦՄೳੑ͕͍ߴͱߟ

͑ΒΕΔɽͦͷͨΊɼຊख๏Ͱ͸ϖΠϩʔυ͔Βநग़͢Δ

ಛ௃ྔͱͯ͠ɼASCIIจྻࣈͷछྨ਺ͱ ASCIIจྻࣈͷ

௕͞ʹͮ͘جಛ௃ྔΛநग़͢Δɽจྻࣈͷछྨ਺ʹͮ͘ج

ಛ௃நग़ͷ֓ཁΛਤ 2ʹࣔ͢ɽ·ͣɼ֤۠ؒʹؚ·Ε͍ͯ

ΔύέοτͷϖΠϩʔυʹग़͢ݱΔจྻࣈΛ͢΂ͯநग़͢

ΔɽਤͷྫͰ͸ɼʮGETʯʮ1ʯʮHTTP/1.1ʯʮHTTP/1.1ʯ

ʮ200ʯʮOKʯ͕நग़͞ΕΔɽ࣍ʹɼจྻࣈͷग़ݱճ਺͝ͱ

ʹछྨ਺ΛٻΊΔɽਤͷྫͰ͸ɼग़ݱճ਺ 1ճͷASCIIจ

ྻࣈ ʮ͕GETʯʮ1ʯʮ200ʯʮOKʯͰ͋ΔͨΊछྨ਺͸ 4ɼग़

ճ਺͕ݱ 2ճͷจྻࣈ͸छྨ਺͕ 1ͱͳΔɽͦͯ͠ɼग़ݱ

ճ਺͕ 1∼10ճͰ͋ͬͨจྻࣈͷछྨ਺Λ଍͠߹ΘͤΔ͜

ͱʹΑΓɼग़ݱճ਺͕ 1∼10ճͷจྻࣈͷछྨ਺Λಛ௃ͱ

ͯ͠நग़͢Δɽ11∼20ճҎ߱΋ಉ༷ʹࢉग़͢Δ͜ͱʹΑΓ

จྻࣈͷछྨ਺ʹͮ͘جಛ௃Λ 11छྨநग़͢Δɽ·ͨɼจ

ಛ௃நग़ͷ֓ཁΛਤͮ͘جʹͷ௕͞ྻࣈ 3ʹࣔ͢ɽ·ͣɼ

จྻࣈͷछྨ਺ʹͮ͘جಛ௃நग़ͷ৔߹ͱಉ༷ʹ֤۠ؒʹ

ؚ·Ε͍ͯΔύέοτͷϖΠϩʔυʹग़͢ݱΔจྻࣈΛ͢

΂ͯநग़͢Δɽ࣍ʹɼจྻࣈͷ௕͞͝ͱʹग़ݱճ਺ΛΧ΢

ϯτ͢ΔɽਤͷྫͰ͸ɼจྻࣈ௕͕ 1ͷจྻࣈ͸ʮ1ʯ1ͭ

͚ͩͰ͋Γɼจྻࣈ௕͕ 3ͷจྻࣈ͸ʮ200ʯʮGETʯͷ 2

छྨͱͳΔɽಉ༷ͷॲཧʹΑΓશͯͷจྻࣈ௕ʹ͍ͭͯछ

ྨ਺Λௐ΂Δɽͦͯ͠ɼจྻࣈ௕͕ 1∼10Ͱ͋ͬͨจྻࣈ

ද 1 ϔομ͔Βநग़ͨ͠ಛ௃ྔͷҰཡ

Table 1 List of Packet Header Features.

ύέοταΠζฏۉ ύέοτ਺

ύέοταΠζͷ෼ࢄ TTL஋ฏۉ

TTL஋෼ࢄ Ѽઌ IPΞυϨεछྨ਺

ૹ৴ݩ IPΞυϨεछྨ਺ ૹ৴ݩϙʔτ൪߸छྨ਺

Ѽઌϙʔτ൪߸छྨ਺ SYNύέοτ਺

FINύέοτ਺ PSHύέοτ਺

RSTύέοτ਺ URGύέοτ਺

ACKύέοτ਺ FIN&ACKύέοτ਺

RST&ACKύέοτ਺ SYN&ACKύέοτ਺

PSH&ACKύέοτ਺ TCPதͷ RSTׂ߹

TCPதͷ SYNׂ߹ TCPதͷ PSHׂ߹

TCPதͷ URGׂ߹ TCPதͷ FINׂ߹

TCPதͷ ACKׂ߹ TCPதͷ RST&ACKׂ߹

TCPதͷ PSH&ACKׂ߹ TCPதͷ SYN&ACKׂ߹

TCPதͷ FIN&ACKׂ߹ ICMPύέοτ਺

UDPύέοτ਺ ૹ৴ݩϙʔτ൪߸ 110൪ύέοτ਺

ૹ৴ݩϙʔτ൪߸ 22൪ύέοτ਺ ૹ৴ݩϙʔτ൪߸ 53൪ύέοτ਺

ૹ৴ݩϙʔτ൪߸ 443൪ύέοτ਺ ૹ৴ݩϙʔτ൪߸ 80൪ύέοτ਺

ૹ৴ݩϙʔτ൪߸ 25൪ύέοτ਺ ૹ৴ݩϙʔτ൪߸ 465൪ύέοτ਺

ૹ৴ݩϙʔτ൪߸ 587൪ύέοτ਺ ૹ৴ݩϙʔτ൪߸ 995൪ύέοτ਺

ૹ৴ݩϙʔτ൪߸ 993൪ύέοτ਺ ૹ৴ݩϙʔτ൪߸ 143൪ύέοτ਺

Ѽઌϙʔτ൪߸ 110൪ύέοτ਺ Ѽઌϙʔτ൪߸ 22൪ύέοτ਺

Ѽઌϙʔτ൪߸ 53൪ύέοτ਺ Ѽઌϙʔτ൪߸ 443൪ύέοτ਺

Ѽઌϙʔτ൪߸ 80൪ύέοτ਺ Ѽઌϙʔτ൪߸ 25൪ύέοτ਺

Ѽઌϙʔτ൪߸ 465൪ύέοτ਺ Ѽઌϙʔτ൪߸ 587൪ύέοτ਺

Ѽઌϙʔτ൪߸ 995൪ύέοτ਺ Ѽઌϙʔτ൪߸ 993൪ύέοτ਺

Ѽઌϙʔτ൪߸ 143൪ύέοτ਺

ͷग़ݱճ਺Λ଍͠߹ΘͤΔ͜ͱʹΑΓɼจྻࣈ௕͕ 1∼10

ͷจྻࣈͷ਺Λಛ௃ͱͯ͠நग़͢Δɽ·ͨɼ11∼20Ҏ߱΋

ಉ༷ʹܭଌ͢Δ͜ͱʹΑΓจྻࣈͷ௕͞ʹͮ͘جಛ௃Λ 11

छྨநग़͢ΔɽϖΠϩʔυ͔Βநग़͢Δ 22छྨͷಛ௃ྔ

Λද 2ʹࣔ͢ɽද 1ͱද 2ͷಛ௃ྔΛ߹Θͤͯಛ௃ϕΫ

τϧ It ͱ͢Δɽ

3.2 ಛ௃ϕΫτϧͷΫϥελϦϯά

ಛ௃ϕΫτϧ It ͱ It+1 ͷ 2ͭͷ۠ؒʹ͓͍ͯಉ༷ͷҟ

ৗؚ͕·ΕΔͱ͖ɼಛ௃ྔ͕ྨ͢ࣅΔͨΊʹಛ௃ϕΫτϧ

ؒͷڑ཭͸খ͘͞ͳΔɽҰํɼྨ͠ࣅͳ͍ҟৗΛؚΉಛ௃

ϕΫτϧؒͰ͸ڑ཭͕େ͖͘ͳΔɽͦͷͨΊɼநग़ͨ͠ಛ

௃ϕΫτϧΛΫϥελϦϯά͢ΔͱɼಉҰΫϥεʹ෼ྨ͞
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ද 2 ϖΠϩʔυ͔Βநग़ͨ͠ಛ௃ྔͷҰཡ

Table 2 List of Packet Payload Features.

ग़ݱճ਺͕ 1∼10ճͷจྻࣈͷछྨ਺ ग़ݱճ਺͕ 11∼20ճͷจྻࣈͷछྨ਺

ग़ݱճ਺͕ 21∼30ճͷจྻࣈͷछྨ਺ ग़ݱճ਺͕ 31∼40ճͷจྻࣈͷछྨ਺

ग़ݱճ਺͕ 41∼50ճͷจྻࣈͷछྨ਺ ग़ݱճ਺͕ 51∼60ճͷจྻࣈͷछྨ਺

ग़ݱճ਺͕ 61∼70ճͷจྻࣈͷछྨ਺ ग़ݱճ਺͕ 71∼80ճͷจྻࣈͷछྨ਺

ग़ݱճ਺͕ 81∼90ճͷจྻࣈͷछྨ਺ ग़ݱճ਺͕ 91∼100ճͷจྻࣈͷछྨ਺

ग़ݱճ਺͕ 101ճҎ্ͷจྻࣈͷछྨ਺ จྻࣈ௕͕ 1∼10ͷจྻࣈͷ਺

จྻࣈ௕͕ 11∼20ͷจྻࣈͷ਺ จྻࣈ௕͕ 21∼30ͷจྻࣈͷ਺

จྻࣈ௕͕ 31∼40ͷจྻࣈͷ਺ จྻࣈ௕͕ 41∼50ͷจྻࣈͷ਺

จྻࣈ௕͕ 51∼60ͷจྻࣈͷ਺ จྻࣈ௕͕ 61∼70ͷจྻࣈͷ਺

จྻࣈ௕͕ 71∼80ͷจྻࣈͷ਺ จྻࣈ௕͕ 81∼90ͷจྻࣈͷ਺

จྻࣈ௕͕ 91∼100ͷจྻࣈͷ਺ จྻࣈ௕͕ 101Ҏ্ͷจྻࣈͷ਺

ਤ 2 จྻࣈͷछྨ਺ͷநग़ྫ

Fig. 2 Extracting of Number of String Types from Packet Pay-

load.

ਤ 3 จྻࣈͷ௕͞ͷநग़ྫ

Fig. 3 Extracting of String Length from Packet Payload.

Εͨಛ௃ϕΫτϧಉ࢜Ͱ͸ɼྨͨ͠ࣅҟৗΛؚΉͱ͑ߟΒ

ΕΔɽ

ͦ͜Ͱಛ௃ϕΫτϧΛΫϥελϦϯά͢ΔɽΫϥελ

Ϧϯά͢Δࡍʹಛ௃ϕΫτϧ͕ Ͱ͸େ͖͗͢Δͨݩ75࣍

Ίओ੒෼෼ੳ๏Λ༻͍࣍ݩΛѹॖ͢Δɽ͜͜Ͱ͸ྦྷੵد

༩཰͕ 80%Ҏ্ͱͳΔ࠷খͷ࣍ݩ਺Ͱѹॖ͢Δɽ࣍ݩѹ

ॖۭͨؒ͠Λ S ۭؒͱݺͿͱɼS ্ۭؒͰͷ࠲ඪ஋͸ɼ

It = (st1, st2, · · · , str) Ͱද͞ΕΔɽͦͷޙɼS ্ۭؒͷ

Mean-Shift๏Λ༻͍ͯΫϥελϦϯά͢Δɽʹجඪ஋Λ࠲

͜ͷख๏͸͋Β͔͡Ί෼ྨ͢ΔΫϥε਺Λࢦఆ͢Δඞཁ͕

ͳ͍ͨΊɼࠓճͷΑ͏ͳҟৗͷछྨ਺͕͋Β͔͡ΊΘ͔Β

ͳ͍৔߹ʹదͨ͠ख๏Ͱ͋Δɽ

3.3 ֤Ϋϥε΁ͷϥϕϧ෇͚

લઅ·ͰͰड़΂ͨํ๏ʹΑΓҟৗݕग़ͷͨΊͷΞϊϚϦ

ܕ IDSΛߏஙͨ͠ɽ͔͠͠ɼ͜ͷΞϊϚϦܕ IDSͰ͸ҟ

ৗΛݕग़Ͱ͖Δ͕ɼͲͷΑ͏ͳҟৗΛؚΜͰ͍Δ͔͸ࣝผ

Ͱ͖ͳ͍ɽͦ͜Ͱɼ֤Ϋϥεʹରͯ͠γάωνϟܕ IDSͷ

ग़݁ՌΛϥϕϧͱͯ͠෇Ճ͢ΔɽͦΕʹΑΓɼ෇Ճͨ͠ݕ

ϥϕϧ৘ใʹΑΓ֤Ϋϥε͕ͲͷΑ͏ͳҟৗΛؚΉͷ͔Λ

ਤ 4 Ϋϥε΁ͷϥϕϧ෇͚ͷྫ

Fig. 4 Example of Labeling.

ࣝผͰ͖ΔΑ͏ʹ͢Δɽ

ϥϕϧ෇͚ͷ֓ཁΛਤ 4ʹࣔ͢ɽ֤Ϋϥεͷॏ৺ʹ࠷΋

͍ۙಛ௃ϕΫτϧΛબ୒͠ɼͦͷ۠ؒʹରͯ͠γάωνϟ

ܕ IDSΛ༻͍ͯҟৗݕग़Λ͏ߦɽग़ྗ͞Εͨ݁ՌΛΫϥε

ʹϥϕϧͱͯ͠෇Ճ͢Δ͜ͱͰɼͦͷΫϥεʹͲͷΑ͏ͳ

ҟৗؚ͕·Ε͍ͯΔͷ͔Λද͢ɽ͜͜Ͱγάωνϟܕ IDS

ͷύλʔϯϑΝΠϧதͷ v ൪໨ͷϧʔϧͰ s′t,v ճͷҟৗ

,ग़͞Εͨ৔߹ɼ(s′t1ݕ͕ s
′
t2, · · · , s′tv, · · · , s′tq)Λϥϕϧͱ

ͯ͠෇Ճ͢Δɽ͜͜Ͱɼq͸γάωνϟܕ IDSͷύλʔϯ

ϑΝΠϧͰఆٛ͞Ε͍ͯΔϧʔϧͷ૯਺Ͱ͋Δɽ͢΂ͯͷ

Ϋϥεʹରͯ͠ϥϕϧΛ෇Ճ͢Δ͜ͱʹΑͬͯະ஌ͷҟৗ

ग़͓Αͼҟৗͷࣝผ͕Մೳͳݕ IDSΛߏ੒͢Δ͜ͱ͕Ͱ͖

Δɽ·ͨɼಉҰͷϥϕϧ͕ෳ਺ͷΫϥεʹ෇Ճ͞Εͨ৔߹

͸ͦΕͧΕผͷΫϥεͱͯ͠ѻ͏ɽ

3.4 ҟৗݕग़

৽ͨʹ؍ଌ͞ΕͨτϥϑΟοΫσʔλΛ୯Ґ࣌ؒ ωͰ෼

ׂͦ͠ΕͧΕͷ͔۠ؒΒ ͷಛ௃ϕΫτϧΛநग़͢ݩ75࣍

Δɽͦͷޙɼ75࣍ݩͷಛ௃ϕΫτϧΛֶश࣌ͱಉ༷ʹ௿࣍

ѹॖ͠ɼֶशͨ͠ʹݩ Sۭؒʹ౤Ө͢Δɽਤ 5ʹࣔ͢Α͏

ʹΫϥε aͱΫϥε b͕ଘ͢ࡏΔͱ͖ɼ৽ͨͳಛ௃ϕΫτ

ϧ It ͕ɼ֤Ϋϥεॏ৺ͱͷڑ཭ʹ͓͍ͯΫϥε aͷॏ৺

ͱͷڑ཭͕࠷΋খ͍͞ͱࢉग़͞Εͨͱ͢Δɽಛ௃ϕΫτϧ

It ͱΫϥε aͷॏ৺ͱͷڑ཭Λ eͱ͢Δɽ·ͨɼΫϥε a

಺ͷಛ௃ϕΫτϧ Ia, Ia+1, Ia+2 ͷ಺ɼॏ৺ͱͷڑ཭͕࠷

΋େ͖͍ಛ௃ϕΫτϧͰ͋Δ Ia+2 ͱॏ৺ͱͷڑ཭Λ f ͱ

͢Δɽe ≤ f ͕੒ΓཱͭͨΊɼಛ௃ϕΫτϧ It ͸Ϋϥε a

ʹଐ͢Δͱ൑அ͢Δɽͦͯ͠Ϋϥε aʹ෇Ճͨ͠ϥϕϧΛ

ࣝผ݁Ռͱͯ͠ग़ྗ͢Δɽ࣍ʹɼ৽ͨͳಛ௃ϕΫτϧ It+1

͸ɼ֤Ϋϥεॏ৺ͱͷڑ཭ʹ͓͍ͯΫϥε bͱͷڑ཭͕࠷
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ਤ 5 ҟৗݕग़ͷྫ

Fig. 5 Example of Anomaly Detection.

΋খ͍͞ͱࢉग़͞Εͨͱ͢Δɽಛ௃ϕΫτϧ It+1 ͱΫϥ

ε bͷॏ৺ͱͷڑ཭Λ eͱ͢ΔɽΫϥε b಺ͷಛ௃ϕΫτ

ϧ Ib, Ib+1, Ib+2 ͷ಺ɼॏ৺ͱͷڑ཭͕࠷΋େ͖͍ಛ௃ϕ

ΫτϧͰ͋Δ Ib+2ͱॏ৺ͱͷڑ཭Λ f ͱ͢Δͱɼe > f ͕

੒ΓཱͭͨΊɼಛ௃ϕΫτϧ It+1 ͸Ϋϥε bʹ͸ଐ͞ͳ

͍ͱ൑அ͠ɼ৽ͨͳҟৗͱࣝผ͢Δɽ

4. ݧ࣮

ຊख๏ͷ༗ޮੑΛ֬ೝ͢ΔͨΊʹMWS2018σʔληο

τ͓Αͼେࡕ෎ཱେֶͷωοτϫʔΫͰऩूͨ͠τϥϑΟο

ΫσʔλΛ༻͍࣮ͯݧΛͨͬߦɽΫϥεʹର͢Δϥϕϧ෇

͚ʹ͸γάωνϟܕ IDSͷҰͭͰ͋Δ SuricataΛ༻͍ͨɽ

4.1 MWS2018σʔληοτʹ͓͚Δ࣮ݧ

ਖ਼ৗͳ௨৴ͷΈΛֶश͠ɼҟৗΛؚΉ௨৴தͷҟৗΛݕ

ग़Ͱ͖Δ͜ͱΛ֬ೝ͢ΔͨΊʹ࣮ݧΛͨͬߦɽֶशσʔλ

ݙͼςετσʔλͱͯ͠͸ɼจٴ [12] Ͱ঺հ͞Ε͍ͯΔ

MWS2018σʔληοτதͷ BOSσʔληοτΛ༻͍ͨɽ

͜ͷσʔληοτ͸Ϛϧ΢ΣΞΛ࣮ͨ͠ߦϗετͷ௨৴Λ

νϟϓνϟͨ͠΋ͷͰ͋Δɽ·ͨɼBOSσʔληοτͷ

σʔλʹ͸Ϛϧ΢ΣΞͷਐߦ౓͕ࣔ͞Ε͓ͯΓɼϚϧ΢Σ

ΞʹΑΓ௨৴͕ൃੜ͔ͨ͠ɼ·ͨͲͷΑ͏ʹ௨৴͕ߦΘΕ

ͨσʔλͰ͋Δ͔͕ࣔ͞Ε͍ͯΔɽ࣮ݧʹ͸ɼֶशσʔλ

ͱͯ͠Ϛϧ΢ΣΞ͸࣮͕ͨ͠ߦ௨৴͸ൃੜ͠ͳ͔ͬͨਐߦ

౓ 2ͷ 2017೥ 8݄ 17೔ʹऩू͞Εͨ 24࣌ؒͷσʔλΛ

ਖ਼ৗͷΈͷσʔλͱͯ͠༻͍ͨɽֶशσʔλΛ༻͍ͯಛ௃

ྔͷநग़ٴͼΫϥελϦϯάͱΫϥελϦϯά݁Ռͷ֤Ϋ

ϥεʹର͢Δγάωνϟܕ IDSΛ༻͍ͨϥϕϧ෇͚Λͬߦ

ͨɽςετσʔλͱͯ͠͸Ϛϧ΢ΣΞΛ࣮͠ߦɼϚϧ΢Σ

Ξͷ௨৴Λܧଓతʹ؍ଌͰ͖ͨਐߦ౓ 8ͷ 2018೥ 1݄ 23

೔ʹऩू͞Εͨ 24࣌ؒͷσʔλΛҟৗΛؚΉσʔλͱ͠

ͯ༻͍ͨɽֶशσʔλɼςετσʔλͱ΋ʹಛ௃ྔநग़ͷ

ͷ୯Ґ࣌ؒ͸ࡍ 30ඵͱ͠ 2880۠ؒʹ෼ׂͨ͠ɽ·ͨɼϚ

ϧ΢ΣΞͷ௨৴૬खΛݕग़ର৅Ͱ͋Δҟৗͳ௨৴ͱ͢Δ

ͱɼݕग़ର৅ͷ௨৴ΛؚΉ͕۠ؒ 259۠ؒ͋ͬͨɽ͜ΕΒ

ͷσʔληοτΛ༻͍ͯຊख๏ʹ͓͚Δݕग़݁Ռͱϔο

μͷΈ͔Βநग़ͨ͠ಛ௃ϕΫτϧΛ༻͍ͨ৔߹ (ैདྷख๏

[10])ͷݕग़݁ՌͱͷൺֱΛͨͬߦɽ

4.1.1 ΫϥελϦϯά݁Ռɾ࡯ߟ

ϔομٴͼϖΠϩʔυ͔Βநग़ͨ͠ಛ௃ϕΫτϧʹର͠

ͯΫϥελϦϯάΛ݁ͨͬߦՌɼ2880ݸͷ͕۠ؒ ͷݸ51

Ϋϥεʹ෼ྨ͞Εͨɽ֤Ϋϥεͷ୅දϕΫτϧʹରͯ͠

SuricataΛద༻ͯ͠ҟৗݕग़Λ͏ߦͱɼҟৗؚ͕·ΕΔ۠

ؒ͸ଘ͠ࡏͳ͔ͬͨɽֶशσʔλʹؚ·Ε͍ͯΔ௨৴Ͱ͸

Ϛϧ΢ΣΞʹΑΔ௨৴͕ൃੜͤͣɼҟৗͳ௨৴͕ଘ͠ࡏͳ

͔ͬͨͨΊશͯͷΫϥεͰҟৗΛݕग़͠ͳ͔ͬͨͱ͑ߟΒ

ΕΔɽͦ͜Ͱɼ51ΫϥεશͯΛਖ਼ৗΫϥεͱͯ͠ѻ͏ɽ·

ͨɼϔομͷΈ͔Βநग़ͨ͠ಛ௃ϕΫτϧΛ༻͍ͯΫϥε

λϦϯάͨ݁͠Ռʹ͍ͭͯ΋ 51Ϋϥεͱͳͬͨɽಉ༷ʹɼ

֤Ϋϥεͷ୅දϕΫτϧʹ SuricataʹΑΓҟৗݕग़Λ͏ߦ

ͱɼҟৗؚ͕·ΕΔ۠ؒ͸ଘ͠ࡏͳ͔ͬͨɽ

4.1.2 ࡯ߟՌɾ݁ݧग़࣮ݕ

ςετσʔλʹ͓͚Δݕग़࣮ݧͷ݁ՌΛද 3 ʹࣔ͢ɽ

2880۠ؒͷ಺ɼ2636۠ؒΛֶश࣌ͷΫϥεʹ෼ྨͨ͠ɽҰ

ํɼ244۠ؒΛ৽ͨͳΫϥε (ҟৗ)Ͱ͋Δͱ෼ྨͨ͠ɽ·

ͨɼݕग़ର৅ͷ௨৴ؚ͕·Ε͍ͯΔ 259۠ؒத 175۠ؒΛ

ֶश࣌ͷਖ਼ৗΫϥεɼ84۠ؒΛֶशͨ͠ਖ਼ৗΫϥεͰ͸ͳ

͘৽ͨͳΫϥεʹ෼ྨͨ͠ɽ·ͨɼݕग़ର৅ͷ௨৴ؚ͕·

Ε͍ͯͳ͍ 2621۠ؒத 2461۠ؒΛֶश࣌ͷਖ਼ৗΫϥεɼ

160۠ؒΛ৽ͨͳΫϥεʹ෼ྨͨ͠ɽ·ͨɼݕग़ର৅ͷ௨

৴ؚ͕·Ε͍ͯΔ 259۠ؒʹ͍ͭͯɼ1۠ؒʹؚ·ΕΔݕ

ग़ର৅ͷύέοτ਺ͷӨڹΛௐ΂ͨ݁ՌΛද 4ʹࣔ͢ɽද

தɼ1ྻ໨ʹ 1۠ؒதʹؚ·ΕΔݕग़ର৅ͷύέοτ਺Λ

ࣔ͠ɼ2ྻ໨ʹ৽ͨͳΫϥε (ҟৗ)ͱͯ͠ݕग़Ͱ͖ͨ਺ɼ

3ྻ໨ʹֶश࣌ͷΫϥε (ਖ਼ৗ)ͱͯࣝ͠ผͨ͠਺Λࣔͯ͠

͍Δɽݕग़ର৅ͷ௨৴͕ 1۠ؒʹ 80ύέοτҎ্ؚ·Ε

c⃝ 2018 Information Processing Society of Japan －1042－



ද 3 ຊख๏ͷݕग़݁Ռ (MWS2018 Dataset)

Table 3 Detection Result of Proposed Method(MWS2018

Dataset).

ग़݁Ռݕ ෼ྨ͞Εͨ૯۠ؒ਺ ҟৗͳ௨৴ΛؚΉ ҟৗͳ௨৴Λؚ·ͳ͍

ֶश࣌ͷΫϥε 2636۠ؒ 175۠ؒ 2461۠ؒ

৽ͨͳΫϥε 244۠ؒ 84۠ؒ 160۠ؒ

ܭ߹ 2880۠ؒ 259۠ؒ 2621۠ؒ

͍ͯͨ৔߹͸ 100%ͷਫ਼౓Ͱ৽ͨͳΫϥεʹ෼ྨͰ͖͍ͯ

ͨɽҰํͰɼ1۠ؒʹؚ·ΕΔύέοτ਺͕ 60ύέοτ

ະຬͷ৔߹͸ 184۠ؒத 174۠ؒ (94.5%)ͱଟ͘ͷݕग़ର

৅ͷ௨৴ؚ͕·ΕΔ۠ؒΛֶश࣌ͷਖ਼ৗͳΫϥεʹ෼ྨ͠

͍ͯͨɽ·ͨɼ1۠ؒʹؚ·ΕΔݕग़ର৅ͷύέοτͷׂ

߹ʹ΋ண໨ͨ͠ͱ͜Ζɼ۠ؒͷ 20%Ҏ্͕ݕग़ର৅ͷύ

έοτͷ৔߹ʹ 100%ͷਫ਼౓Ͱ৽ͨͳΫϥεʹ෼ྨͰ͖ͯ

͍ͨɽҰํɼݕग़ର৅ͷύέοτ͕۠ؒͷ 20%ະຬͷ৔߹

͸ 8.4%Ͱ͋ͬͨɽ͜ͷ͜ͱ͔Βɼݕग़ର৅ͷ௨৴͕͋Δ

ఔ౓ଟ͚Ε͹ਖ਼ৗͳ۠ؒͱͷࠩҟ͕ੜ·Εɼ৽ͨͳΫϥε

ʹ෼ྨͰ͖Δ͜ͱΛ֬ೝͰ͖ͨɽҰํͰɼݕग़ର৅ͷ௨৴

͕গͳ͘ਖ਼ৗͳ۠ؒͱͷҧ͍͕දΕͳ͔ͬͨ৔߹͸ֶश࣌

ͷΫϥεʹ෼ྨ͞Ε͍ͯͨɽ·ͨɼݕग़ର৅ͷ௨৴ؚ͕·

Ε͍ͯͳ͍ 160۠ؒΛ৽ͨͳΫϥεʹ෼ྨͨ͠ɽ͜Ε͸ɼ

ֶश࣌ͷΫϥεʹྨͨ͠ࣅಛ௃Λ࣋ͬͨΫϥε͕ͳ͔ͬͨ

ͨΊͰ͋Δͱ͑ߟΒΕΔɽֶशσʔλΛ૿΍͠ɼΫϥε਺

Λ૿΍͢͜ͱʹΑΓվળͰ͖Δͱ͑ߟΒΕΔɽ

·ͨɼςετσʔλͷ 2880۠ؒશͯʹ SuricataΛ༻͍ͯ

ҟৗݕग़Λͨͬߦͱ͜Ζɼ9۠ؒʹ POLICY HTTP traffic

on port 443 (POST)ͱ͍͏ҟৗؚ͕·Ε͍ͯͨɽ·ͨɼ͜

ͷ 9۠ؒ͸ݕग़ର৅ͷ௨৴ؚ͕·Ε͍ͯͨ۠ؒͰ͋ͬͨɽ

SuricataͰ͸ɼ֎෦ͷҟৗͳϗετؚ͕·Ε͍ͯͨ 259۠

ؒத 9۠ؒΛݕग़Ͱ͖͕ͨɼຊख๏Ͱ͸ 259۠ؒத 84۠

ؒΛ৽ͨͳΫϥεʹ෼ྨͰ͖͍ͯͨɽ͜ͷ͜ͱ͔Βɼຊख

๏Λ༻͍Δ͜ͱͰγάωνϟܕ IDSͰ͸ݕग़Ͱ͖ͳ͍ҟৗ

ؚ͕·Ε͍ͯΔ৔߹ʹ͓͍ͯ΋৽ͨͳΫϥεʹ෼ྨ͞Εɼ

ग़ՄೳͰ͋Δ͜ͱΛ֬ೝͰ͖ͨɽݕ

·ͨɼैདྷख๏ ϔομͷΈ͔ΒಘΒΕͨಛ͖ͮجʹ[10]

௃ϕΫτϧΛ༻͍ݕग़࣮ݧΛ݁ͨͬߦՌɼຊख๏ͱಉ༷ʹ

ग़ର৅ͷ௨৴͕ଟ͍۠ؒΛਖ਼ࣝ͘͠ผ͢Δ͜ͱ͕Ͱ͖ͯݕ

͍ͨɽ·ͨɼຊख๏ͱൺֱͨ͠ͱ͜Ζݕग़݁Ռʹେ͖ͳࠩ

ҟ͸ݟΒΕͳ͔ͬͨɽ͜Ε͸ɼຊ࣮ݧͰ༻͍ͨσʔληο

τʹؚ·ΕΔҟৗ͕ϔομ͔Βநग़ͨ͠ಛ௃ྔʹ΋ಛ௃͕

ɼ༷ʑޙࠓΒΕΔɽ͑ߟΕΔҟৗͰ͋ͬͨͨΊͰ͋Δͱݱ

ͳσʔληοτʹର࣮ͯ͠ݧΛ͍ߦɼϖΠϩʔυ͔Βநग़

ͨ͠ಛ௃ྔͷ༗ޮੑʹ͍ͭͯ֬ೝ͢Δ༧ఆͰ͋Δɽ

4.2 େࡕ෎ཱେֶͷτϥϑΟοΫσʔλʹ͓͚Δ࣮ݧ

ຊख๏ͷ࣮ӡ༻தͷωοτϫʔΫͰͷ༗ޮੑΛ֬ೝ͢Δ

ͨΊʹ࣮ݧΛͨͬߦɽ࣮ݧͰ͸ɼֶशσʔλͱͯ͠ɼେࡕ

෎ཱେֶͷωοτϫʔΫͱΠϯλʔωοτͷؒʹ͋ΔϑΝ

ද 4 ҟৗͳ௨৴ͷࣝผ཰ (MWS2018 Dataset)

Table 4 Detection Rate of Unusual(MWS2018 Dataset).

1۠ؒதͷҟৗͳϗετͱͷύέοτ਺ ৽ͨͳΫϥε ֶश࣌ͷΫϥε

100ύέοτҎ্ 58۠ؒ 0۠ؒ

80ύέοτҎ্ 100ύέοτະຬ 13۠ؒ 0۠ؒ

60ύέοτҎ্ 80ύέοτະຬ 3۠ؒ 1۠ؒ

60ύέοτະຬ 10۠ؒ 174۠ؒ

ද 5 ͋ΔΫϥε a ͷϥϕϧ

Table 5 Label of Cluster ʠa”.

ҟৗ໊ ճ਺

SCAN Sipvicious Scan 1

POLICY Suspicious inbound to MSSQL port 1433 20

POLICY Suspicious inbound to Oracle SQL port 1521 2

SCAN Sipvicious User-Agent Detected (friendly-scanner) 5

POLICY Protocol 41 IPv6 encapsulation potential 6in4 IPv6 tunnel active 1

DNS Non-DNS or Non-Compliant DNS traffic on DNS port Reserved Bit Set 0

CINS Active Threat Intelligence Poor Reputation IP group 81 1

ද 6 ද 5 ͱಉҰΫϥεͷ۠ؒͷϥϕϧ

Table 6 Label of Section in Table 5 Cluster.

ҟৗ໊ ճ਺

SCAN Sipvicious Scan 1

POLICY Suspicious inbound to MSSQL port 1433 27

POLICY Suspicious inbound to Oracle SQL port 1521 4

SCAN Sipvicious User-Agent Detected (friendly-scanner) 5

POLICY Protocol 41 IPv6 encapsulation potential 6in4 IPv6 tunnel active 1

DNS Non-DNS or Non-Compliant DNS traffic on DNS port Reserved Bit Set 1

CINS Active Threat Intelligence Poor Reputation IP group 81 1

ΠΞ΢Υʔϧͷ֎ଆͰ 2017೥ 11݄ 16೔ʹऩूͨ͠ 1࣌

ؒͷτϥϑΟοΫσʔλΛ࢖༻ͨ͠ɽֶशσʔλΛ༻͍ͯ

ಛ௃ྔͷநग़ٴͼΫϥελϦϯάͱΫϥελϦϯά݁Ռͷ

֤Ϋϥεʹର͢Δγάωνϟܕ IDSΛ༻͍ͨϥϕϧ෇͚Λ

ɽ࣍ʹςετσʔλͱͯͨͬ͠ߦ 2017೥ 11݄ 17೔ʹऩ

ूͨ͠ 1࣌ؒͷτϥϑΟοΫσʔλΛ࢖༻ͨ͠ɽύέοτ

ͷऩूํ๏͸ɼtcpdumpΛ༻͍ͯύέοτΛΩϟϓνϟ͠

pcapࣜܗͷϑΝΠϧͰอଘͨ͠ɽ·ͨɼֶशσʔλɼς

ετσʔλͱ΋ʹಛ௃ྔநग़ͷࡍͷ୯Ґ࣌ؒ͸ 1ඵͱ͠ɼ

3600۠ؒʹ෼ׂͨ͠ɽ

4.2.1 ΫϥελϦϯά݁Ռ

ΫϥελϦϯάΛ݁ͨͬߦՌɼ3600ݸͷಛ௃ϕΫτϧ͕

ʹͷΫϥεʹ෼ྨ͞Εͨɽ·ͨɼ͢΂ͯͷ۠ؒݸ102 1छ

ྨҎ্ͷҟৗؚ͕·Ε͍ͯͨɽද 5͸͋ΔΫϥε aͷϥϕ

ϧͰ͋Δɽ·ͨɼද 6͸ද 5ͱಉҰͷΫϥεʹ෼ྨ͞Εͨ

ଞͷ۠ؒͷγάωνϟܕ IDSͷݕग़݁ՌͰ͋Δɽද 5ͱ

ද 6ʹࣔ݁͢Ռ͔ΒɼಉҰͷΫϥεʹ෼ྨ͞Εͨ۠ؒͰ͸

ؚ·Ε͍ͯΔҟৗͷछྨٴͼճ਺͕ྨ͍ͯ͠ࣅΔ͜ͱΛ֬

ೝͨ͠ɽ·ͨɼද 7͸ද 5ͷΫϥεͱڑ཭͕཭ΕͨΫϥε

ʹଐ͢Δ͋Δ۠ؒʹ͓͚Δγάωνϟܕ IDSͷݕग़݁Ռ

Ͱ͋Δɽද 5ͱද 7ʹࣔ݁͢ՌΑΓɼڑ཭ͷ཭ΕͨΫϥε

Ͱ͸ؚ·Ε͍ͯΔҟৗͷछྨ͕ҟͳ͍ͬͯΔ͜ͱΛ֬ೝ͠

ͨɽ͜ΕΒͷ݁Ռ͔Βɼಛ௃ϕΫτϧͷΫϥελϦϯάʹ

ΑΓྨ͢ࣅΔҟৗΛਖ਼͘͠෼ྨͰ͖Δ͜ͱΛ֬ೝͨ͠ɽ

4.2.2 Ռ݁ݧग़࣮ݕ

ςετσʔλΛ༻͍ͯݕग़࣮ݧΛͨͬߦɽςετσʔ
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ද 7 ද 5 ͱڑ཭͕཭ΕͨΫϥεͷϥϕϧ

Table 7 Label of Distant Cluster from Table 5 Cluster.

ҟৗ໊ ճ਺

SCAN Potential SSH Scan 1

POLICY Suspicious inbound to MSSQL port 1433 23

POLICY Suspicious inbound to Oracle SQL port 1521 2

DOS Possible SSDP Amplification Scan in Progress 1

POLICY Outdated Flash Version M2 1

GPL SNMP public access udp 5

ද 8 ςετσʔλͷݕग़݁Ռ

Table 8 Detection Result of Test Data.

ग़݁Ռݕ ෼ྨ͞Εͨ۠ؒ਺

ֶश࣌ͷΫϥε 2812۠ؒ

৽ͨͳҟৗ 788۠ؒ

λʹ͓͚Δݕग़࣮ݧͷ݁ՌΛද 8ʹࣔ͢ɽ3600۠ؒͷ಺

2812۠ؒΛֶश࣌ͷΫϥεʹ෼ྨͨ͠ɽҰํɼ788۠ؒΛ

৽ͨͳҟৗͰ͋Δͱࣝผͨ͠ɽ

ද 9 ͸ֶश࣌ͷ͋ΔΫϥε b ͷϥϕϧͰ͋Δɽ·ͨɼ

ද 10͸ςετσʔλʹ͓͚Δද 9ͷΫϥεʹ෼ྨ͞Εͨ

۠ؒͷγάωνϟܕ IDSͷݕग़݁ՌͰ͋Δɽද 9ͱද 10

ʹࣔ݁͢ՌΑΓɼҟৗݕग़ॲཧʹ͓͍ͯ΋ɼΫϥεͷϥϕ

ϧͱͦͷΫϥεʹ෼ྨ͞Εͨ۠ؒͰ͸ҟৗ໊΍ճ਺͕ྨࣅ

͍ͯ͠Δ͜ͱΛ֬ೝͨ͠ɽ

ຊख๏ͱγάωνϟܕ IDSͷ Suricataʹ͓͚Δݕग़݁

ՌʹͲͷΑ͏ͳࠩҟ͕͋Δ͔Λ֬ೝ͢ΔͨΊʹݕग़݁Ռͷ

ൺֱΛͨͬߦɽֶशσʔλͱςετσʔλͷ֤۠ؒʹର͠

ͯ SuricataΛ༻͍ͨࡍͷݕग़݁ՌΛද 11ʹࣔ͢ɽςετ

σʔλʹֶ͓͍ͯशσʔλʹؚ·Ε͍ͯΔҟৗͷΈͰߏ

੒͞Ε͍ͯΔ۠ؒ͸ 2649۠ؒ͋ͬͨɽ·ͨɼֶशσʔλ

ʹؚ·Ε͍ͯͳ͍৽ͨͳҟৗΛؚΉ۠ؒ͸ 951 ۠ؒ͋ͬ

ͨɽຊख๏ͱ Suricataʹ͓͚Δݕग़݁ՌͷൺֱΛද 12ʹ

ࣔ͢ɽSuricataʹֶ͓͍ͯशσʔλʹؚ·Ε͍ͯͳ͍ҟৗ

ؚ͕·Ε͍ͯΔͱ͞Εͨ 951۠ؒͷ಺ɼ204۠ؒΛ৽ͨͳ

Ϋϥεʹ෼ྨ͠ɼ747۠ؒΛطଘͷΫϥεʹ෼ྨͨ͠ɽ·

ͨɼSuricataʹֶ͓͍ͯशσʔλʹؚ·Ε͍ͯΔҟৗͷΈ

Ͱߏ੒͞Ε͍ͯΔ 2649۠ؒͷ಺ɼ584۠ؒΛ৽ͨͳΫϥε

ʹ෼ྨ͠ɼ2065۠ؒΛطଘͷΫϥεʹ෼ྨͨ͠ɽ

ຊख๏Ͱ༻͍ͨϖΠϩʔυͷಛ௃ྔͷݕग़݁Ռʹର͢Δ

ӨڹΛ֬ೝ͢ΔͨΊɼຊख๏ͱϔομͷΈͷಛ௃ྔΛ༻͍

ͨैདྷख๏ [10]ͱͷൺֱΛͨͬߦɽSuricataʹֶ͓͍ͯश

σʔλʹͳ͍ະ஌ͷҟৗؚ͕·Ε͍ͯΔͱ͞Εͨ 951۠ؒ

ͷ෼ྨ݁ՌͷൺֱΛද 13ʹࣔ͢ɽ·ͨɼSuricataʹ͓͍

ֶͯशσʔλʹ͋Δط஌ͷҟৗͷΈͰߏ੒͞Εͨ 2649۠

ؒͷ෼ྨ݁ՌͷൺֱΛද 14ʹࣔ͢ɽֶशσʔλʹؚ·Ε

͍ͯͳ͍৽ͨͳҟৗؚ͕·Ε͍ͯΔ۠ؒɼֶशσʔλʹ͋

ΔҟৗͷΈͰߏ੒͞Εͨ۠ؒͱ΋ʹैདྷख๏ʹൺ΂ຊख๏

ͷํ͕৽ͨͳΫϥεʹ෼ྨ͞Ε͍ͯΔ͕۠ؒଟ͔ͬͨɽ

ද 9 ͋ΔΫϥε b ͷϥϕϧ

Table 9 Label of Cluster ʠb”.

ҟৗ໊ ճ਺

SCAN Sipvicious Scan 1

POLICY Suspicious inbound to MSSQL port 1433 15

SCAN Sipvicious User-Agent Detected (friendly-scanner) 5

POLICY Protocol 41 IPv6 encapsulation potential 6in4 IPv6 tunnel active 1

SNMP public access udp 2

CINS Active Threat Intelligence Poor Reputation IP group 20 1

ද 10 ද 9 ͷΫϥεʹ෼ྨ͞Εͨ۠ؒͷϥϕϧ

Table 10 Label of Classified Section in Table 9 Cluster.

ҟৗ໊ ճ਺

SCAN Sipvicious Scan 1

POLICY Suspicious inbound to MSSQL port 1433 21

SCAN Sipvicious User-Agent Detected (friendly-scanner) 5

POLICY Protocol 41 IPv6 encapsulation potential 6in4 IPv6 tunnel active 1

SNMP public access udp 0

CINS Active Threat Intelligence Poor Reputation IP group 20 1

ද 11 Suricata ʹΑΔݕग़݁Ռ

Table 11 Result of Suricata Detection.

SuricataʹΑΔݕग़݁Ռ ෼ྨ͞Εͨ۠ؒ਺

ֶशσʔλʹؚ·Ε͍ͯΔҟৗͷΈ 2649۠ؒ

ֶशσʔλʹؚ·Ε͍ͯͳ͍৽ͨͳҟৗΛؚΉ 951۠ؒ

ද 12 ຊख๏ͱ Suricata ͷݕग़݁Ռͷൺֱ

Table 12 Comparison of Detection Result Proposed Method

and Suricata.

Suricata

ະ஌ͷҟৗ ஌ͷҟৗط

ຊख๏
৽ͨͳΫϥε 204 584

ଘͷΫϥεط 747 2065

ද 13 ຊख๏ͱैདྷख๏ͷݕग़݁Ռͷൺֱ (ະ஌ͷҟৗΛؚΉ۠ؒ)

Table 13 Comparison of Proposed Method and Conventional

Method (Section of unknown attacks).

ैདྷख๏

৽ͨͳΫϥε ଘͷΫϥεط

ຊख๏
৽ͨͳΫϥε 55 149

ଘͷΫϥεط 10 737

ද 14 ຊख๏ͱैདྷख๏ͷݕग़݁Ռͷൺֱ (஌ͷҟৗͷΈͷ۠ؒط)

Table 14 Comparison of Proposed Method and Conventional

Method (Section of known attacks).

ैདྷख๏

৽ͨͳΫϥε ଘͷΫϥεط

ຊख๏
৽ͨͳΫϥε 127 457

ଘͷΫϥεط 34 2031

4.2.3 ΫϥελϦϯά࣮݁ݧՌͷ࡯ߟ

τϥϑΟοΫσʔλΛ୯Ґ࣌ؒͰ෼ׂ͠ɼ֤͔۠ؒΒ 75

ͷಛ௃ϕΫτϧΛநग़ͨ͠ɽಛ௃ϕΫτϧΛΫϥελݩ࣍

Ϧϯά͢Δ͜ͱʹΑΓΞϊϚϦܕ IDSΛߏஙͨ͠ɽ

ֶशσʔλ͔Βநग़ͨ͠ಛ௃ϕΫτϧʹରͯ͠Ϋϥελ

ϦϯάΛ݁ͨͬߦՌɼྨ͢ࣅΔҟৗΛؚΉ۠ؒΛಉҰͷΫ

ϥεʹ෼ྨͰ͖Δ͜ͱΛ֬ೝͨ͠ɽ·ͨɼҟͳΔҟৗΛؚ
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Ή۠ؒʹ͍ͭͯ͸ผͷΫϥεʹ෼ྨ͞Ε͍ͯΔ͜ͱ΋֬ೝ

ͨ͠ɽ͜ͷ݁ՌΑΓɼࠓճநग़ͨ͠ಛ௃ྔʹΑͬͯҟৗΛ

෼ྨ͢Δ͜ͱ͕Ͱ͖ͨͱ͑ߟΒΕΔɽ

4.2.4 ࡯ߟՌͷ݁ݧग़࣮ݕ

ςετσʔλ͔Βಛ௃ϕΫτϧΛநग़͠ɼֶशۭͨؒ͠

΁ͷ౤ӨΛͨͬߦɽͦͷޙɼ֤Ϋϥεͷॏ৺ͱͷڑ཭͕࠷

΋͍ۙΫϥεΛબ୒ͯ͠ɼΫϥεͷॏ৺ͱͷڑ཭Λࢉग़͠

ͨɽ·ͨɼΫϥε಺Ͱॏ৺͔Β࠷΋ԕ͍ಛ௃ϕΫτϧͱॏ

৺ͱͷڑ཭Λࢉग़͠ɼઌ΄Ͳͷڑ཭ͱൺֱ͢Δ͜ͱͰֶश

σʔλʹؚ·Ε͍ͯͨҟৗ͔৽ͨͳҟৗ͔Λࣝผͨ͠ɽ

ຊख๏ʹ͓͚Δݕग़݁Ռͱ Suricataʹ͓͚Δݕग़݁Ռ

ͷҧ͍ʹ͍ͭͯ͢࡯ߟΔɽSuricataͷΑ͏ͳγάωνϟܕ

IDS Ͱ͸ܸ߈ͷѥछͳͲͷྨ͢ࣅΔҟৗΛผͷҟৗͱ͠

ग़͢ΔɽҰํɼຊख๏ʹ͓͍ͯ͸ύέοτ͔Βநग़͠ݕͯ

ͨಛ௃ྔʹ͢ࣅྨ͖ͮجΔҟৗΛಉҰͷΫϥεʹ෼ྨ͢

ΔɽͦͷͨΊɼ৽ͨͳҟৗͱͯࣝ͠ผ͞ΕΔ͕۠ؒগͳ͘

ͳͬͨͱ͑ߟΒΕΔɽSuricataͷݕग़݁ՌΛ֬ೝ͢Δͱֶ

शσʔλʹ͸ଘ͍ͯ͠ࡏͳ͔ͬͨʠSCAN Potential VNC

Scan 5900-5920”ͱ͍͏εΩϟϯܸ߈ΛؚΉ۠ؒΛطଘͷ

Ϋϥεʹ෼ྨ͍ͯͨ͠ɽ͜ͷ͕۠ؒ෼ྨ͞ΕͨΫϥεͷϥ

ϕϧΛ֬ೝͯ͠ΈΔͱྨ͢ࣅΔଞͷεΩϟϯ͕ܸ߈ଘ͠ࡏ

ͨɽͦͷͨΊɼಛ௃ྔ͕ྨֶ͠ࣅश࣌ͷΫϥεʹ෼ྨ͞Ε

ͨͱ͑ߟΒΕΔɽ͜ͷ݁ՌΑΓɼֶशσʔλʹݱΕͳ͔ͬ

ͨ৽ͨͳҟৗʹ͍ͭͯ΋ྨ͢ࣅΔΫϥεʹ෼ྨͰ͖Δ͜ͱ

Λ֬ೝͰ͖ͨɽҎ্ͷ͜ͱ͔Βɼֶश࣌ʹ؍ଌ͞Εͳ͔ͬ

ͨະ஌ͷҟৗʹ͍ͭͯ΋ΫϥεͷϥϕϧΛ֬ೝ͢Δ͜ͱͰ

ҟৗͷछྨΛࣝผՄೳͰ͋Δͱ͑ߟΒΕΔɽ

ຊख๏ͱैདྷख๏ͷݕग़݁Ռͷҧ͍ٴͼϖΠϩʔυ͔Β

ͷಛ௃நग़ʹ͍ͭͯ͢࡯ߟΔɽ࣮ݧͷ݁Ռɼैདྷख๏ʹൺ

΂ຊख๏ͷํ͕৽ͨͳΫϥεͱͯ͠ݕग़͞ΕΔ͕۠ؒଟ͘

ͳͬͨ͜ͱΛ֬ೝͰ͖ͨɽ͜Ε͸ɼϖΠϩʔυ͔Βநग़͠

ͨಛ௃ྔΛ૿΍ͨ͜͠ͱʹΑΓৄࡉʹ෼ྨ͞Εɼ৽ͨͳΫ

ϥεͱͯࣝ͠ผ͞Ε͕ͨ۠ؒैདྷख๏ΑΓ΋૿Ճͨ͠ͱߟ

͑ΒΕΔɽ·ͨɼϖΠϩʔυ͔Βநग़ͨ͠ಛ௃ྔΛ༻͍Δ

͜ͱʹΑΓɼϔομͷΈͷಛ௃ྔΛ༻͍ͨैདྷख๏ͱͷݕ

ग़݁Ռͷҧ͍Λ֬ೝͰ͖͕ͨɼ࣮ࡍʹຊख๏ʹΑΓͲͷΑ

͏ͳҟৗ͕ࣝผՄೳʹͳͬͨͷ͔Λ֬ೝͰ͖ͳ͔ͬͨɽࠓ

͍༺ɼ͋Β͔͡Ίҟৗͷϥϕϧ͕͍ͭͨσʔληοτΛޙ

Δ͜ͱʹΑΓຊख๏ʹ͓͍ͯ৽ͨʹͲͷΑ͏ͳҟৗ͕ࣝผ

Մೳʹͳͬͨͷ͔Λ͢ূݕΔඞཁ͕͋Δɽ

5. ·ͱΊ

ຊߘͰ͸ɼύέοτ͔Βಛ௃ϕΫτϧΛநग़͠ߏஙͨ͠

ΞϊϚϦܕ IDSͱγάωνϟܕ IDSͷݕग़݁ՌΛ૊Έ߹

ΘͤΔࣄʹΑΓະ஌ͷҟৗݕग़ٴͼҟৗͷछྨͷ൑ผ͕Մ

ೳͳख๏ΛఏҊͨ͠ɽ·ͨɼैདྷख๏Ͱ͸༻͍͍ͯͳ͔ͬ

ͨϖΠϩʔυ͔Βநग़ͨ͠ಛ௃ྔΛ༻͍Δ͜ͱʹΑΓϖ

ΠϩʔυͷΈʹಛ௃͕දΕΔҟৗͷࣝผΛਤͬͨɽMWS

σʔληοτΛ༻͍࣮ͨݧͰ͸ɼγάωνϟܕ IDS͚ͩͰ

͸ݕग़ࠔ೉ͳҟৗʹ͍ͭͯ΋ݕ஌Ͱ͖Δ͜ͱΛࣔͨ͠ɽ·

ͨɼେࡕ෎ཱେֶʹ͓͚ΔτϥϑΟοΫσʔλΛ༻͍࣮ͨ

Ͱ͸ɼϔομʹՃ͑ϖΠϩʔυ͔Β΋ಛ௃ྔΛநग़͢Δݧ

͜ͱʹΑΓϔομͷΈͷಛ௃ྔΛ༻͍ͨ৔߹ͱൺ΂ݕग़݁

Ռʹҧ͍͕ੜͨ͜͡ͱΛ֬ೝͨ͠.

࠶ͷ՝୊ͱͯ͠͸ϖΠϩʔυ͔Βநग़͢Δಛ௃ྔͷޙࠓ

ʹࣄϖΠϩʔυ͔Βநग़ͨ͠ಛ௃ྔΛՃ͑Δʹࡍ΍ɼ࣮ߟ

ΑΓͲͷΑ͏ͳҟৗΛ৽ͨʹࣝผՄೳʹͳͬͨͷ͔ͳͲ࣮

ΒΕΔɽ͛ڍՌΛਫ਼ࠪ͢Δ͜ͱͳͲ͕݁ݧ
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scale cyber attacks monitoring using Evolving Cauchy

Possibilistic Clustering, Applied Soft Computing, 62,

pp.592-601(2018).

[10] ୩ᖒढ़थ, ੨໦ໜथ, ʹ࿕ɿύέοτͷϔομ৘ใوຊٶ

஫໨ͨ͠ΞϊϚϦܕ IDS ͱγάωνϟܕ IDS Λ૊Έ߹

Θͤͨະ஌ͷҟৗݕग़ɼComputer Security Symposium

2017(CSS2017)ߨԋ࿦จू, pp.1397-1403(2017).

[11] େ݄༏ีɼࢢ໺ক࢚ɼ઒࣏ݚݩɼാాॆ߂ɼ٢Ӝ༟ɿϚϧ

΢ΣΞײછݕ஌ͷͨΊͷτϥώοΫσʔλʹ͓͚ΔϖΠ

ϩʔυ৘ใͷಛ௃ྔධՁɼComputer Security Symposium

2012(CSS2012)ߨԋ࿦จू, pp.691-698(2012).

[12] ɼാࢠ໦হߥɼ߂وɼּؒ޺ਅහɼদ໦ོాࣉ༤ଠɼాߴ

σʔληοτʙ༺ڀݚͷͨΊͷࡦɿϚϧ΢ΣΞର߂ॆా

MWS 2018 Datasetsʙɼ৘ใॲཧֶձ࿦จࢽ, Vol.2018-

CSEC-82ɼNo.38ɼpp.1-8(2018)ɽ

c⃝ 2018 Information Processing Society of Japan －1045－


