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A Survey on Malware that Log Can not be Acquired in Dynamic
Analysis

KoTAa MorIMOTOY®  JUNJUN ZHENG! SHoICHI SAITO? Eui TakiMoTo! KoTA MORIMOTO!

Abstract: Dynamic analysis of malwares can collect runtime execution information such as system calls
and API calls by tracing the process execution and logging the system calls and API calls made by mal-
ware specimens. Using the log of dynamic analysis, we can analyze the malware behavior well and thereby
developing efficient detection method. However, the log cannot always be acquired successfully in the cases
where the execution process of malware finishes in a short time or the execution process does not finish but
there only exists invalid log file. In such cases, it is difficult to capture the accurate malware behavior, since
it is unknown that whether the dynamic analysis is done properly or not. Therefore, to clarify the reason
why valid log cannot be acquired is necessary and important. This paper reveals that a rapid termination of
process or a wait state of thread affects the log acquisition process of dynamic analysis of malwares, through
observing the issuance of all the system calls made by various malware specimens.
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Table 1 System call trace log configuration.

W EE R [

No. osoELES

Time LBk E I 5 72 HE T D CPU ¥

Cid VAT LI—NVEFEGFUEZALY RO Cid
Name TR ADFETT 7 A IVE

Type sysenter R B 77 sysexit DT 7 % R_7
Ret R O i (sysexit DB 27 DH)

SNo. VAT LIA—NVDOFRE LT DR

Note S AT U 7258 72 & oA i

% 2 [REE— NOD Alkanet B0 7Rk T 2V AT LT —)b
Table 2 System call logged by Alkanet in limited mode.

e lraba ) VAT L=V

File NtCreateFile, NtOpenFile, NtWriteFile, NtReadFile,
NtSetInformationFile,NtDeletFile

NtCreateKey, NtOpenKey, NtOpenKeyEx, NtQueryKey,
NtSetInformationKey, NtDeleteKey, NtSetValueKey,
NtDeleteValueKey

NtWriteVirtualMemory, NtReadVirtualMemory,
NtAllcateVirtualMemory,NtProtect VirtualMemory

Registry

Virtual Memory

File Mapping NtCreateSection, NtOpenSection, NtMapViewOfSection,

Network NtDeviceloControlFile

Process NtCreateProcess, NtCreateProcessEx, NtOpenProcess,
NtTerminateProcess,NtCreateUserProcess

Thread NtCreateThread, NtCreateThreadEx, NtOpenThread,
NtSuspendThread, NtResumeThread, NtTerminateThread,
NtGetContextThread,NtQueueApcThread

Driver NtLoadDriver, NtUnloadDriver

Time NtQueryPerformanceCounter

Mutant NtCreateMutant, NtOpenMutant

Sleep NtDelayExecution
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No.: 59989
Time: 135691748
Type: sysenter
SNo.: 101 (NtTerminateProcess)
Cid :  b04.b08
Name: 002c¢8b63fa2d15d
Note:
target:
proc_pid: 0xb04
proc_image_name: 002c8b63fa2d15d

1 NtTerminateProcess DFfra 2
Fig. 1 Log of NtTerminateProcess.

No.: 71553
Time: 89371156
Type: sysenter
SNo.: 102 (NtTerminateThread)
Cid: aa4.aa8
Name:0b45b257e701be9
Note:
proc_image_name: 0b45b257e701be9
proc_pid: Oxaa4d
proc_tid: Oxaa8

2 NtTerminateThread DFfrH 2
Fig. 2 Log of NtTerminateThread.
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Table 3 Last observed system call in the malware process.

BBICFTINEZY AT L)L | B
NtUserGetMessage 112
NtDelayExecution 18
NtUserWaitMessage
NtWaitForSingleObject
NtProtectVirtualMemory
NtWaitForMultipleObjects
NtRequest WaitReplyPort
NtAllocateVirtualMemory
NtClose

NtUserQuery Window
NtReadVirtualMemory
NtReplyWaitReceivePortEx
NtUserCallOneParam
NtQueryInformationProcess
NtOpenThreadToken
NtUserPeekMessage
NtUserCallMsgFilter
NtTerminateThread
NtUserShowWindow
NtContinue

NtunlockFile
NtQueryValueKey
NtFsControlFile
NtOpenKey
NtUserGetThreadState
NtOpenEvent
NtReleaseSemaphore
NtopenFile

—
-3

o = = = = = = e e e = = DN W W W W R Ot

VAT LI NVFEOGVBM IR 0B T LR MR LT
FRRDEFNFONEHDEE 3 2o A UK %2 K 4
ZRT. Ez, BEYVATLAI-NVOBREER L TFITRT.
NtDelayExecution
fREINZIFHPRET 2 £T, ALy FOEIELF
Wrd o,
NtUserGetMessage
AV —VFa—lZ Ay E—IUPFELRZVEGES, A
Ly KO#EIfEZ ke 5.
NtUserWaitMessage
AV —VFa—lZAyE—UMPBMINEET, &
Ly ROEfEz s 5.
NtWaitForSingleObject
REINEATI 2 bRV TFVIREBIZARD ETA
Ly FOEfEz s 5.
NtWaitForMultipleObjects
BESNEZEEOA TV 27 RV T FIVIREEIZ R 5
EFTAVY NOHIfEZ i 5.
NtRequestWaitReplyPort
To AMBEIZBWT, RELERA Y- VITNT
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R4 ALy FOBEPHWTSZ 0 A0KED S
Table 4 Last log of process where thread is interrupted.

YAF AT AR E
NtUserGetMessage 112
NtDelayExecution 18
NtUserWaitMessage 17

NtWaitForSingleObject
NtWaitForMultipleObjects
NtRequestWaitReplyPort
NtReplyWaitReceivePortEx

=W W ot

DBIEEZIETHET, ALy ROFEEZFMT 5.
NtReplyWaitReceivePortEx

T AMBEIZBENT, Ave—Vi%ETHET

Ay FOEEZFErs 5.

INGDY AT L=, NETREDSFML %277
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AR U 72 Alkanet OFREE— R TY AT LI =L b L —2Z
1707256, BHRRID NtRequestWaitReplyPort @
Ffra kI N, BIHRO NtOpenFile ® 1 753
XBIZERRIND.

BB E N T a e ADATEET % 252 kD5
R ARFITRT. TR ARTICETE VAT LI
VEFTUI-DIE 60 Mk TH 7. ALy FOHWIZE
THYVAT LIV EFITUDIX 158 RIKTH 72, T
DD 34RRIKIL, TOEAKTOAL Y MEIcET 5
AT LA=NVERITLRWRIETH o7, Thoid, 7n
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LA—)VEFRITT DI L EMERL T,
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No.: 109539
Time: 146952746
Type: sysenter

SNo.: 3b (NtDelayExecution)

Cid: cf0.cf4
Name: 7c2e0dd2.exe
Note:

alertable: false

value: Oxffffffff94b62e00

3 NtDelayExecution ®¥f71
Fig. 3 Log of NtDelayExecution.

[340835] 6bd313f2b3aldbd
[340836] 6bd313f2b3aldbd
[340837] 6bd313f2b3aldbd

KiUserCallbackDispatcher
KiCallbackReturn
NtUserGetMessage

]

]

]

[340838] 6bd313f2b3aldbd NtUserGetMessage
[341022] 6bd313f2b3aldbd KiUserCallbackDispatcher
[341023] 6bd313f2b3aldbd KiCallbackReturn
[341024] 6bd313f2b3aldbd NtUserGetMessage
[341025] 6bd313f2b3aldbd NtUserGetMessage
[341287] 6bd313f2b3aldbd KiUserCallbackDispatcher
[341288] 6bd313f2b3aldbd KiCallbackReturnre

[ ] 6bd313f2b3aldbd NtUserGetMessage

[ ] 6bd313f2b3aldbd NtUserGetMessage

341289
341290

4 NtUserGetMessage 2 &8 Y AT L3 —)LFEITH]
Fig. 4 System call log including NtUserGetMessage.

[1508229] 1bde10255cad621 NtMapViewOfSection
[ ] 1bde10255cad621 NtMapViewOfSection

[ ] 1bde10255cad621 NtClose

[ ] 1bde10255cad621 NtClose

[ ] 1bde10255cad621 NtQueryDefaultUILanguage
[ ] 1bde10255cad621 NtQueryDefaultUILanguage
[ ] 1bde10255cad621 NtOpenFile

[ ] 1bde10255cad621 NtOpenFile

[1508237] 1bde10255cad621 NtQueryDefaultLocale
[1508238] 1bde10255cad621 NtQueryDefaultLocale
[1508239] 1bde10255cad621 NtQueryDefaultLocale
[1508240] 1bde10255cad621 NtQueryDefaultLocale
[1508241] 1bde10255cad621 NtQueryDefaultLocale
[1508242] 1bde10255cad621 NtQueryDefaultLocale
[1508243] 1bde10255cad621 NtOpenFile

[1508244] 1bde10255cad621 NtOpenFile

[1508245] 1bde10255cad621 NtRequestWaitReplyPort

5 NtRequestWaitReplyPort % & A7 A I — L H{TF
Fig. 5 System call log including NtRequestWaitReplyPort.

x5 BUICEBIN SO ADOATEHET S 252 Mk 38R
Table 5 Classification of 252 samples operated by only one

process.
%) [EZN~1
IO AR TIZET VAT L= VERKITT S 60
ALy Rz d 2 Y AT LI —VEFKITTS 158
THXAETR ALy FHBHIZBT 5 Y A7 A3 -V ERT LRV 34
4., ER

4.1 7OERAPRAL Y ROKT

RS OEERETIE, HAEARTH S 252 kD> 5,
60 MIATT O AT L, 158 IATAL v RAEFHIR
et ehbhotz, £/, 7ORADKTPAL Y
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